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Abstract

Clinical AI should meet trustworthiness demands now set out in the GDPR and the EU Al
Act: a deployed system should explain its decisions, indicate when those decisions are unre-
liable, avoid unnecessary centralization of patient data, and permit the removal of an indi-
vidual’s data influence on request. These demands are usually addressed as an afterthought,
recovered from a model once it is already trained, through explanation, repeated inference,
or retraining applied after the fact. This thesis investigates a different commitment: that
trustworthiness, operationally framed by these four demands, is built into the structure of
the system from the start.

Three chapters develop the argument. Knowing applies the commitment to interpretabil-
ity through uncertainty-aware risk classification and gaze-driven prompting of a frozen seg-
mentation model. Doubting applies it to uncertainty through federated learning where
uncertainty-filtered attention maps replace parameter aggregation as the unit of inter-client
exchange. Forgetting applies it to unlearning through prompt-removal and passport-embedded
LoRA adapters with authority-mediated audit. Across this work, where two demands are
met through a shared structural commitment, the combination yields value that neither

delivers separately.
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Chapter 1

Introduction

In the second half of the past decade, Artificial Intelligence (Al) attained or exceeded expert-
level performance across a broad range of medical imaging benchmarks, including diabetic
retinopathy grading and disease classification in radiology and dermatology [36, 111, 129].
Clinical adoption, however, did not keep pace with these advances. Reliability, interpretabil-
ity, and regulatory oversight were articulated as central barriers to deployment [159, 79, 171],
and these concerns remain operative to this day. Meanwhile, the regulatory landscape has
matured substantially: by 2025, the FDA’s published registry of Al-enabled medical de-
vices comprised more than 1,000 entries [161, 170]. Nevertheless, a substantial gap persists
between regulatory authorisation and routine clinical integration. Recent survey evidence
indicates that use of Al by physician has increased substantially over the past three years,
yet such adoption remains concentrated in workflow-support and administrative functions
rather than core diagnostic reasoning. Patient privacy stands out as the only area where
more physicians expect Al to cause harm than to help [5].

The legislative response to this gap has crystallised over the last decade into two instru-
ments that together define operational requirements for any Al system processing personal
data in the European Union: the General Data Protection Regulation (GDPR, 2016) [37]
and the EU Al Act (2024) [38]. It is tempting to read these primarily as data-protection in-
struments, but for medical Al they function more broadly as an accountability framework [74].
The GDPR’s framework for automated decision-making (Art. 22), data minimization and
privacy-by-design principles (Art. 5 and Art. 25), and the right to erasure (Art. 17), together
with the EU AT Act’s classification of many medical Al systems as high-risk, and its require-
ment for human oversight (Art. 14), define four demands a deployed medical Al system
should meet: it should explain its decisions, indicate when those decisions are unreliable,
avoid unnecessary centralization of patient data, and permit the removal of an individual’s

data influence on request. Each of these demands corresponds to an active research problem
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in machine learning. The contributions of this thesis address all four.

Explainable AI (XAI) has predominantly developed through post-hoc attribution meth-
ods such as SHAP, LIME, and Grad-CAM [103, 132, 142|, which generate explanations as
a secondary estimation rather than as part of the model’s own computation, and therefore
may not faithfully reflect the underlying model’s reasoning. Furthermore, the additional
inference-time cost constrains their use in clinical workflows [136]. An alternative line of
work designs interpretability into the model itself, so that the basis of a decision is a struc-
tural property of the architecture rather than a downstream reconstruction. For example,
concept-bottleneck networks route predictions through human-interpretable concepts at an
intermediate layer [85]. Another approach supervises or prompts the model with clinician
attention, so that its reasoning is, by construction, grounded in regions a clinician would
inspect. This thesis adapts the latter.

Data minimization and privacy-by-design provide the principled foundation for federated
learning [112, 133], a collaborative training paradigm in which institutions exchange model
updates rather than data. The third demand is therefore a design consequence rather than
a statutory obligation: the GDPR does not mandate decentralized training, it mandates
minimization (Art. 5) and data protection by design and by default (Art. 25). Centralized
training moves identifiable records out of the controlling institution and holds them in one
place, which increases the personal data processed relative to the purpose, concentrates the
impact of a single breach, and complicates Art. 17 erasure because the aggregator holds a
second copy whose influence on the trained model must be traced separately. Keeping raw
data at the site and sharing only derived signals avoids all three. Yet, what is shared still
matters: gradients and parameters leak information about training data to an adversary [43],
while offering nothing a clinician could meaningfully inspect. This thesis explores client-side
representations beyond parameter sharing, using visual representations as a structurally dif-
ferent knowledge transfer unit.

Meaningful human oversight requires that the model can signal when its predictions are
unreliable. A model that is always equally confident provides no basis for deferral to an
expert, and a confident wrong answer is more dangerous than no answer at all. Uncertainty
quantification addresses this need |[9].

Finally, the right to erasure has motivated the field of machine unlearning |16, 116|, which
seeks to remove specific data influence from a model without full retraining. Existing meth-
ods are typically iterative, depend on access to training data, and provide no mechanism by
which an external party can confirm that erasure has occurred. This thesis takes up these
three gaps directly: the speed, data-independence, and auditability of forgetting.

Crucially, the four demands are not independent. As a thought experiment, one can trace
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a chain of relationships between them. Interpretability can inform uncertainty: a clinician
can only judge whether a prediction should be trusted if both the reasoning process and
the model’s confidence are visible, enabling appropriate deferral when the model is uncer-
tain. Uncertainty, in turn, supports safe collaboration by identifying when local knowledge
is insufficient and when external information should contribute to learning. Collaborative
learning then raises questions of data ownership and control, particularly when model be-
havior continues to depend on information contributed by individual institutions or patients.

This naturally leads to the problem of machine unlearning and the right to be forgotten.

Knowing, Doubting, Forgetting

The four demands (interpretability, uncertainty, federated learning and unlearning) provide
the regulatory and clinical motivation for this thesis. The contribution is the investigation
of a design commitment: trustworthiness, operationally framed by these four regulatory
demands, is implemented as a structural property of the system from the start, rather than
recovered as an afterthought. This commitment operates at two scales. At the pipeline
level, the relevant signals are produced together within the deployed clinical workflow, so
that explanation and uncertainty arrive alongside the prediction rather than being assembled
from separate analyses. At the model level, the same signals are a structural feature of the
architecture itself, produced as part of the same forward pass as the prediction. The thesis
does not claim that post-hoc methods cannot deliver these demands in principle; it claims
that committing to them by design unlocks capabilities that the post-hoc route does not,
and each chapter exhibits one such capability.

A consequence of this commitment is that the same architectural surface can serve more
than one demand at once, as demonstrated in Sections 3.1, 4.1, and 5.1. This recurrence also
shapes how the thesis is structured: the chapters are organized by the dominant role each
contribution plays rather than by the mechanism it employs. The three chapters correspond
to three operations a clinical system should be able to do with its own output: knowing what

it sees, doubting what it concludes, and forgetting on demand.

Chapter 2. Background. This chapter consolidates the technical background shared
across the contributions, providing architecture descriptions, problem formulations for rele-
vant research areas, a taxonomy of methodologies within the field, metrics and datasets used
throughout the thesis.

10



CHAPTER 1. INTRODUCTION

Chapter 3. Knowing: Interpretable Medical Image Analysis. This chapter ap-
plies the design commitment to interpretability at both scales identified above. Section 3.1
contributes an uncertainty-aware framework for Intraductal papillary mucinous neoplasms
(IPMN) risk classification in which XAI and uncertainty quantification are produced to-
gether in the deployed pipeline, supporting clinician deferral on cases where the model is
unreliable. Sections 3.2 and 3.3 move the commitment into the model itself, contributing
a gaze-driven prompting framework for a frozen segmentation foundation model in which
the prompt is the explanation by construction. Section 3.2 uses recorded fixations directly
without training, while Section 3.3 trains a saliency predictor on recorded clinician gaze,

yielding a fully automated pipeline that runs without eye-tracking hardware at inference.

Chapter 4. Doubting: Uncertainty-Aware Federated Learning. This chapter ap-
plies the design commitment to uncertainty. Section 4.1 contributes FedEvPrompt, an evi-
dential federated learning framework in which uncertainty governs inter-client contribution,

and where attention maps replace parameter aggregation as the unit of knowledge transfer.

Chapter 5. Forgetting: Instant Machine Unlearning. This chapter applies the de-
sign commitment to forgetting, where knowledge to be forgotten is pre-committed and held
in a small, modular component on top of a frozen pre-trained backbone, so that unlearning
reduces to removing or swapping that component. Section 5.1 contributes Pre-Forgettable
Models, in which class-wise unlearning is reduced to the removal of a learnable prompt,
making forgetting instant and data-free. Section 5.2 contributes TrustErase, which holds
class-wise unlearning in passport-embedded LoRA adapters, where passport deactivation
performs the unlearning, and an authority-mediated audit protocol allows a trusted verifier

to confirm that the deployed adapter implements the claimed unlearning configuration.

11



Chapter 2

Background

This chapter consolidates the technical foundations on which the contributions of this thesis
are built. It is organized into two parts. Section 2.1 covers the architectural and adapta-
tion strategy that recur across chapters. Sections 2.2-2.5 then introduce the four demands
around which the thesis pillars are organized: explainability, uncertainty quantification,
federated learning, and machine unlearning. Each presents its clinical motivation, the foun-
dational methods and families of state-of-the-art approaches, and the evaluation metrics
used throughout the corresponding chapters. Paper-specific positioning is deferred to the
Related Work section of each contribution. The datasets used in this work are described in

the experimental settings at the end of the chapter (Section 2.6)

2.1 Architectures and Adaptation Strategies

The predominant architectural choice in this thesis is a transformer-based backbone, adapted
to a downstream (medical) task without modifying its core weights. This section introduces
the three components on which that strategy depends: the Vision Transformer (Section 2.1.1)
as the underlying architecture, the Segment Anything Model (Section 2.1.2) as the foundation
model used for segmentation, and parameter-efficient fine-tuning (Section 2.1.3) as the family

of adaptation methods through which task knowledge is added on top of a frozen backbone.

2.1.1 Vision Transformers

For over a decade, Convolutional Neural Networks (CNNs) such as ResNet [59] and U-
Net [135] have been the default backbone for classification and segmentation in medical im-
age analysis. Their inductive biases of locality and translation equivariance capture spatial

structure efficiently but confine each layer’s receptive field to a local neighborhood. Long-

12
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range spatial dependencies are therefore recovered only through deep stacks of convolutions,
introducing depth-related optimization difficulties. The Vision Transformer (ViT) [34] ad-
dresses this limitation by replacing convolution with self-attention [163], which computes
pairwise relationships across the entire input in a single operation.

A ViT processes an image I € R¥*W>3 by partitioning it into a sequence of N non-
overlapping patches of size P x P, each linearly projected into a d-dimensional embedding.
A learnable classification token [CLS] is prepended to the sequence, and positional encodings

N+1)xd s passed

are added to preserve spatial order. The resulting token sequence z, € R(
through L identical transformer blocks, each composed of a multi-head self-attention (MSA)
layer and a feed-forward network with residual connections and layer normalization.

At the core of each block, self-attention computes, for every token, a weighted sum of all

other tokens, where the weights are derived from learned query, key, and value projections:

Attention(Q, K, V) = SOftm&X(QKT) V. (2.1)
vy,

Multi-head attention runs h such operations in parallel on different projections and concate-
nates the results. Throughout this thesis, d denotes the embedding dimension, A the number
of heads, and L the number of transformer blocks. At every block, the [CLS] token attends
to all patch tokens and aggregates their information into a single embedding; after the final
block, this embedding acts as a global summary of the input and is used as the image-level
representation for classification.

The ViT architecture supports two mechanisms not naturally available in CNNs. First,
attention rollout [1] combines the per-layer attention scores into a single spatial map indi-
cating which input regions contribute most to a given output token. This map serves both
as an interpretability signal (Section 2.2) and as a compact, parameter-free representation
that can be shared across clients in federated learning (Chapter 4). Second, the input is a
token sequence of variable length rather than a fixed grid, so that small numbers of learnable
tokens can be prepended and trained while the backbone remains frozen; this is a partic-
ular instance of the broader family of parameter-efficient fine-tuning strategies introduced
in Section 2.1.3. Combined with the strong transfer behavior of ViTs under large-scale pre-
training [128, 21, 83], these two properties motivate the use of pretrained ViTs as a frozen
foundation-model backbone in the low-data medical imaging settings considered in this the-

sis.

13
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2.1.2 Foundation Models and the Segment Anything Model

The term foundation model [15] refers to a model pretrained on data at sufficient scale that
it can be adapted to a wide range of downstream tasks through mechanisms ranging from full
fine-tuning to lightweight alternatives such as prompting, linear probing, or small adapter
modules, requiring progressively less task-specific supervision and, in the limit, enabling
zero-shot or few-shot generalization to new tasks. This is particularly attractive in medical
imaging, where labeled data is scarce and expert annotation expensive.

The Segment Anything Model (SAM) [83] is the foundation model used in the segmenta-
tion contributions of this thesis. It was trained on SA-1B, a dataset of over one billion masks
across eleven million natural images, and provides promptable segmentation: given an image
and a user-specified prompt, the model returns a binary mask for the indicated region. Its

architecture consists of three components:

e Image encoder. A Vision Transformer pretrained with masked autoencoding [58],
available in base, large, and huge variants, that maps the input image to a dense
embedding. The encoder is computed once per image and reused across all prompts

for that image.

e Prompt encoder. A module that maps user-specified prompts to embeddings in the
same space as the image features. Sparse prompts (points or bounding boxes) are
represented as positional encodings combined with learned type embeddings; dense
prompts (low-resolution masks) are encoded by convolutional layers and summed into

the image embedding.

e Mask decoder. A lightweight transformer decoder that applies bidirectional cross-
attention between the image and prompt embeddings, followed by an MLP head that

produces a per-pixel mask probability.

Despite its strong zero-shot performance on natural images, SAM exhibits a substantial do-
main gap when applied directly to medical images [110]: low contrast, ambiguous boundaries,
and unfamiliar anatomical semantics degrade segmentation quality relative to natural-image
benchmarks. However, the clean separation of SAM into encoder, prompt encoder, and de-
coder allows for many modular improvements, as reflected in the literature: full fine-tuning
of the encoder and decoder on curated medical corpora [105]; parameter-efficient adapters
and trainable modules inserted into the frozen encoder [27, 99, 186, including volumet-
ric variants for 3D data [25, 50|; replacement of the prompt encoder by a learned module
that produces prompts in latent space [146]; and prompt engineering, in which all weights

are frozen and adaptation is performed on the input side [166, 167|. Chapter 3 takes the

14
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prompt-engineering route, with prompts derived from clinicians’ eye-gaze, recorded directly
and approximated by a learned predictor. The interpretability of this signal is discussed in
Section 2.2.

2.1.3 Parameter-Efficient Fine-Tuning

As foundation-model backbones approach the billion-parameter scale, full fine-tuning on
downstream tasks has become impractical: it is costly in compute and memory, and demands
a separate model per task. Parameter-efficient fine-tuning (PEFT) keeps the backbone
frozen and adapts it through a small number of additional learnable parameters, two to
three orders of magnitude fewer than the backbone itself. PEFT methods can be classified
by the type of operation they apply to the frozen backbone [56, 168|. Additive methods
introduce new trainable modules or parameters into the network, the most common being
adapter layers [64] and prompt-based methods that prepend learnable tokens to the input
sequence 90, 76|. Subtractive methods make a subset of the existing backbone parameters
trainable while keeping the rest frozen, such as the bias terms [183]. Reparameterization
methods construct a low-dimensional reparameterization of the original weights for training
and transform it back for inference, with the well-known instance LoRA [66]. Hybrid methods
combine elements from the other three families. In this thesis, prompt tuning and LoRA are

used in Sections 4.1, 5.1, and 5.2, and the following sections describe both in detail.

Prompt tuning. Inimage classification, prompt tuning trains only a small set of prepended
token embeddings and a lightweight classifier head, keeping the backbone frozen. The
prompts provide task-specific context that the frozen self-attention layers attend to at every
forward pass, aligning the input distribution with the pretrained backbone and biasing the
attention patterns through an additional learned signal, rather than modifying the back-
bone itself [76, 125|. The application is divided into shallow and deep placement [76], where
deeper insertion provides finer granularity at the cost of additional learnable parameters.
Under deep placement, each multi-head self-attention block operates on the augmented key

and value sequences:

MSA<hQ> s hcl, o hv]) ; (2.2)

where hg, hi, hy are the queries, keys, and values produced by the previous layer and
pr,(f), prl(,i) are the learnable prompts inserted at layer 7. Because distinct prompts can be
associated with distinct semantic units, the mechanism pairs naturally with class- or task-
conditional learning: Section 4.1 exploits this to share task-conditioned attention maps

across federated clients, and Section 5.1 makes the prompt itself the unit of forgetting.

15
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Low-Rank Adaptation (LoRA). LoRA adapts a frozen weight matrix W, € R¥* by

representing its task-specific update as a low-rank product:
AW = BA,  BecR¥™ AcR™ r< min(dk). (2.3)

Only A and B are trained; Wy remains frozen. At inference, the adapted weight is Wy + BA,
which can be kept as two factors (preserving the frozen base) or merged into a single matrix.
Confining the task-specific knowledge to a low-rank subspace drops the number of trainable
parameters by orders of magnitude. The update is also structurally separated from the
backbone, so it can be inspected, modulated, or removed without altering Wj. Section 5.2
builds on this separation to construct verifiable unlearning mechanisms by inserting fixed,

task-specific matrices between the LoRA factors.

2.2 Explainability in Medical Image Analysis

Problem and clinical motivation

Adoption of deep learning in clinical workflows depends on the transparency of the reason-
ing behind a diagnostic Al model’s predictions. Explainable Al (XAI) addresses this by
exposing the features, regions, or examples that drive a prediction. A common distinction in
explainable Al is between global explanations, which describe patterns learned across an en-
tire population, and local explanations, which explain an individual prediction for a specific
input. Because medical image analysis often requires case-level justification for a particular

diagnosis or segmentation, this thesis primarily focuses on local explanation methods.

Families of Local Explainability Approaches

Attribution methods estimate the contribution of each input feature to the output by
perturbing inputs and measuring the change. LIME [132| does this locally: for a given pre-
diction, it perturbs the input, observes the resulting changes in the model output, and fits
a simple linear surrogate that approximates the model’s behavior in a small neighborhood
of the input; the coefficients of this surrogate are reported as the explanation. LIME is
model-agnostic and case-specific, but because each explanation is computed from indepen-
dent perturbations, it offers no consistency guarantee across samples. SHAP [103]| grounds
attribution in cooperative game theory, assigning each feature a Shapley value that repre-
sents its average marginal contribution to the prediction across all possible feature subsets;

the values are globally consistent across samples and admit both local and dataset-level
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views. A complementary line of attribution methods propagates gradients back to pixel
space rather than perturbing the input, including Integrated Gradients [150] and layer-wise
relevance propagation [6].

Activation-based methods produce spatial heatmaps from intermediate feature maps.
The dominant instance is class-activation mapping in its various forms; Grad-CAM [142]
computes the gradient of the predicted class score with respect to the activations of a late
feature map, uses these gradients as channel-wise importance weights, and aggregates the
weighted feature maps into a coarse heatmap over the input. The map indicates where in the
image the model attended most strongly, and is the workhorse of CNN-based medical-imaging
explainability. Attention rollout [1] extends the same idea to transformers. Instead of reading
attention weights from a single layer, attention rollout recursively composes the attention
matrices across layers by multiplying the residual-augmented attention matrices, typically
after averaging attention weights across heads. The resulting matrix captures the cumulative
flow of information from input tokens to deeper representations; the row corresponding to the
[CLS] token is then interpreted as a spatial attribution map indicating which input regions
contribute most strongly to the final global representation. Attention rollout can be used
both as an interpretability signal and as a compact shareable representation across federated
clients (Section 4.1).

Example-based methods explain a prediction by retrieving training instances the model
treats as similar to the input, providing case-based reasoning that domain experts find intu-
itive [24].

A persistent concern with these post-hoc methods is faithfulness: Adebayo et al. [3]
showed that several widely used methods fail basic sanity checks, producing similar explana-
tions for trained and randomly initialised networks. A saliency map that looks anatomically
plausible is therefore not evidence that the model is reasoning correctly, which matters in
clinical settings where the explanation may be trusted as such.

These limitations motivate a second paradigm: rather than recovering an explanation
after training, one builds interpretability directly into the prediction process itself. Concept
Bottleneck Models [85] force every prediction to pass through a layer of human-interpretable
concepts, exposing a fixed set of clinically meaningful features as the model’s reasoning.
Prototype-based classifiers [24] learn a dictionary of training-image fragments and classify
by similarity to them, making the comparison itself the explanation. A more recent line
of work incorporates human attention into the model’s decision process. A clinician’s gaze,
recorded by an eye-tracker during image interpretation, captures the fixation points and times
at which the expert concentrates. These gaze distributions can be incorporated either during

training, by encouraging model saliency to align with expert fixations [17, 162|, or during
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inference, where gaze acts as an external prompt that guides the model toward clinically
relevant regions. In both settings, human attention becomes part of the prediction process
itself, either by constraining model attention toward clinically meaningful regions or by
making the reasoning process externally controllable and observable.

Although gaze is not a transcript of expert reasoning, it is indicative of regions where
clinical features tend to live, and what it does for interpretability in this case is counter-
factual. Human attention is rarely drawn to the spurious features a model would otherwise
exploit [104], so constraining the model to attend within gaze regions excludes the regions
where shortcut learning typically arises. What matters for clinical interpretability is that
the model uses the right information for its predictions, and constraining attention to expert
gaze regions makes this a structural property rather than something to be verified post hoc.
The remaining trade-off is hardware. Physical eye-trackers must be present at acquisition
and require calibration, which limits scalability and confines gaze-guided methods to settings
where the hardware is already in place.

The field has known unresolved tensions around faithfulness, method disagreement, and
the cost of interpretability [136]. The chapters that follow do not claim to settle them; they

take positions on which trade-offs are acceptable in the clinical settings considered.

Metrics

Quantitative evaluation of post-hoc attribution methods is intrinsically difficult: there is no
ground truth for the right explanation, and the standard faithfulness metrics that have been
proposed in the literature are unstable across hyperparameters and datasets [158, 63]. This
thesis evaluates explanations indirectly, through their relationship to other measurable prop-
erties. In Section 3.1, the agreement between explanation strength and prediction confidence
is quantified by Spearman and Pearson correlations between total absolute SHAP and LIME
values and predictive uncertainty. In Sections 3.2-3.3, the interpretability signal (clinician
gaze, recorded or predicted) is converted into a SAM prompt and analyzed qualitatively and
in relation to the segmentation it produces.

The two segmentation metrics reported in both sections are the Dice Similarity Coef-
ficient (DSC),

2|P NG|
DSC(P,G) = ———, (2.4)
P+ 1]
and the Intersection over Union (IoU),
|PNG|
oU(P,G) = 77— 2.5
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where P is the predicted mask and G the ground-truth mask. Both range from 0 (no overlap)
to 1 (perfect overlap); DSC is more sensitive at low overlap and IoU at high overlap, and both
are reported for comparability with prior work. For volumetric data, metrics are computed

slice-by-slice and averaged at the volume level.

2.3 Uncertainty Quantification

Problem and clinical motivation

A clinical decision system that is equally confident in all predictions is of limited practical
value. Uncertainty quantification (UQ) addresses this by estimating the reliability of each
prediction, which can then be used to defer uncertain cases to a clinician.

Predictive uncertainty is typically decomposed into aleatoric uncertainty, arising from
inherent ambiguity or noise in the data, and epistemic uncertainty, arising from limited
model knowledge or insufficient training coverage. Unlike aleatoric uncertainty, epistemic

uncertainty can in principle be reduced with additional data [80].

Foundational methods

Three families of UQ methods are used in this thesis: Monte Carlo dropout, ensembles, and
evidential deep learning. The first two are post-hoc wrappers around standard training; the

third makes uncertainty a direct output of the model.

Monte Carlo (MC) dropout. MC dropout [42] reinterprets dropout from a regulariza-
tion technique applied only during training, to an approximate Bayesian inference procedure.
By keeping dropout active at inference and performing 7" stochastic forward passes for the
same input, the resulting distribution of predictions approximates a posterior over the net-
work’s outputs. Aggregating the softmax outputs p, € R across the T passes yields the

mean predictive probability
T
1
h = — E . 2.6
p T 2 Pt (2.6)

The total predictive uncertainty is the Shannon entropy of this mean prediction,

C
H(p)=—_ pclog(p +¢), (2.7)

c=1

19



CHAPTER 2. BACKGROUND

with € a small constant for numerical stability. The aleatoric component is estimated as the

expected entropy across the T" samples,

TZ ( Zptclog ptc—i-s)) , (2.8)

and the epistemic component as the mutual information between the predictions and the
model posterior,
1= H(p) - E[H(p)] (2.9)

To compare uncertainties across tasks with different numbers of classes, each measure is
normalized by log(C'). MC dropout is widely used in medical imaging because it is conceptu-
ally simple and requires no architectural change, but it incurs T-fold inference cost and the
dropout-as-Bayesian-posterior interpretation has been shown to rely on assumptions that

hold only approximately in practice [119, 65].

Ensembles. Ensembles train M independently initialised models on the same task and
aggregate their predictions, and their disagreement serves as an estimate of epistemic un-
certainty. Deep ensembles [88] often outperform single-network Bayesian methods on out-
of-distribution and calibration benchmarks, but they multiply training and memory costs
by M, which is prohibitive for resource-constrained clinical hardware and federated clients.
Classical tree ensembles such as random forests [18] produce the same disagreement signal
at no additional cost, since a single forward pass already involves M trees whose per-tree
predictions are aggregated to form the output. The uncertainty decomposition introduced

for MC dropout applies in both cases, with the 7" samples replaced by M ensemble members.

Evidential Deep Learning (EDL). EDL [144] departs from MC dropout and ensem-
ble approaches by making uncertainty a direct output of a single deterministic network,
computed in one forward pass. The motivation is that softmax outputs, the standard clas-
sification head, can produce overconfident predictions even on samples far from the training
distribution [149]. EDL replaces the softmax with parameters of a Dirichlet distribution
over class probabilities, a second-order distribution that represents uncertainty about the
predicted probability itself.

The framework draws on Dempster—Shafer evidence theory, which relaxes the additivity
principle of standard probability and allows the sum of class beliefs to be less than one,
with the remainder attributed to uncertainty. For a frame of K mutually exclusive class

labels, each class k is assigned a belief mass b, > 0 and an overall uncertainty mass u > 0,
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with u + Z,{;l b = 1. The belief mass for class k is determined by the amount of evidence
er > 0 supporting that class, and uncertainty is inversely proportional to the total evidence,
taking the value 1 in the limit of no evidence. A belief assignment corresponds to a Dirichlet
distribution with parameters o = e, + 1, motivated by the role of the Dirichlet as conjugate

prior to the categorical distribution:

K
Dir(p, o) = H H . ap >0, (2.10)
k= 1 k=1

where o = [a,...,ag] and S = 3, a is termed the Dirichlet strength. From these

parameters the per-class belief and uncertainty are recovered as

1 K
L w= (2.11)

b p—
k g ) g 3

and the expected class probability, the mean of the Dirichlet, is

- Q

= —. 2.12
Dk S ( )

In practice, the network is trained to output non-negative evidences ey via a ReLLU (or
similar) activation on the logits, from which the Dirichlet parameters and uncertainty follow
analytically. Training proceeds by minimizing an evidential mean-squared-error loss that
integrates over the Dirichlet’s probability mass. For a sample ¢ with one-hot label y; and

predicted probabilities p;, the loss begins as
£(©) = [ [ty = p) (v~ p)] Dir(s, ) dps, (2.13)

and using the identity E[p7,] = E[p;x]* + Var(p;x) admits the closed form [144]

L£i(©) = i Qi) unlS: = au) (2.14)
N AN S2Si+1) |
The two terms penalize the squared error of the expected probability and the variance of the
prediction respectively.

To prevent the network from accumulating misleading evidence for incorrect classes, a
Kullback—Leibler regularization term shrinks the evidence for non-target classes toward a

uniform Dirichlet prior:

Ly = KL[Dir(pi | &)

’Dir(pi | 1)} , (2.15)
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where a; = y;+(1—y;) ®; are the Dirichlet parameters after the removal of non-misleading

evidence. The total evidential loss used throughout Section 4.1 is
L.=L;+Lxkp. (2.16)

EDL is cheap at inference and provides uncertainty as an explicit network output rather
than a derived statistic, which makes it well suited to resource-constrained federated clients.
However, the evidential loss is more difficult to optimize than standard cross-entropy and
more sensitive to training hyperparameters, which can be observed as reduced predictive

performance relative to a cross-entropy baseline.

Metrics

Uncertainty quality is assessed both intrinsically and through downstream performance.
Calibration is measured by the Brier score, the squared error between predicted probabilities
and observed outcomes (lower is better). Clinical utility is captured by the coverage—accuracy
curve from selective prediction: given an uncertainty threshold, the model commits to a
prediction whenever its uncertainty falls below that threshold and defers otherwise; the trade-
off between coverage (the fraction of cases committed) and selective accuracy (the accuracy
on committed cases) characterizes how reliability scales with autonomy. The area under this
curve, AURC, summarizes selective-prediction quality across thresholds, with higher values
indicating a more useful uncertainty signal. Agreement with explanation strength, the extent
to which higher uncertainty corresponds to weaker post-hoc attribution, is quantified by
Spearman and Pearson correlation in Section 3.1.

Across this thesis, uncertainty is treated not as a diagnostic afterthought but as an
operational signal: the basis for routing cases to a clinician (Section 3.1), for filtering which
representations are worth sharing in a federation (Section 4.1), and as both a training-time

mechanism and an inference-time signal in machine unlearning (Section 5.1).

2.4 Federated Learning

Problem and structural motivation

Medical data is structurally distributed over hospital archives across countries and jurisdic-
tions; patient records are protected by national data-protection law and inter-institutional
transfer of identifiable data often is legally impermissible. Centralizing raw patient images

for model training is therefore an action of last resort. Federated learning (FL) [112] ad-
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dresses this by training a shared global model across a set of clients (typically hospitals or
imaging centers), exchanging only model updates rather than raw records, with each client
keeping its data local.

However, this locality alone does not eliminate the challenges of distributed training.
Medical data is heterogeneous across sites along nearly every axis: scanner vendors, pa-
tient demographics, class distributions tied to referral patterns, and label conventions all
differ between institutions. The resulting violation of the independent identical distribution
assumption causes client drift, where local updates pull the global model in conflicting direc-
tions and degrade the performance of the aggregated model on each client. Communication is
similarly nontrivial: transmitting full backbone updates across rounds dominates the band-
width budget of standard FL, and the cost scales with model size, which becomes binding as
foundation-model backbones approach the billion-parameter scale (Section 2.1.3). Privacy,
finally, is not guaranteed by data locality alone: gradient inversion attacks [194| show that
the parameter updates exchanged in standard FL can, under specific conditions, be used to
approximately reconstruct the training images that produced them. Sharing parameters is
therefore not a neutral choice; it leaks information about the underlying data, and offers

nothing a clinician can meaningfully inspect.

Foundational protocol and aggregation taxonomy

The standard FL protocol is FedAvg [112]. At each communication round ¢, the server
broadcasts the current global model parameters %) to a subset of clients. Each selected
client £ performs a fixed number of local training epochs on its private dataset Dy, producing
updated parameters 0,(:“) which then in turn are send back tot the server. The server

aggregates the client updates by a weighted average proportional to local dataset size,

Dy
o) — Zg |’;) & e (2.17)

and broadcasts the result for the next round.

Subsequent work has diverged along what clients exchange and how the server combines
it. The simplest extensions retain FedAvg’s parameter-exchange structure but constrain
how far local updates can move from the global model, either through proximal regular-
ization in the local objective [95] or through control-variate corrections that estimate and
subtract the drift direction at each round [78]. A second family partitions the network
into a globally shared component and a client-specific component, typically aggregating

the feature extractor globally while training the classification head locally (94, 30]; this re-
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covers most of the global representational benefit while letting each client specialize to its
own data. A third family changes how the server weights contributions: instead of weight-
ing by dataset size, contributions are weighted by client similarity, validation performance,
or attention over client embeddings, producing per-client aggregates rather than a single
shared model |71, 184]. Beyond parameter sharing, knowledge-distillation aggregation re-
places weights with soft predictions over a public reference set [91, 98|: the shared object is
a low-dimensional probability distribution that any client architecture can produce, which
shrinks the parameter-leakage surface. Smaller still, prototype-based aggregation exchanges
only class-mean feature embeddings [154], with each client training to match the federated
prototype rather than reconstruct a full output distribution. Section 4.1 pushes this di-
rection further by sharing attention maps over each client’s local data: each map serves
simultaneously as a task representation, a distillation target, and an interpretable spatial

output.

Metrics

Federated systems are evaluated along several axes that no single metric captures. Per-client
and average classification performance (typically balanced accuracy for class-imbalanced
medical data) measures whether the federation actually helps each participant. Commu-
nication cost (number of rounds, payload size per round) constrains feasibility in real de-
ployments. Privacy, if at all, is most commonly evaluated empirically through membership
inference attacks (Section 2.5), which estimate whether an adversary observing the shared
signal can determine which samples were used to train a given client. What such an attack
establishes as harmful is worth stating. One position is that recovering a medical image
matters little if it cannot be linked to an identity. Unlinkability, however, is not a stable
property of a release. The Netflix Prize de-anonymization [114] showed that a dataset con-
sidered safe in isolation could be re-identified by cross-referencing a second, public source, so
the threat model was wrong about what the adversary already held rather than about the
release itself. Medical images admit the same structure through acquisition metadata, rare-
phenotype uniqueness, surface reconstruction from head CT or MR, and repeated releases
from the same site. Since a controller cannot enumerate the auxiliary information that will
exist later, this thesis treats recovery of the training sample itself as the harm rather than

arguing that a recovered sample is harmless while it remains unlinked.
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2.5 Machine Unlearning

Problem and regulatory motivation

The ‘right to erasure’ mandates that an individual can request to remove their personal
data. In extension, the argument holds that the compressed representation of that data in
a Al system is covered as well, terming any ‘influence’ of that data on any trained model as
in-scope. Machine unlearning [20] is the field that develops mechanisms by which a trained
model can be made to behave as if those records had never been seen.

The gold standard is to retrain the model on the data with the forget set removed.
However, it requires that the full training set be retained indefinitely, which itself runs
counter to GDPR’s data-minimization principle. Retraining times also run in the order
of days for modern backbones, making it an unrealistic response to an erasure request in
settings that must remain continuously available, such as diagnostic tools and triage queues.
This gap motivates approximate unlearning, methods that aim to match retraining behavior
at a fraction of the cost. Formally, given a model fy trained on a dataset D and a forget set
Dy C D, unlearning produces a model fyp that is, by some criterion, indistinguishable from
a model retrained on D \ Dy, ideally without access to Dy itself. The unit of forgetting can
vary, ranging from individual samples to semantic classes, distributional shifts, or arbitrary
subsets specified at request time.

These units are not equivalent from a regulatory standpoint. Art. 17 grants the right
to the data subject, so the compliance-relevant unit is per-subject: every sample belonging
to one patient, which may span classes, sites, and modalities. Per-sample forgetting is
finer than this unit, class-level forgetting is coarser and generally not aligned with it, and
distributional or subset-level forgetting corresponds to governance actions rather than to
individual rights. Sections 5.1 and 5.2 operate at the class level, with instance-level forgetting

supported through bucketed partitions rather than per-subject allocation.

Unlearning strategies

Ezract methods structure training to make deletion cheap, partitioning the dataset and train-
ing an independent module on each partition. An erasure request then reduces to retraining
the corresponding module [16], lowering the per-request cost. However, the architectural
constraint of separate modules with global aggregation falls short of the representational
capacity that standard non-partitioned models have, resulting in reduced predictive perfor-
mance. Approrimate methods give up parameter equivalence with the retrained model and

instead target behavioral indistinguishability on the forget set.
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Approximate methods can be organized by what the unlearning operation modifies. Data
modification methods retrain the model on a perturbed version of the dataset in which the
forget set has been relabeled, so that the model’s response to the forget set is decoupled from
their original class [52]. Loss-surface manipulation methods instead reverse the optimization
direction on the forget set, by gradient ascent on the forget set loss or by pushing the for-
get set across decision boundaries through targeted perturbation [155, 26]. Weight-targeted
methods first identify the parameters carrying the forget set’s information, using Fisher-
information [41], gradient saliency [39], or influence functions [84, 53| as the identification
mechanism, and then dampen or update them accordingly. Distillation-based methods su-
pervise the unlearned model against teacher signals matching retained classes and deviating

on forgotten ones [28, 87|.

Metrics

Unlearning is evaluated jointly along forgetting effectiveness and retention. The dominant
empirical test is the membership inference attack (MIA) [148], in which a binary classifier
is trained on the target model’s outputs to distinguish samples that were in the training set
from samples that were not. To evaluate unlearning, the classifier is trained on outputs from
the retain set (members) and the test set (non-members), and then applied to the forget set.
Successful unlearning produces a model on which the classifier finds no features in the forget
set’s outputs that indicate training-set membership, so the forget set is classified as non-
member. MIA is a behavioral test under a specific adversary and probe set, and a negative
result is consistent with successful forgetting without proving it.

The metrics reported throughout Sections 5.1-5.2 are:
e Retain accuracy Acc,: classification accuracy on retained classes, higher is better.

e Forget accuracy Accy: classification accuracy on forgotten classes, ideally at 0 or

chance level (1/K for K classes), depending on the objective.

e MIA success rate: the fraction of forget-set samples the attack classifier still identifies

as members, with lower values indicating a weaker membership signature.

e Computational cost of the unlearning operation, measured in epochs, wall-clock
time, or whether retraining is required at all. Instant unlearning corresponds to zero

retraining cost.

e Data dependence: whether the unlearning procedure requires access to the forget

set, the retain set, both, or neither.
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2.6 Datasets

The datasets used throughout this thesis are predominantly medical-imaging benchmarks
spanning endoscopy, prostate MRI, dermoscopy, and pancreatic CT, complemented by stan-
dard non-medical benchmarks for ablation and comparison against the broader literature.
Medical-imaging datasets in this scale remain scarcer and smaller than their natural-image

counterparts, in part because expert annotation is the bottleneck rather than data collection.

e Kvasir-SEG [75]: 1,000 colonoscopy images of gastrointestinal polyps with manual
segmentation masks verified by an experienced gastroenterologist; gaze annotations
on the same images were subsequently collected by Zhong et al. [189] from medically-

experienced annotators under a 9-point calibration protocol.

e NCI-ISBI 2013 [14]: 80 prostate T2-weighted MRI cases from the Cancer Imaging
Archive, acquired under two protocols across two institutions (Boston Medical Center
at 1.5T and Radboud University Nijmegen Medical Center at 3T), with annotations
of the central gland and peripheral zone and matching gaze annotations from Zhong
et al. [189].

e Cyst-X cohort [120]: a multicenter dataset of 746 patients with pancreatic cystic
lesions from seven academic medical centers, with histopathologically confirmed IPMN
labels and paired MRI. Section 3.1 uses a 359-patient subset of histopathologically
confirmed cases, with an independent test set of 170 patients matching the radiomics-

DL fusion model evaluation cohort.

e PROMISE12 [100]: prostate MRI segmentation challenge, 50 training cases acquired

across four centers on different scanners.

e CVC-ClinicDB [11] and CVC-300 [164]: colonoscopy polyp segmentation datasets

used as held-out evaluation sets for cross-dataset transfer from Kvasir-SEG.

e ISIC 2019 [61, 29, 160]: 23,247 dermoscopic images of skin lesions aggregated from
three publicly released sources (BCN20000, HAM10000, and the MSK dataset). Sec-
tion 4.1 partitions the dataset by source institution into six federated clients with

heterogeneous class distributions, following the Fed-ISIC2019 setup.

e MedMNIST v2 [175]: a collection of standardized lightweight medical image clas-
sification benchmarks across modalities. This thesis uses three of its 2D subsets for

prompt-based unlearning experiments: BloodMNIST (blood cell microscopy, 8 classes),
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DermaMNIST (dermatoscopic images of pigmented skin lesions from HAM10000, 7
classes), and OrganSMNIST (sagittal abdominal CT slices, 11 organ classes).

e UrbanSound8K [138]: 8,732 labeled urban sound clips across ten classes, used for

prompt-based unlearning beyond the image domain.

e CIFAR-10/100 [86]: standard natural-image classification benchmarks used for ver-

ifiable unlearning experiments.
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Chapter 3

Knowing: Interpretable Medical

Image Analysis

This chapter argues that pre-committing to interpretability structurally unlocks capabilities
that post-hoc explanation cannot deliver. The chapter develops this argument at two scales.
Section 3.1 works at the pipeline scale, with a conventional model and post-hoc explana-
tion and uncertainty methods, but with a structural commitment to producing the signals
together at the decision moment rather than as separate analyses. Sections 3.2 and 3.3
move the commitment into the architecture itself, constraining the model’s spatial attention
by construction to regions a clinician fixates on, through prompts derived from gaze and

supplied to a frozen Segment Anything Model. The prompt is the explanation.
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3.1 Uncertainty-aware Explainable IPMN risk classifica-
tion

Intraductal papillary mucinous neoplasms (IPMN) account for up to 80% of the roughly
three million pancreatic cysts diagnosed annually in the United States and impose lifetime
surveillance costs that reach approximately $171,000 per patient [147, 134]. These lesions
present a clinical dilemma: although at risk of malignant transformation, the majority remain
benign, resulting in unnecessary surveillance and interventions [118; 49|, and unreliable
guidelines demonstrate the need for better clinical management systems [60, 179, 33, 173].
Malignancy potential varies from 1-38% for branch-duct IPMNs to 33-85% for main-
duct and mixed-type IPMNs [118, 49, 153, 32|, and inter-user variability in guideline inter-
pretation leaves a substantial fraction of patients either overtreated or undertreated. The
latest standardization attempt ‘2024 Kyoto Criteria’ [118| intergrates MRI, endoscopic ul-
trasound with fine-needle aspiration (EUS-FNA), and molecular analysis, but each imaging
modality has known limitations. MRI and magnetic resonance cholangiopancreatography
(MRCP) demonstrate inadequate sensitivity for high-grade dysplasia, particularly in small
lesions [137, 68|. EUS-FNA provides tissue-specific information but involves procedural risks,
operator-dependent variability, and cannot confidently exclude malignancy (35, 126, 151|
Artificial intelligence offers a promising alternative. Radiomics and deep learning extract
quantitative imaging features beyond human visual perception [45], and recent studies report
encouraging performance for IPMN classification [31, 89, 140, 177|. However, a critical barrier
impedes clinical adoption: conventional classification architectures provide no indication of
which cases they are likely to misclassify, exposing the radiologist to silent failure. Despite
the recognized importance of this problem, no prior study has comprehensively applied
explainability methods to IPMN risk stratification. Existing pancreatic Al research has
focused predominantly on performance metrics, leaving clinicians without insight into when
and why models succeed or fail, and without a systematic understanding of how IPMN
type, size, and anatomical location interact with model confidence. This study, to our
knowledge the first of its kind, deliberately challenges our previously established radiomics-
deep learning fusion model [176] with a histopathologically confirmed cohort representing the
most diagnostically difficult cases encountered in clinical practice. Rather than presenting Al
as an infallible diagnostic replacement, we introduce a comprehensive XAl and uncertainty
quantification framework designed to act as a ‘safety net’ by identifying Al vulnerabilities

across specific Kyoto Criteria subgroups and enabling a human-in-the-loop triage system
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3.1.1 Method

Study Design and Patient Population

The imaging dataset was sourced from the Cyst-X dataset, previously established by our
collaborative research consortium and made publicly available. This dataset comprises 746
patients from seven academic medical centers [120]. Of these patients, we included cases
with only histopathologically confirmed IPMNs, yielding a cohort of 359 patients that was
also applied to our earlier work [10]. For this in-depth explainability analysis, we evaluated a
subset of 170 cases from the 359-patient cohort, corresponding to the independent test set of
our radiomics-DL fusion model (Fig. 3.1). The following sections outline the categorization

framework and analytical methods used in this study.

IPMN Categorization for Performance Analysis

To enable the first systematic analysis of the influence of IPMN characteristics on Al per-
formance, we developed a comprehensive categorization framework encompassing four clin-
ically relevant dimensions: risk group, cyst type, anatomical location, and size based on
Kyoto guideline thresholds. These dimensions reflect established clinical risk markers whose

relationship to Al performance has never been systematically investigated.

Cyst Type and Malignancy Risk Categorization

Dysplasia grades of Branch-Duct (BD) IPMNs were determined from pathology results.
All Main-Duct (MD) IPMN and mixed-type IPMN cases underwent surgical resection with
pathological evaluation. Subjects were stratified based on dysplasia grade: lesions exhibit-
ing low-grade dysplasia (LGD) were classified as Low-Risk, while lesions with high-grade
dysplasia (HGD) and/or invasive carcinoma (IC) were classified as High-Risk.

Cyst Location Categorization

Lesions were analyzed using both region and extent categorizations. For the region analysis,
lesions were classified into six groups: (1) head, (2) body, (3) tail, (4) head + body, (5)
body + tail, or (6) whole-pancreas (head + body + tail). For the extent analysis, the same
cysts were recategorized based on the extent of pancreatic involvement: confined to a single
region, spanning two regions, or involving the whole-pancreas.

This dual framework enabled evaluation of both focal and diffuse cyst involvement pat-
terns, as extensive pancreatic involvement may influence both surgical planning and model

prediction accuracy (Table 3.3).
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Figure 3.1: Cohort selection and methodology flowchart.
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Cyst Size Categorization

Cyst size categorization was performed using type-specific thresholds informed by clinical
guidelines and prior evidence [118]. For BD-IPMNs, maximum cyst diameter was categorized
as <15 mm, 15-30 mm, or >30 mm. The >30 mm threshold represents a worrisome feature
per Kyoto guidelines, while the 15 mm cutoff was supported by a multicenter surveillance
study demonstrating that cysts >15 mm carried significantly increased risk of developing
worrisome features or high-risk stigmata compared with cysts <15 mm, even when initially
classified as low-risk BD-IPMNs [118, 153].

For MD-IPMNs, categorization was instead based on main pancreatic duct (MPD) di-
ameter, stratified as <10 mm or >10 mm, with the latter representing high-risk stigmata
according to the Kyoto guidelines [118] (Fig. 3.2).
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Figure 3.2: Representative cases of in-depth categorization from our cohort. Left panel (yel-
low) — Risk Categories: (Upper row) Low-risk and High-risk IPMNs; (Middle row) Main
Duct (MD) Size Categories: IPMNs with MPD diameter <10 mm versus >10 mm; (Bot-
tom row) Branch Duct (BD) Size Categories: IPMNs stratified by maximum cyst diameter
<15 mm, 15-30 mm, and >30 mm. Right panel (pink) — (Upper row) Region Categories:
IPMNSs categorized by location, including head, body, tail, head + body, body + tail, and
whole-pancreas; (Bottom row) Extent Categories: Classified by cyst distribution as single
region, two regions, or whole-pancreas involvement.

AT Framework for IPMN Classification

The radiomics—deep learning (DL) fusion model evaluated in this study corresponds to our
previously published IPMN risk stratification framework [10], in which model development,

performance optimization, and validation were previously performed. The present study
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focuses on explainability analysis of this established model rather than model development
or optimization. Therefore, the model was applied without architectural or training modifi-
cations to enable systematic explainability and uncertainty analysis across clinically relevant
IPMN subgroups.

Manual Segmentation and Segmentation Quality Assessment

Manual segmentation of each IPMN lesion was performed using I'TK-Snap (Version 4.2.0) by
an interdisciplinary team with expert radiologists’ review to ensure accuracy and consistency
(Fig. S1) [182]. For BD-IPMN subjects, the index lesion was defined as the cyst sampled in
EUS-FNA or surgically resected. Approximated MD cyst boundaries were discussed among
abdominal radiologists and decided by consensus prior to segmentation due to the complex
nature of their anatomy. Segmentation quality and reproducibility were validated through
interobserver and intraobserver agreement analyses, with complete methodological details

provided in our prior publication [10].

Radiomics—Deep Learning Fusion Algorithm for IPMN Risk Stratification

The data from individual centers were organized into four distinct trial configurations for
testing purposes, while the remaining data served as a basis for cross-validation procedures.
To replicate real-world clinical scenarios, each trial’s test set comprised complete datasets
from one or two centers, resulting in variable test set sizes across trials. Four test groups
were divided as Trial 1 (n = 29), Trial 2 (n = 35), Trial 3 (n = 35), and Trial 4 (n = 75).
Trial groups were strategically selected to ensure balanced representation of low-risk and
high-risk cases across both training and testing datasets.

Our hybrid radiomics—DL fusion approach was constructed by integrating probabilities
from a radiomics-based Random Forest classifier [18] and a DL-based DenseNet121 model [69]
(Fig. 3.7). Radiomic feature selection used 5-fold cross-validation, retaining features with
Spearman correlation coefficients below 0.6 to reduce redundancy. Both the Random Forest
radiomics model and the DL architecture were retrained on identical training datasets, with
consistent data partitioning to ensure valid comparisons. After model training, the probabil-
ity outputs from both approaches were combined to form an ensemble, which was assessed
on the validation and test datasets.

The decision-level fusion strategy combined probabilities from both DenseNet121 and
Random Forest models. Building upon our previous methodology [176], we implemented
an exact sampling approach for the fusion technique and identified optimal hyperparame-

ters through grid search within a five-fold cross-validation framework. The fusion algorithm
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incorporated two key hyperparameters: threshold ¢ and weight k. When radiomics predic-
tions surpassed threshold ¢, the final output relied exclusively on the radiomics prediction,
effectively discarding the DL prediction. Conversely, when the threshold is not exceeded,
the fusion output represents a weighted combination of both model predictions, with the
radiomics model weight set to 1 — k and the DL model weight assigned as k.

This fusion methodology was executed twice, utilizing either 2D or 3D radiomic feature
sets. Weighted averaging was implemented to account for varying subject representation

across participating centers. Our complete fusion workflow is illustrated in Figure 3.7.

[RadiomicsElDeep]lfearning|Eusion)
TRl 2D&3D Radiomics
Preprocessing Feature Extraction
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_ - Random
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Original Ra

& «=
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Decision-level
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Figure 3.3: Our radiomics—deep learning fusion algorithm pipeline.

Image Resizing

Explainability Frameworks

To elucidate the model’s decision-making process and identify key imaging biomarkers,
we performed comprehensive explainability analyses using SHapley Additive exPlanations
(SHAP) and Local Interpretable Model-agnostic Explanations (LIME) for feature attribu-
tion, Grad-CAM for spatial visualization, and uncertainty quantification for confidence esti-

mation across the entire cohort.

SHAP and LIME Analysis

We implemented two complementary explainability methods—SHAP [103] and LIME [132]—

to quantify how individual radiomic features contributed to model predictions.
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SHAP assigns to each radiomic feature a contribution score by computing its influence
across all possible feature combinations. This provides both global feature importance (iden-
tifying which features are most influential across all cases) and local interpretability (showing
how features contribute to individual predictions). SHAP values were computed for all sam-
ples in each test set using the TreeExplainer, with the model output set to probability mode
to explain predicted class probabilities. Global feature importance was derived by aggre-
gating SHAP values across all samples, while local SHAP values indicated the direction
and magnitude of each feature’s contribution to individual high-risk predictions. To assess
explanation strength, we computed the total absolute SHAP value for each prediction by
summing the absolute values of all feature contributions.

LIME generates case-specific explanations by systematically perturbing radiomic features
and observing how predictions change, then fitting a simplified linear model to approximate
the complex model’s behavior locally. We used LimeTabularExplainer with approximately
5,000 perturbations per case. Total absolute LIME values were similarly computed by sum-
ming absolute feature contributions. While SHAP provides globally consistent attributions
across the entire dataset, LIME is optimized for individual case interpretation. These meth-
ods enabled us to identify which imaging characteristics (e.g., texture patterns, shape de-
scriptors) drove the model’s risk predictions and to evaluate whether explanation strength

correlates with prediction confidence.

Grad-CAM

Grad-CAM [142] was used to visualize the deep learning model’s inference process. Grad-
CAM computes the gradient of the network’s output with respect to the feature maps in the
last convolutional layer. These gradients are then used to produce a heatmap that highlights
the image regions most relevant to the model’s decision. In our study, Grad-CAM enabled
us to generate attention maps that revealed whether the model focused on the actual cyst

or on surrounding tissues during classification (Fig. S2).

Uncertainty Quantification

For the radiomics-fused DL method, we implemented and trained our models using Monte
Carlo (MC) dropout with a dropout probability of 0.3. At inference time, we performed
T stochastic forward passes (Tpass = 30) to approximate the predictive distribution and
estimate uncertainty [42]. Formal definitions follow Section 2.3.

In our two-branch uncertainty estimation architecture, we further leveraged the principle

that the radiomic features random forest classifier inherently quantifies uncertainty through
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ensemble voting [18]. Each of the T forward passes from the deep learning branch was paired
with predictions from all 47 decision trees of the random forest, resulting in a combined set
of T'= 30 x 47 predictive samples. This extended distribution enabled a robust estimation

of both data- and model-driven uncertainties.

Statistical Analysis

Model performance was evaluated using standard classification metrics. The area under
the receiver operating characteristic curve (AUC) was calculated to assess discrimination
ability. Sensitivity and specificity were computed at the optimal operating point determined
by Youden’s index. The Brier score was calculated to evaluate overall prediction accuracy
and calibration, with lower values indicating better performance.

Comparisons between categories and predictions (correct and incorrect) were evaluated
using Fisher’s exact tests. Associations between categories and prediction uncertainty (a
continuous variable) were assessed using Analysis of Variance (ANOVA) models, with pair-
wise p-values adjusted using the Tukey method for feature variables with more than two
categories.

To evaluate the relationship between explanation strength and prediction confidence, as-
sociations between total absolute SHAP /LIME values and model uncertainty were analyzed
using Spearman rank and Pearson correlation analyses. Scatter plots with linear regression
lines and 95% confidence intervals were used to visualize these relationships on a per-case
basis. Statistical significance is defined as p < 0.05. Analyses were conducted using R, SciPy,
Statsmodels, Scikit-learn, SHAP, and LIME libraries.

3.1.2 Experimental Results

Cohort Characteristics

The cohort was stratified by pathologically confirmed dysplasia grade into Low-Risk (low-
grade dysplasia) and High-Risk (high-grade dysplasia or invasive carcinoma) groups. The
Low-Risk group consisted of 107 scans, comprising 74 BD-IPMN cases (79.6% of 93 total
BD-IPMN cases) and 33 MD or mixed-type IPMN cases (42.9% of 77 total MD /mixed-
type cases). The High-Risk group included 63 subjects: 19 with BD-IPMN (20.4% of all
BD-IPMN cases) and 44 with MD/mixed-type IPMN (57.1% of all MD/mixed-type cases)
(Table 3.1).

In the BD-IPMN group, mean maximum cyst diameter was 21.9 mm (SD = 11.7, me-
dian = 18.2 mm, IQR 14.0-29.0 mm) in Low-Risk cases and 28.8 mm (SD = 15.4, me-
dian = 25.1 mm, IQR 15.5-37.5 mm) in High-Risk cases. In MD-IPMNs, the mean MPD
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Table 3.1: Average cyst size by IPMN types and risk groups in our cohort.

IPMIN Type Risk Group n (%) Mean Size + SD (mm) Median (IQR) (mm)

BD-IPMN Low-Risk 4 (79.6) 21.9 +11.7 18.2 (14.0-29.0)
High-Risk 19 (20.4) 28.8 4 15.4 25.1 (15.5-37.5)

MD-IPMN Low-Risk 3 (42.9) 9.7+ 5.0 8.6 (6. 8 9.9)
High-Risk (57.1) 11.8+58 10.3 (7.9-14.1)

Table 3.2: Distribution of Low-Risk and High-Risk IPMN lesions by region and extent
categorization in our cohort.

Region Low-Risk n (%) High-Risk n (%)
Head 40 (37.4) 12 (19.0)
Body (14 0) 3 (4.8)
Tail 5 (14.0) 8 (12.7)
Multi-regional (34 6) 40 (63.5)
Head + Body 12 (11.2) 6 (9.5)
Body + Tail 4 (3.7) 8 (12.7)
Whole-pancreas 21 (19.6) 26 (41.3)
Extent Low-Risk n (%) High-Risk n (%)
Single region 70 (65.4) 23 (36.5)
Two regions 16 (15.0) 4 (22.2)
Whole-pancreas 21 (19.6) 26 (41.3)
Total 107 (100) 63 (100)
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diameter was 9.7 mm (SD = 5.0, median = 8.6 mm, IQR 6.8-9.9 mm) for Low-Risk cases
and 11.8 mm (SD = 5.8, median = 10.3 mm, IQR 7.9-14.1 mm) for High-Risk cases. These
size categories were used to evaluate model performance across different cyst dimensions, as
reported in Table 3.1 (Fig. 3.4).

Risk Category IPMN Subtype Size Cyst Location

High-Risk MD-IPMN MD Dilatation Whole-Pancreas

Figure 3.4: Representative IPMN characterization by risk category, type, size, and location.
Axial T2-weighted MRI images demonstrating the classification framework applied to IPMN
cases. Case 1 shows a High-Risk MD-IPMN with main duct dilatation and whole-pancreas
involvement. Case 2 demonstrates a Low-Risk BD-IPMN with a cyst in the pancreatic
tail. Red overlays indicate segmented regions of interest. Fach case illustrates the four-
dimensional characterization approach: (1) risk stratification based on dysplasia grade, (2)
type classification (MD-IPMN vs BD-IPMN), (3) size measurements (main duct diameter
vs cyst diameter), and (4) anatomical location mapping.

Region analysis showed Low-Risk lesions (n = 107) most frequently isolated to the head
(37.4%), while High-Risk lesions (n = 63) predominantly showed whole-pancreas involvement
(41.3%). Extent analysis showed Low-Risk lesions were more often confined to a single
region (65.4%), while High-Risk lesions more frequently involved the whole-pancreas (41.3%).
Detailed distributions are provided in Table 3.2.

Model Performance Overview

We evaluated the performance of the radiomics—deep learning fusion model for malignancy
risk prediction across IPMN characteristics, examining both prediction accuracy and un-
certainty as complementary metrics (Table 3.3). The model achieved an overall accuracy
of 67.1% (114/170 cases) in classifying IPMN risk. Performance and uncertainty varied
substantially across IPMN subgroups when analyzed by cyst type, size, risk category, and
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anatomical location.

Model uncertainty was strongly correlated with prediction accuracy. Correct predictions
exhibited significantly lower uncertainty (0.72 + 0.01 s.e.m.) compared to incorrect predic-
tions (0.78 £ 0.01 s.e.m., p < 0.0001).

Cyst Types and Risk Analysis

BD-IPMNs demonstrated higher accuracy than MD-IPMNs (71.0% vs. 62.3%, p = 0.254),
though the difference was not statistically significant. However, the model exhibited sig-
nificantly lower uncertainty for BD lesions compared to MD lesions (0.72 £ 0.01 s.e.m. vs.
0.76 + 0.01 s.e.m., p = 0.012).

The model’s ability to correctly classify cases differed significantly between risk groups.
Low-Risk lesions classified more accurately (81.3%, 87,/107) compared to High-Risk lesions
(42.9%, 27/63; p < 0.001). Model uncertainty was significantly lower in Low-Risk lesions
compared to High-Risk lesions (0.73 + 0.01 vs. 0.76 & 0.02, p = 0.034).

To evaluate classification performance across cyst subtypes, ROC analysis was performed
for the entire cohort and stratified by cyst type, showing moderate overall performance with
an AUC of 0.685. Performance differs by subtype, with better discrimination and calibration
in BD cysts (AUC = 0.694, lower Brier score) compared with MD cysts (AUC = 0.594),

while maintaining high sensitivity across all groups (Fig. 3.5).

Cyst Size Analysis

For BD-IPMNs, model accuracy declined progressively with increasing cyst size: <15 mm
(81.3%), 15-30 mm (63.2%), and >30 mm (61.5%); p = 0.164. Furthermore, uncertainty
increased significantly with large (>30 mm) cysts compared to small (<15 mm) cysts (0.75+
0.02 vs. 0.69 £ 0.02, p = 0.048).

In MD-IPMNs, model performance remained stable across ductal diameter categories
(<10 mm: 65.9%, >10 mm: 63.6%; p = 1.000), and uncertainty did not differ significantly
between the two groups (p = 0.461).

Cyst Region and Extent Analysis

Model performance varied both by region of the cyst and extent of pancreatic involvement. In
the region analysis, accuracy was highest for cysts in the pancreatic body (77.8%), followed
by head (69.2%), and lowest in the tail (47.8%). Cases with whole-pancreas involvement
achieved 76.6% accuracy, though overall differences among anatomical sites were not sta-

tistically significant (p = 0.074). Furthermore, uncertainty showed no significant variation
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Metrics Overall BD-IPMN MD-IPMN
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Figure 3.5: Classification performance metrics and ROC curves stratified by IPMN cyst type.
The table summarizes AUC, sensitivity, specificity, and Brier Score for the overall cohort,
BD-IPMNs, and MD-IPMNs. ROC curves demonstrate risk stratification performance for
BD-IPMNSs (green dashed, AUC = 0.694), MD-IPMNs (blue dashed, AUC = 0.594), and
the overall cohort (orange solid, AUC = 0.685). The diagonal dotted line indicates random
classification (AUC = 0.500).
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among specific anatomical locations (p = 0.152).

In the extent analysis, accuracy varied across involvement patterns: single region (65.6%),

two regions (56.7%), and whole-pancreas (76.6%; p = 0.168). Model uncertainty showed a

trend toward higher values with greater pancreatic involvement (single region: 0.73 £ 0.01,

two regions: 0.75+0.02, whole-pancreas: 0.76+0.01), though differences were not statistically

significant (p = 0.121).

Table 3.3: Model accuracy and uncertainty across IPMN characteristics. Uncertainty values
represent estimated marginal means + standard error (s.e.m.) from linear regression models.
Reported p-values represent the overall p-value from the ANOVA test.

Parameter Group Acc. (%) p-value Uncertainty p-value
(mean + s.e.m.)
Overall - 67.1 - - -
Prediction outcome Correct = = 0.72 (0.01) < 0.0001
Incorrect — 0.78 (0.01)
Risk Low-Risk 81.3 < 0.001 0.73 (0.01) 0.034
High-Risk 42.9 0.76 (0.01)
Type BD-IPMN 71.0 0.254 0.72 (0.01) 0.012
MD-IPMN 62.3 0.76 (0.01)
BD size <15 mm 81.3 0.164 0.69 (0.02) 0.048
15-30 mm 63.2 0.73 (0.02)
>30 mm 61.5 0.75 (0.02)
MD size <10 mm 65.9 1.000 0.77 (0.01) 0.461
>10 mm 63.6 0.76 (0.01)
Region Head 69.2 0.074 0.73 (0.01) 0.152
Body 7.8 0.70 (0.03)
Tail 47.8 0.75 (0.02)
Multi-regional 68.8 -
Head + Body 66.7 0.73 (0.03)
Body + Tail 41.7 0.77 (0.03)
Whole-pancreas 76.6 0.76 (0.02)
Extent Single region 65.6 0.168 0.73 (0.01) 0.121
Two regions 56.7 0.75 (0.02)
Whole-pancreas 76.6 0.76 (0.01)

Explainability Analysis

SHAP and LIME Analysis

Across the cohort, model predictions were predominantly influenced by radiomic texture fea-

tures, particularly entropy- and correlation-based descriptors, which consistently exhibited

larger attribution magnitudes across independent test sets. SHAP summary plots demon-
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strated stable feature importance patterns, with several texture-derived features ranking
among the most influential predictors across all evaluation groups (Fig. S3).

Complementary LIME analyses were performed to evaluate local feature contributions
using both signed and absolute aggregation strategies. While signed aggregation reflected the
average directional influence of features, absolute aggregation captured overall contribution
magnitude irrespective of direction. These analyses revealed that several features exerted
substantial influence on model predictions but with variable directional effects across samples,
suggesting local instability in feature contributions (Fig. S4).

We further examined the relationship between explanation strength and predictive un-
certainty. Total absolute SHAP values demonstrated a moderate inverse correlation with
uncertainty (Spearman p = —0.41, p < 0.001; Pearson r = —0.38, p < 0.001), indicating
that stronger feature attributions were associated with lower uncertainty. In contrast, total
absolute LIME values showed no meaningful association with uncertainty (Spearman p = 0,
p > 0.9; Pearson r ~ 0, p > 0.6) (Fig. S5). Linear regression with 95% confidence intervals
confirmed a statistically significant negative relationship between SHAP magnitude and un-
certainty, whereas LIME explanations remained largely uncorrelated across the full range of

prediction confidence.

Uncertainty Quantification Analysis

In our cohort, uncertainty differed significantly across key clinical comparisons. Higher
uncertainty was consistently associated with incorrect predictions, high-risk lesions, and
MD-IPMNs, whereas no significant differences were observed across cyst location or extent
of pancreatic involvement. Detailed subgroup analyses are presented in the corresponding
sections, with summary statistics provided in Table 3.3.

To evaluate the clinical utility of uncertainty estimation, we analyzed how prediction
accuracy changes when the model defers high-uncertainty cases to human review. We ex-
amined three uncertainty types across all cases: combined uncertainty (sum of aleatoric
and epistemic components), aleatoric uncertainty (reflecting inherent ambiguity in imaging
data), and epistemic uncertainty (reflecting model knowledge limitations).

The relationship between uncertainty thresholds and prediction accuracy when imple-
menting selective prediction strategies is demonstrated in Figure 3.6. When the model
restricts predictions to only its most confident cases (low uncertainty threshold), accuracy
approaches 100%, but coverage—the proportion of cases receiving automated predictions—
decreases substantially. Combined uncertainty (total uncertainty) provided the most reliable
and consistent tradeoff between accuracy and coverage across all threshold levels. Epistemic

uncertainty performed well at identifying the most confident predictions but exhibited in-
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Figure 3.6: Uncertainty thresholding and optimal weighting of aleatoric and epistemic un-
certainty components. (A—C) Relationship between uncertainty thresholds and prediction
accuracy for combined (blue), aleatoric (green), and epistemic (red) uncertainty, respectively.
Accuracy is evaluated as predictions exceeding a given uncertainty threshold are excluded,
while dashed curves indicate the corresponding coverage (fraction of retained samples). (D)
Comparison of all uncertainty types on a normalized threshold scale. (E) Accuracy heatmap
showing model performance across different weighting schemes between aleatoric and epis-
temic uncertainty components and varying coverage levels, with brighter colors indicating
higher predictive accuracy. (F) Accuracy curves at fixed coverage levels illustrating how op-
timal weighting between aleatoric and epistemic uncertainty varies depending on the desired
coverage target. 4d
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stability at higher coverage levels. Aleatoric uncertainty showed the most variable behavior,
suggesting limited utility as a standalone criterion for clinical deferral decisions.

To determine whether a weighted combination of aleatoric and epistemic uncertainty
could outperform their simple sum, we systematically evaluated different weighting schemes
across multiple coverage levels (Fig. 3.6). At 50% coverage, where half of cases are deferred
to radiologists, the optimal weighting assigned 45% to aleatoric and 55% to epistemic uncer-
tainty, achieving 78.3% accuracy compared to 77.3% with equal weighting—a 1.0 percentage
point improvement. At 70% coverage, shifting the balance to 60% aleatoric and 40% epis-
temic weighting yielded 73.0% accuracy. These findings indicate that epistemic uncertainty
is more informative when selecting the most reliable predictions (lower coverage), while
aleatoric uncertainty becomes relatively more important when accepting a larger proportion
of cases (higher coverage). At near-complete coverage (> 90%), the choice of weighting had
minimal impact on accuracy, as most cases were included regardless of their uncertainty
profiles.

Crucially, the model’s lowest accuracy was observed in High-Risk lesions (42.9%). How-
ever, this critical performance gap was successfully captured by our uncertainty metrics.
Epistemic uncertainty was significantly higher for these incorrect, high-risk predictions com-
pared to low-risk predictions (p = 0.034). This demonstrates that the algorithm ‘knows
what it does not know’. By implementing the combined uncertainty thresholding strat-
egy shown in Figure 3.6, we simulated a clinical triage scenario. When the model deferred
the top 30-40% of highly uncertain cases to a human radiologist, the automated accuracy
on the remaining autonomous predictions increased significantly to approximately 80-85%.
This proves that uncertainty quantification can transform a moderately accurate standalone

model into a highly reliable triage partner.

3.1.3 Discussion

This section evaluates whether interpretability and uncertainty, treated as joint properties
of the same model, are informative enough to govern when an Al prediction should be acted
on. The behavior of the previously published radiomics-DL fusion model [10] was analyzed
across 170 histopathologically confirmed IPMN cases from seven international centres, using
SHAP, LIME, Grad-CAM, and MC-dropout uncertainty. The model achieved an overall
accuracy of 67.1% on the independent test set. Model uncertainty was significantly lower
for correct predictions than for incorrect predictions (0.72 vs. 0.78, p < 0.001), which is
the precondition for any deferral policy: an uncertainty signal that does not track accuracy

cannot support clinical triage. Detailed radiological and explainability results follow.
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It is important to highlight that sensitivity is much more critical for MRI-based diagnosis,
as this is usually followed by a second-line EUS-FNA for confirmation. Since EUS-FNA is
considerably more specific, especially when combined with molecular classification, it is prob-
able that the combination of the MRI-Cyst XAI algorithm and EUS will be more accurate.
Furthermore, our model’s 67.1% accuracy should be interpreted within the context of our
study population. All cases underwent pathological confirmation by surgery or EUS-FNA,
representing the challenging subset of patients in whom clinical suspicion warranted invasive
procedures. This cohort deliberately excludes the substantial proportion of small, low-risk
cysts, which are typically managed with surveillance alone, and lesions with straightforward
imaging characteristics that would likely be classified more accurately. Our dataset, there-
fore, reflects the diagnostically difficult cases in which even clinical guidelines and expert
radiologists face challenges, rather than the easier cases that dominate routine practice. In
an unselected population including conservatively managed cysts, model performance would
likely be higher, as the model would encounter a more favorable case mix reflecting real-world
prevalence.

Our algorithm achieved higher classification accuracy for Low-Risk cases (81.3%) com-
pared to High-Risk cases (42.9%; p < 0.001), along with significantly lower prediction un-
certainty in Low-Risk cases (p = 0.034). A similar pattern was seen for cyst types, with
lower uncertainty for BD-IPMNs than for MD-IPMNs (p = 0.012). This may be because
low-risk and BD-IPMN cases tend to have simpler morphology and imaging features, such as
uniformity and well-defined borders, making them easier to evaluate. Conversely, high-risk
and MD-IPMN cases are more heterogeneous and complex on imaging, which can be more
difficult even for expert radiologists. Moreover, even the current reference guidelines demon-
strate suboptimal performance in accurately identifying malignancy potential in High-Risk
lesions. Despite these, the reduced uncertainty and improved reliability observed in Low-Risk
lesions and BD-IPMNs offer clinical value, as confident identification of low-risk conditions
can help avoid unnecessary invasive procedures.

Our SHAP analysis consistently identified entropy and correlation-based texture descrip-
tors as the primary drivers of model predictions. From a radiological perspective, high
entropy corresponds to increased intra-lesional heterogeneity on T2W MRI. Clinically, this
aligns with the biological progression of IPMNs; as low-grade dysplasia transitions to high-
grade dysplasia or invasive carcinoma, the cyst fluid and architecture become increasingly
complex due to the presence of solid components, mucin density and plugging, or mural
nodules. The AI model is effectively mathematically quantifying this visual heterogeneity.
However, as our uncertainty analysis shows, when this heterogeneity reaches the extreme lev-

els seen in advanced MD-IPMNs, the imaging data becomes inherently ambiguous (aleatoric
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uncertainty), prompting the model to correctly signal for expert human intervention.

The model evaluated in this study reflects the intrinsic behavior of our previously pub-
lished framework, enabling explainability and uncertainty analyses to identify where predic-
tions are reliable and where limitations arise. Building on this, size-based analysis revealed
that MPD dilation > 10 mm is a well-established high-risk feature and is cited in the Kyoto
guidelines as one of the high-risk stigmata of IPMNs. While analyzing performance by cyst
size, we found that algorithm accuracy remained stable across size categories for MD-IPMN,
with 65.9% in the < 10 mm category and 63.6% in the > 10 mm category (p = 1.000). Sim-
ilarly, for BD-IPMNs, although a trend toward decreasing accuracy with increasing cyst size
was observed: <15 mm (81.3%), 15-30 mm (63.2%), and >30 mm (61.5%), model accuracy
showed no statistically significant difference between size groups (p = 0.164). Therefore, the
algorithm aligns with the threshold specified in the Kyoto guideline and maintains stable
performance across both below- and above-threshold groups. In such scenarios, Al has the
potential to assist in confirming or refining risk feature thresholds and to support future
clinical trials.

Beyond descriptive performance metrics, our uncertainty analysis demonstrates a clini-
cally actionable strategy for improving the reliability of Al-assisted IPMN risk stratification.
By applying predefined uncertainty thresholds, the model can selectively restrict automated
predictions to cases in which it is most confident, while deferring higher-uncertainty cases to
radiologist review. Under this selective prediction framework, model accuracy increased to
approximately 80% at moderate coverage levels, illustrating that uncertainty-aware triage
can substantially improve predictive reliability without excluding all automated assistance.
Importantly, cases associated with higher uncertainty—such as high-risk lesions and MD-
[PMNs—are the same scenarios in which clinical decision-making is most challenging. This
underscores the value of uncertainty as an objective signal for heightened human oversight.
Rather than replacing clinical judgment, this uncertainty-guided approach supports a hybrid
decision model that offers a pragmatic pathway toward safer, more trustworthy integration
of Al into pancreatic cyst management.

Explainability analysis demonstrated that prediction uncertainty was inversely associ-
ated with SHAP explanation strength, whereas no meaningful relationship was observed
with LIME’s. Lower-uncertainty predictions exhibited stronger SHAP attributions, con-
sistent with more confident and coherent feature contributions, while LIME explanations
remained relatively stable across the uncertainty spectrum. This divergence likely stems
from methodological differences: LIME focuses on local linear approximations optimized for
individual predictions, potentially missing global relationships, while SHAP provides globally

consistent attributions that better reflect how imaging features influence confident predic-
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tions. From a clinical perspective, SHAP explanations may therefore provide added value by
informing both interpretability and prediction reliability, helping radiologists identify cases
that warrant greater scrutiny.

Similar explainability approaches to those applied in our study are utilized to under-
stand Al classification algorithms in diverse medical applications. To our knowledge, only
one study has directly employed these XAI methods to classify pancreatic cystic lesions.
Huang et al. (2025) [70] developed a Multimodal Deep Forest (MDF) model to classify
pancreatic cystic lesions into four categories: benign IPMN, malignant IPMN, serous cys-
tadenoma, or mucinous cystic neoplasm. Their model utilized cyst features (e.g., main PD
width, cyst communication with main PD, and cyst location) that were manually measured
by radiologists from CT (n = 568) and MRI (n = 449) scans, in addition to clinical features
(e.g., medical history, blood test results, age, and gender). Additionally, they used SHAP to
identify the impact of each feature on the model’s performance. The MDF model achieved
an average accuracy of 91.2% and identified the following as the most important predictors:
complicated with pancreatitis, main pancreatic duct width, age, communication with the
pancreatic duct, CA19-9 level, and CA125 level. Their results demonstrate the value of in-
tegrating clinical features with analyses of imaging features. Compared to theirs, our study
inputs MRI images directly into the algorithm, enabling us to extract radiomic features and
use DL to predict IPMN dysplasia grade. Although their MDF model performed well, man-
ually extracting imaging features limits the number and types of usable features, potentially
excluding those that cannot be directly observed by the human eye, and limits the model’s
ability to be fully explained. Furthermore, our study focused solely on IPMN and classified
lesions by type, size, and location. This is particularly valuable when considering type fea-
tures that can influence model performance, as MD-IPMN is a higher-risk condition; thus,
a combined evaluation of MD and BD IPMN could bias algorithm performance. Our study
also collected data from seven international centers, thereby increasing the generalizability
of our findings compared to Huang (2025).

A few additional studies have used XAI tools to evaluate pancreatic cancer risk in medical
imaging. Pan et al. (2025) and Salanitri et al. (2022) both applied Grad-CAM to generate
attention maps of their models’ analysis of MRI images [120, 140|. Heatmaps provide valuable
insights into the areas of an image that carry more weight in the model’s decision-making,
but they do not identify the specific features that attract the model’s focus. Both studies
included Grad-CAM heatmaps as part of their analyses, noting that extra-cystic features in
the image were identified but not investigating what these features specifically were. Other
studies analyzed the features used by their models to diagnose tumor marker expression

with SHAP. These studies either used patient clinical data, urine sample information, or
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genetic markers as inputs. They successfully identified specific markers that affected their
models’ performance and created SHAP-based scatter plots to illustrate the impact of each
feature [123, 122|. However, these studies differ in scope from our work.

Several limitations should be considered when interpreting these findings. First, the ret-
rospective study design limits causal inference and may introduce selection bias. Second,
data gathered over two decades inherently vary in image quality and acquisition technique.
Third, the relationship between radiomic features and clinical outcomes remains only par-
tially understood, limiting the ability to confirm whether the model focuses on clinically
relevant imaging biomarkers, and post-hoc explanations may not fully capture the internal

workings of deep neural networks.

The contribution of this section to the chapter’s Knowing argument is that the model
becomes legible from converging directions, through what features it uses, through what
regions it attends to, and through when it should be trusted. SHAP identified entropy- and
correlation-based texture descriptors as the consistent drivers of prediction across the cohort.
These are precisely the features that prior radiomics work has independently associated with
I[PMN malignancy [62, 57, 157|, so the model’s reasoning aligns with established clinical
knowledge rather than with a shortcut. Grad-CAM showed spatial attention concentrated
on the cyst itself rather than on surrounding tissue, reinforcing this conclusion from the
spatial side. Two XAI methods, two different interrogation axes, the same result. The
model is doing something a radiologist would recognize as reasonable.

A second XAl finding is methodological. SHAP attribution strength correlated inversely
with predictive uncertainty, while LIME showed no comparable association. Not all post-
hoc explanation methods carry reliability information. SHAP, with its globally consistent
Shapley-value formulation, does. LIME’s local linear approximations do not. For clinical
deployment, this implies that explanation strength is informative about reliability only when
the underlying method is structured to be globally consistent.

The uncertainty signal supplies the third axis. Uncertainty tracks correctness, epistemic
uncertainty rises on the high-risk subgroup where the model performs worst, and deferring
the top 30-40% of high-uncertainty cases raises retained-case accuracy to approximately 80—
85% on this cohort. The cases the model flags as uncertain are the same cases where clinical
guidelines themselves underperform, high-risk lesions and MD-IPMNs.

Taken together, the three signals make the model knowable at the decision moment.
A clinician can see what features drove the prediction, where the model looked, and how

reliable the prediction is.
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3.2 Gaze-Guided Medical Image Segmentation: A
Training-Free Approach using SAM Foundation Model

Medical image segmentation is a fundamental yet time-consuming task in radiology, necessi-
tating automation solutions to alleviate the burden on clinicians. Deep learning models have
demonstrated remarkable progress in segmentation tasks, but their widespread adoption
is often hindered by the need for extensive labeled datasets and computationally expen-
sive training processes. The emergence of foundation models, such as the Segment Anything
Model (SAM, Section 2.1.2), offers a promising alternative. Designed for zero-shot generaliza-
tion across diverse domains, SAM can generate segmentation masks based on user-provided
prompts, such as bounding boxes or points, without requiring task-specific training [83].
This flexibility has made SAM a potential candidate for medical image segmentation, de-
spite being originally trained on natural images.

Yet, adapting SAM to specialized medical applications presents challenges. The primary
limitation lies in the domain gap between natural and medical images, which often leads
to suboptimal performance in complex cases. One common solution is fine-tuning SAM on
medical datasets, as demonstrated by MedSAM, which has been optimized for segmentation
tasks in medical imaging [105]. While fine-tuning improves accuracy, it demands substantial
computational resources and annotated medical datasets, which may not be readily available
to many healthcare institutions.

A more practical alternative is training-free adaptation, where SAM is used as-is, guided
by suitable prompt designs. However, selecting effective prompts is non-trivial. Simply using
points or bounding boxes may not yield optimal performance, and providing multiple inputs
remains time-consuming, limiting efficiency gains in clinical workflows. A promising alterna-
tive is leveraging eye-gaze data from low-cost commercial eye trackers as implicit prompts
for segmentation [8]. Gaze constrains the model to attend within regions a clinician fixates
on, which counterfactually excludes the regions where shortcut learning typically arises (Sec-
tion 2.2). The prompt and the explanation become the same object by construction. Eye
tracking also offers a natural and intuitive interaction, reducing cognitive and manual effort.

The optimal integration of gaze data into segmentation pipelines remains an open chal-
lenge. Previous works have explored the feasibility of combining eye-tracking with SAM for
medical image segmentation. In particular, [166] proposed a straightforward usage of eye-
gaze data to drive SAM-based segmentation. However, this approach resulted in suboptimal
performance, yielding lower accuracy compared to traditional point-based interactions. This

highlights the need for more effective strategies to leverage gaze data for segmentation tasks.
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This work investigates different strategies for gaze-based prompting, ranging from di-
rectly using raw gaze points as input prompts to processing gaze data into structured forms
such as heatmaps or fixation-based bounding boxes or combinations thereof. Through this
exploration, we identify a simple yet effective approach for integrating eye-gaze data into
a training-free pipeline, achieving performance comparable to several SAM-based methods,
but without requiring additional model training or substantial computational resources.

We evaluate our training-free strategy on two clinically relevant datasets: polyp seg-
mentation in colonoscopy images from Kvasir-SEG [75] and prostate segmentation using
NCI-ISBI 2013 [14].We compare these strategies against SAM variants fine-tuned on medi-
cal data, and examine which properties of the conversion determine whether gaze is usable

as a prompt at all.

3.2.1 Related Work

Medical image segmentation has long relied on fully supervised deep learning models, with
U-Net [135] and its variants, such as U-Net+-+[192] and nnU-Net|73], emerging as dominant
architectures. These models employ an encoder-decoder architecture to extract hierarchical
features and generate detailed segmentation masks. While highly effective, they require large
annotated datasets, which are often difficult to obtain in medical imaging due to the time
and expertise required for manual annotation. To address these challenges, self-supervised
learning and transformer-based architectures [19] have been explored, offering improvements
in generalization and feature extraction. However, these models still require fine-tuning on
medical data, making their deployment in real-world applications costly and impractical.
The recent emergence of foundation models, such as SAM [83], offers a potential alternative
by exploiting large-scale pretraining for zero-shot segmentation.

SAM was designed as a general-purpose segmentation model, capable of generating masks
from user-defined prompts such as points or bounding boxes. While its zero-shot capabilities
have demonstrated success in natural image segmentation, several studies have shown that
SAM struggles when applied directly to medical images [105]. This limitation is primarily
due to the significant domain gap between natural and medical images, with challenges such
as low contrast, complex anatomical structures, and poorly defined boundaries.

To improve the performance of SAM in medical applications, several adaptations have
been proposed. Fine-tuning-based approaches, such as MedSAM [105] and SAMed [186],
refine SAM’s weights using large annotated medical datasets, significantly enhancing seg-
mentation accuracy.

Another line of research has explored architectural modifications to SAM to better capture
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medical image features. AutoSAM [67], modify the model’s architecture by introducing alter-
native prediction heads, reducing reliance on explicit user prompts. SAM-Adapter 27| intro-
duces a lightweight module to inject domain-specific knowledge, while SAMUS [99] integrates
a CNN-based encoder alongside SAM’s transformer backbone. Other works focus on optimiz-
ing prompt-based interactions to improve SAM’s segmentation results. SurgicalSAM [181]
replaces manual prompts with prototype-based class embeddings, while SAM-Path [185] and
Polyp-SAM-++ [13] explore class-based and text-based prompts, respectively, to refine seg-
mentation accuracy. These methods reduce user effort but still require specific task-based
tuning, making them less adaptable to general medical applications. Despite these improve-
ments, all the approaches discussed above require either fine-tuning, model modifications, or
specialized prompting strategies, introducing complexity and computational overhead.

Eye tracking has been explored as an alternative input modality for segmentation tasks,
offering a more intuitive interaction than traditional manual annotations. [8] investigates the
use of gaze fixations and heatmaps as segmentation prompts, demonstrating their potential
as an alternative to standard input methods. However, this approach involves fine-tuning
SAM’s prompt encoders on gaze data, requiring additional training and adaptation.

A different approach is taken by GazeSAM [166|, which integrates real-time eye-tracking
as an interactive prompt for SAM. Instead of manually placing points or bounding boxes,
GazeSAM converts raw gaze fixations into segmentation prompts, allowing users to generate
masks simply by looking at the region of interest. However, while this method aligns with
our training-free approach, it does not investigate how to best utilize gaze-based prompts
for segmentation, leaving open the question of their optimal representation. In contrast,
our work fully eliminates the need for fine-tuning while systematically analyzing different
gaze-based prompting strategies, including raw gaze points, bounding boxes, and heatmaps,

to determine the most effective way to guide SAM in a zero-shot, training-free manner.

3.2.2 Method

The foundational Model SAM consists of three main components (Section 2.1.2): an image
encoder, a prompt encoder, and a mask decoder. The image encoder is a pre-trained Vision
Transformer (ViT) available in different sizes (base, large, huge), which generates high-
dimensional embeddings of the input image. The prompt encoder processes both sparse
(points, bounding boxes, text) and dense (masks) inputs.

In this work, we explore the use of eye-gaze fixations recorded during image observation
to generate both sparse prompts and dense prompts for guiding SAM zero-shot segmentation.

In our case, sparse prompts consist of raw gaze points along with bounding boxes derived
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Figure 3.7: Overview of our gaze-based prompting pipeline for SAM. Our method
converts recorded gaze fixations into bounding boxes (sparse prompts) and heatmaps (dense
prompts), providing spatial constraints and attention maps to guide SAM for segmentation.

from the spatial distribution of fixations. Dense prompts, on the other hand, leverage gaze
fixations to construct probabilistic heatmaps, capturing spatial attention as a continuous dis-
tribution. The entire pipeline, illustrating how SAM is conditioned on gaze-based prompts,

is shown in Figure 3.7.
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Sparse Prompt Generation from Eye Gaze Data. Given a set of recorded gaze points
G = {g:}Y7,, where each g; = (z;, y;) represents a fixation coordinate in the image space, we
define sparse prompts as the direct usage of these raw gaze points. Sparse prompting follows
a point-based interaction scheme, where each gaze point serves as an individual prompt for
the segmentation model.

Additionally, we derive bounding box prompts from the gaze points by computing the
axis-aligned bounding box:

B = [xminy Ymin s Tmazx, ymax] ) (31)

where Ty, = ming(7;), Ymin = Mini(Yi), Tmax = Max;(T;), Ymax = max(y;).
This bounding box serves as a spatial constraint for the segmentation model, encapsu-

lating the region of interest indicated by the gaze fixations.

Dense Prompt Generation via Gaze Heatmaps. To incorporate gaze information as
a continuous spatial distribution, we generate a probabilistic heatmap from the gaze points.
The heatmap is constructed as a probability density function (PDF) over the image domain
) C R?, defined as:

) =Y w N (@9) | 9.5, (32

where N ((z,y) | ¢;,2) represents a bivariate Gaussian function centered at gaze point g;:

1

= pSTTY) |Z|1/2 6_%(P—gi)T271(P—gi)’ (3.3)
T

N((z,9) | 9:,%)
where p = (z,), and ¥ = o2 is the isotropic covariance matrix controlling the spatial
spread of the heatmap. The weight w; corresponds to the fixation duration at gaze point g;,
normalizing the influence of each fixation in the overall distribution.

The resulting heatmap is then normalized to:

] H(l‘,y)

H(z,y) = max(H(z,y)) (3.4)

ensuring that all values are scaled between 0 and 1, and resized to a standard resolution
' = (W,w') for input to the segmentation model.

2 is a key parameter that determines the spatial spread

The Gaussian kernel variance o
of the heatmap and should be selected based on the expected gaze dispersion. The heatmap

resolution (h’; w’) should be chosen to match the input resolution of the segmentation model.
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3.2.3 Experimental Results

Datasets

We evaluate our training-free strategy on two clinically relevant datasets, Kvasir-SEG [75]
for polyp segmentation in colonoscopy images, and NCI-ISBI 2013 [14] for prostate segmen-
tation in T2-weighted MRI, with paired gaze annotations collected by Zhong et al. [189]
(Section 2.6).

Experimental setup

We process each input slice by first converting it to RGB and resizing it to 1024 x 1024, thus
aligning with the default input dimensions of the SAM encoder. For Kvasir-SEG, the polyp
segmentation masks are binarized at a threshold of 0.5. All images are normalized to the
range [0, 1]. Whenever volumetric data are involved (e.g., in NCI-ISBI 2013), we apply our
pipeline on a slice-by-slice basis.

We employ two variants of SAM, SAM, (base, ViT with 12 attention layers) and SAM,,
(huge, ViT with 32 attention layers), to examine the impact of model capacity on segmenta-
tion performance in a training-free setting. Additionally, we compare with MedSAM [105] a
specialized version of SAMy.s. fine-tuned on medical images. All methods are provided with
the same gaze-derived prompts (bounding boxes, points, heatmaps) to ensure a consistent
basis of comparison.

For quantitative assessment, we use two widely recognized segmentation metrics: the
Dice score and the Intersection over Union (IoU).

All experiments are performed in a training-free manner: no additional fine-tuning or
domain adaptation is applied to the pre-trained weights. Specifically, SAM’s image encoder
and mask decoder remain fixed; gaze data generate prompts that are processed by the SAM

prompt encoder without parameter updates. We use publicly available checkpoints for both
SAM and MedSAM.

Evaluation of Eye-Gaze Prompting Strategies

To assess the effectiveness of different eye-gaze-based prompts for medical image segmenta-

tion, we evaluate three strategies:
e Gaze Points (GP) — using eye-gaze fixations as direct sparse prompts;
e Bounding Box (BB) Around Gaze Points — computing the minimal bounding

box enclosing all gaze points to serve as a spatial constraint;
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e Bounding Box with Heatmap (BB + HM) — incorporating a Gaussian-based
heatmap derived from gaze points as an additional dense prompt alongside the bound-

ing box.

We also explored various combinations of these strategies, but none led to meaningful im-
provements in segmentation performance. Therefore, we focus our evaluation on these three
approaches, comparing them against existing methods on Kvasir-SEG for polyp segmentation
and NCI-ISBI 2013 for prostate segmentation.

For Kvasir-SEG (Table 3.4), using gaze points alone achieves reasonable performance.
Using only a bounding box around the gaze points slightly reduces mDICE and mloU for
SAM, and SAM,, while improving performance for MedSAM. However, the combination
of bounding boxes and heatmaps, i.e., BB + HM, significantly improves segmentation
accuracy across all models, with SAM,, achieving the highest performance (mDICE: 0.881,
mloU: 0.802).

For NCI-ISBI 2013, Table 3.5 shows that direct gaze points yield moderate segmentation
quality, (especially with SAM},), while using a bounding box notably improves performance
for MedSAM. The BB + HM combination further enhances performance, particularly for
SAM},, which achieves the best results (mDICE: 0.909, mIoU: 0.885).

These findings highlight that while gaze-based prompts alone provide useful segmentation
cues, leveraging both spatial constraints and probabilistic attention maps derived from eye-
gaze data through the integration of bounding boxes and heatmaps enhances segmentation

accuracy.

Table 3.4: Segmentation performance (mDICE and mIoU) for gaze-based prompts
on Kvasir-SEG. GP: gaze fixations, BB: Bounding box around gaze points, and BB +
HM: BB with a Gaussian heatmap.

Prompt Type Metric SAM b SAM h MedSAM

GP mDICE 0.725 0.827 0.516
mloU 0.625 0.752 0.424
BB mDICE 0.709 0.786 0.739
mloU 0.599 0.688 0.655
BB + HM mDICE 0.779 0.881 0.656
mloU 0.674 0.802 0.556

One notable observation from the results is that SAM, consistently outperforms Med-
SAM (fine-tuning of SAM, on extensive medical images) across all gaze-based prompting

strategies, despite MedSAM being specifically fine-tuned on medical images. This outcome
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Table 3.5: Segmentation performance (mDICE and mIoU) for gaze-based prompts
on NCI-ISBI 2013. GP: gaze fixations, BB: Bounding box around gaze points, and BB
+ HM: BB with a Gaussian heatmap.

Prompt Type Metric SAM b SAM h MedSAM

GP mDICE 0.781 0.833 0.512
mloU 0.683 0.748 0.374
BB mDICE 0.814 0.822 0.885
mloU 0.703 0.713 0.816
BB + HM mDICE 0.815 0.909 0.735
mloU 0.707 0.885 0.638

may seem counterintuitive, as one would expect a domain-adapted model to perform better
in medical segmentation tasks.

These findings suggest that while domain-specific fine-tuning can enhance performance
for standard segmentation tasks, foundation models like SAM retain a significant advantage
in prompt-driven, training-free settings. Their ability to generalize across different domains,
coupled with superior contour identification capabilities, makes them particularly well-suited
for integrating gaze-based prompting strategies in medical image segmentation. Finally, as
expected, SAM, outperforms SAM, on all settings due to its higher number of parameters
(about 7x more parameters than SAM,).

Figure 3.8 presents segmentation examples from the Kvasir-SEG and NCI-ISBI 2013
datasets using gaze-based prompts and SAM;. Each example includes the ground truth
segmentation, recorded gaze points, a heatmap, and a bounding box enclosing the fixations.
The combination of heatmaps and bounding boxes effectively guides the segmentation model,
yielding accurate results while minimizing manual input. These visualizations confirm that
gaze-based prompting provides a practical and efficient alternative for medical image seg-

mentation.

Quantitative Comparison with State-of-the-Art Methods

To evaluate the effectiveness of our approach, we compare our gaze-based prompting strat-
egy with several state-of-the-art SAM-based adaptations. Tables 3.6 and 3.7 summarize the
segmentation performance on Kvasir-SEG and NCI-ISBI 2013, respectively, including models
fine-tuned on medical datasets, prompt-driven approaches, and fully automated segmenta-
tion methods.

Table 3.6 presents the segmentation performance on Kvasir-SEG. Among the fine-tuned
models, ASPS (mDICE: 0.920, mIoU: 0.858) achieves the highest performance without struc-
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Ground truth segmentation Gaze points Input: heatmap and bounding box Predicted segmentation

Ground truth segmentation Gaze points Input: heatmap and bounding box Predicted segmentation

Figure 3.8: Visualization of gaze-based segmentation inputs and results on Kvasir-
SEG and NCI-ISBI 2013. Each dataset sample includes the ground truth segmentation,
gaze points recorded during image observation, a heatmap generated from the gaze distri-
bution, and a bounding box enclosing the fixations. The combination of the heatmap and
bounding box as input prompts enables accurate segmentation predictions, which are shown
in the last column of the image.

tured prompts, while PolypSAM and PolypSAM-++ (mDICE: 0.900, mIoU: 0.860) perform
well due to their specific adaptation to polyp segmentation. Other fine-tuned methods, such
as MedSAM, SAM-Adapter, and SAMUS, also show good results, benefiting from medical
dataset training.

Notably, our gaze-based prompting approach achieves competitive results (mDICE: 0.881,
mloU: 0.802), surpassing most of the fine-tuned models on mDICE, including MedSAM
(mDICE: 0.862), SAMUS (mDICE: 0.859), SAM-Adapter (mDICE: 0.847) and SAM-Path
(mDICE: 0.828), while obtaining the second best performance in terms of mIoU. This demon-
strates the effectiveness of structured prompts compared to model modification or additional
training, reinforcing the feasibility of eye-gaze prompting as a scalable, efficient, and low-
effort solution for medical image segmentation.

Table 3.7 presents segmentation results on NCI-ISBI 2013, we observed a similar trend
as in the previous case, with our method achieving performance on par with state of the art
approaches that, however, have benefitted from extensive training on the target data. This
confirms the potential of gaze-driven prompting and its generalization capabilities across

datasets as an effective alternative for obtaining accurate segmentation without requiring
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Table 3.6: Segmentation performance on Kvasir-SEG. Comparison of our method with
state-of-the-art SAM-based models, differing in fine-tuning on medical data and structured
prompt usage. Competitors’ performance are from [109].

Model Fine-tuning Prompt-based mDICE mloU
SAM-Adapter [27] v X 0.847 0.763
AutoSAM [67] v X 0.784  0.675
SAM-Path [185] v X 0.828  0.730
SAMed [186] v X 0.459  0.300
SAMUS [99] v X 0.859  0.763
SurgicalSAM [181] v Class prompt 0.740 0.597
MedSAM [105] v Bounding box 0.862 0.795
PolypSAM [97] v Bounding box 0.900 0.860
PolypSAM++ [13] v Text prompt 0.900  0.860
ASPS [93] v X 0.920  0.858
Ours X Eye gaze 0.881 0.802

additional training.

Table 3.7: Segmentation performance on NCI-ISBI 2013. Comparison of our
method with state-of-the-art SAM-based models. MedSAM results are from our experi-
ments, UnCLe-SAM from [131], and AutoSAM, 3DSAM-adapter, SAMed h, and MA-SAM
from [25].1

Model Training Prompt-based mDICE
AutoSAM [67] v X 0.867
3DSAM-adapter [50] v Point 0.879
SAMed_h [186] v X 0.921
MA-SAM [25] v X 0.940
UnCLe-SAM [131] v X 0.960
MedSAM [105] v Bounding box 0.934
Ours X Eye gaze 0.909

Overall, our results demonstrate that gaze-based prompting can achieve segmentation
accuracy on par with state-of-the-art fine-tuned models, despite requiring no dataset-specific
training. Remarkably, our approach outperforms multiple models explicitly trained on the
target datasets, underscoring the potential of effective prompting strategies to compensate

for the lack of fine-tuning.

IMA-SAM scores are averaged across Site A and Site B, corresponding to the dataset used in this work.
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3.2.4 Discussion

Gaze-based prompting matched fine-tuned SAM variants on Kvasir-SEG and NCI-ISBI 2013
without any gradient updates or medical training data. The combination of a fixation-derived
bounding box and a dense gaze heatmap was the configuration that worked, with raw point
prompts performing worst. This pattern is consistent with the prior GazeSAM [166] negative
result on raw points, and suggests that the value of gaze as a prompt depends substantially
on how it is converted into a SAM-compatible representation.

A specific empirical observation deserves discussion. SAM with gaze-prompting con-
sistently outperformed MedSAM, despite MedSAM being fine-tuned on medical data. A
plausible explanation involves the training pipelines of the two models. SAM was trained
on the SA-1B dataset, in which the masks themselves were collected through a human-in-
the-loop annotation process. Human annotators chose what counted as an object, where to
click, which boundaries to correct, and which structures were worth annotating. The training
prompts during SAM’s optimization were largely sampled algorithmically from the resulting
masks, but the masks themselves embed human attention and objectness priors [83]. An
expert gaze prompt is structurally similar in that it reflects where a human directed vi-
sual attention. With its generalization capability preserved, SAM responds to gaze-derived
prompts naturally because they match the fine-grained input signal seen during training, and
by extension a human attention signal it was exposed to indirectly through its training data,
despite the domain shift to medical imaging. MedSAM’s fine-tuning would have disrupted
this match by only sampling random-jitter bounding boxes from ground-truth masks [105],
narrowing the prompt input distribution to coarse boxes that more weakly represent the
human-attention signal. This remains a hypothesis rather than a tested explanation.

The method delivers what fine-tuned medical SAM variants deliver — competitive segmen-
tation accuracy — without the gradient updates, the medical training data, or the annotation
effort those variants require. Yet, the approach also has clear limitations: eye-tracking hard-
ware must be present at acquisition, and calibration is required per session. Furthermore, a
radiologist must be actively looking at the image at inference time, which limits any retro-
spective use.

The contribution of this section to the chapter’s Knowing argument is that gaze-prompting
makes spatial attention a structural part of the prediction rather than something recon-
structed after the fact. A clinician can inspect the fixation map before accepting the seg-
mentation, and the model is constrained to attend within the regions the clinician fixated
on, which by the counterfactual argument in Section 2.2 would exclude the regions where

shortcut learning typically arises. The hypothesis raised above adds a layer to this framing.

61



CHAPTER 3. KNOWING: INTERPRETABLE MEDICAL
IMAGE ANALYSIS

If SAM’s training data encodes indirect human attention and objectness priors through its
annotation pipeline, then gaze-prompting at inference is not a foreign signal but one that
aligns with the implicit priors the model already carries. One qualification bounds this
framing. Gaze is used here as a proxy for clinical reasoning, justified by the counterfactual
observation that on average the fixated regions are the regions whose removal would change
the reading. What the method makes inspectable is therefore where the evidence lies, and
not the order in which it is gathered, its temporal structure, or its relation to the reported
finding. Whether an observer attends a lesion or its margin is likewise not expressible in a
purely spatial representation. Spatial evidence is a first-order component of an explanation
rather than an explanation itself, and the contribution here is that this component is made

structural rather than reconstructed post-hoc.

3.2.5 Publications

Giulia Potgens, Rutger Hendrix, Cian Scannell, Ulas Bagci, Concetto Spampinato, and
Federica Proietto Salanitri. Gaze-guided medical image segmentation: A training-free ap-
proach using SAM foundation model. In 2025 47th Annual International Conference of
the IEEE Engineering in Medicine and Biology Society (EMBC), pages 1-7. IEEE, 2025.
doi.org/10.1109/EMBC58623.2025.11253157.
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3.3 Predictive Gaze-Driven Prompts for Medical Image

Segmentation using Frozen SAM

Medical image segmentation is a cornerstone of computer-aided diagnosis, but acquiring the
necessary pixel-level expert annotations is prohibitively expensive and time-consuming. Con-
volutional encoder-decoder architectures such as U-Net [135] and its variants [193, 81| have
been the standard for over a decade, with strong domain-specific results on volumetric and
dynamic anatomical structures ranging from craniomaxillofacial CT scans [139] to 4D cardiac
MRI sequences and endoscopy videos [178, 187]. However, these fully supervised models tend
to generalize poorly across modalities and demand extensive labeled data, which is scarce in
medical settings due to privacy regulations and expert annotation costs. Foundation mod-
els, particularly the Segment Anything Model (SAM) [83], offer zero-shot generalization on
natural images but suffer notable performance drops on radiological data due to a substan-
tial domain shift [110]. Classic fine-tuning on medical datasets, as in MedSAM [105] and
related variants, mitigates this gap at the cost of substantial computational resources, large
annotated medical corpora, and the risk of overfitting on limited samples. Beyond com-
pute, fine-tuning also constrains the model to the training distribution and reduces prompt
flexibility. Training-free prompt engineering, where SAM remains frozen and adaptation is
performed on the input side, is therefore an attractive alternative when annotated medical
data is limited.

A particularly promising line within training-free prompting is guidance from clinician
visual attention. Recorded gaze, captured by an eye-tracker during image interpretation,
has been shown to rival manual annotations as a SAM prompt and in some settings to
outperform fine-tuned medical SAM variants [166, 82]. Section 3.2 develops this direction
by converting recorded fixations into structured sparse and dense prompts, achieving seg-
mentation accuracy comparable to medical SAM variants without any gradient updates or
medical training data. The bottleneck shared by all recorded-gaze methods is hardware.
Eye-tracking equipment must be present at acquisition, calibration is required per session,
and a radiologist must be actively looking at the image at inference time. These constraints
prevent the approach from scaling to retrospective dataset curation or to clinical workflows
in which gaze is not being recorded.

This section investigates whether the human-attention learning signal that recorded gaze
provides can be preserved when the hardware is removed. Recorded clinician gaze worked
well as a SAM prompt in Section 3.2. One plausible reason discussed there is that SAM’s

training data already exposed it to fine-grained point-like prompts and, by extension, to the
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human attention and objectness priors that the annotation pipeline indirectly encoded. If
a saliency predictor trained on recorded gaze can produce maps close enough to real expert
attention, the same alignment may hold without the hardware in the loop. Predicted gaze
is by construction an approximation of recorded gaze, and replacing the real signal with a
learned one moves the method one step away from the directly human-grounded foundation
that motivated Section 3.2. What survives the substitution is the inspectability property: the
predicted saliency map is rendered and can be reviewed before accepting the segmentation,
so a clinician can verify that the model was directed at the right anatomy even though none
was in the loop at inference time.

In this work is saliency predictor is trained on recorded clinician gaze and combined
with the hybrid sparse-and-dense prompt-generation pipeline of Section 3.2. The resulting
fully automated pipeline is evaluated on the same datasets without fine-tuning SAM, and a
Sensitivity analysis quantifies how prompt-location noise propagates into segmentation error.

The contributions are:

e A hardware-free saliency predictor that approximates expert visual attention on med-

ical images, trained on recorded clinician gaze.

e A fully automated prompting pipeline that converts the predicted saliency into sparse

and dense cues for a frozen SAM.

e Zero-shot segmentation performance on prostate MRI (NCI-ISBI 2013 [14]) and colonoscopy
polyp segmentation (Kvasir-SEG [75] and CVC-300 [164]) comparable to medical-

domain fine-tuned SAM variants.

3.3.1 Method

Our approach simulates radiologist visual attention to guide SAM without requiring physical
eye-tracking hardware or computationally expensive fine-tuning. Starting from a medical
image I, our pipeline predicts fixation probabilities that capture where an expert would
naturally look. These synthetic fixations are then converted into explicit visual prompts—
namely sparse points, bounding boxes, and dense heatmaps—to steer a SAM toward accurate
segmentations. An overview of the proposed framework is illustrated in Figure 3.9. To
achieve this, we employ a two-phase training strategy for the fixation predictor, followed by

a prompt generation module.
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Figure 3.9: Overview of our pipeline. The saliency predictor is first pretrained on real and
synthetic gaze from anatomical centroids, then finetuned on real clinician fixations using
NLL, KL, and NSS losses. At inference, the predicted fixation map P is converted into
sparse points, bounding boxes, and dense heatmaps to prompt a frozen SAM without any
weight updates or eye-tracking hardware.

Saliency-Driven Fixation Prediction

We represent fixations as a spatial probability map P e [0,1]7*W where the intensity
at each pixel reflects the accumulated fixation duration, mimicking how radiologists dwell
longer on diagnostically relevant regions. Because collecting large-scale human gaze data is
impractical, we bootstrap supervision from unlabeled images using a synthetic gaze strategy.
For each image, we pre-compute anatomical anchor points (e.g., organ centroids or lesion
boundaries) and generate synthetic fixation distributions P®™ modeled as spatial Gaussian
mixtures centered at these anchors. The spread oy, adapts naturally to the target structure
(Gayn o< 1/v/M for M anchors).

As the saliency predictor, we use a U-Net [135]. The network is first pretrained to

learn coarse anatomical priors by minimizing the Kullback-Leibler (KL) divergence between
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smoothed versions of the synthetic target and the prediction:
L5 = KL | Par ) (3.5)

with Peg = Gop, %P / Zprea the smoothed prediction, P2 = G
synthetic target, and G

* PY" | Zgon the smoothed

a Gaussian kernel of standard deviation opp,,. Crucially, this

Oblur Oblur

Oblur

synthetic sampling allows the incorporation of non-gaze-annotated data, resulting in a larger
pretraining set, and broadening the anatomical and acquisition diversity seen by the saliency
predictor.

Once coarse attention is established, we refine the predictions to clinical accuracy using
real gaze data. Let {p;})¥, denote the ground-truth fixation coordinates. The refinement
phase combines three complementary objectives. First, we maximize the probability at true

fixation locations using a Negative Log-Likelihood (NLL) loss:

Lo = ——ZlogPpZ (3-6)

Second, the same KL divergence used in pretraining is applied between the smoothed binary

fixation mask P®. = G

soft Oblur

« P8 | Z and the smoothed prediction:
Lfe — KL(J_DS%}ft [ ﬁsoft) . (3.7)

Finally, we employ a Normalized Scanpath Saliency (NSS) objective L, to encourage pre-

dicted fixations to strongly stand out against the background:
N A
1 P(p
nss - Z (38)
1:1

where 15 and op are the mean and standard deviation of the prediction across all pixels in

the image. The total fine-tuning loss combines these objectives as a weighted sum:
Leine = Lon +0.01 £ 0.1 L. (3.9)

The weights are chosen so that the three contributions are of comparable magnitude, with
the likelihood term leading. Since the KL term already established the coarse spatial prior
during pre-training, it only has to anchor that prior against drift rather than learn it, so its

contribution is the smallest in practice, with the NSS term somewhat above it.
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Automated Prompt Generation and Segmentation

At inference time, the trained predictor generates a high-quality fixation map P. To convert
this continuous distribution into explicit SAM prompts, we first extract the top-K highest-

probability locations where P > 7 with 7 = These coordinates act directly as point

-
prompts. To maximize robustness, we aggregate these point candidates into a bounding
box prompt. We employ a variance-based box scaling strategy: regions with high predictive
focus produce tightly clustered points with low spatial variance Var(p), yielding compact
minimum /maximum bounding boundaries. To account for prediction uncertainty, we expand
each bounding box dynamically by adding a padding of 6 = Z + 1 pixels. Thus, confident,
tight clusters receive minimal padding, while diffuse predictions yield more conservative
boxes. Concurrently, the fixation probabilities are mapped into dense heatmap prompts

to provide rich spatial context.

Volumetric Slice Selection.

To extend our framework from 2D imaging to volumetric MRI data (e.g., the NCI-ISBI
prostate dataset), our pipeline integrates a dedicated slice-selection classifier. When pro-
cessing an MRI volume containing 7" slices, forcing a heavy foundation model like SAM to
segment every slice—even those where the target organ is absent—would not only introduce
false positives but also incur unnecessary computational cost.

To address this, we train a slice-level classifier g, that reuses the frozen encoder of our U-
Net backbone as a feature extractor and predicts the probability g, € [0, 1] of organ presence
for each slice t € {1,...,T'}. We preserve the U-Net’s spatial feature maps and aggregate
them with 3D convolutions, so that the prediction for slice ¢ depends jointly on local spatial
appearance and axial context rather than on slice ¢ in isolation. The model is optimized

using a standard Binary Cross-Entropy (BCE) loss:

1 A
Lo = =7 [wlog(@) + (1 =) log(1 — )] (3.10)

t=1

where y, € {0,1} is the ground-truth presence label for slice t. To enhance sensitivity
at the organ’s upper and lower apexes, where the structure is faint and easily confused
with adjacent empty slices, the head incorporates a local self-attention module along the
slice axis. The module operates over a fixed window of 2w+1 neighboring slices centered
on t, allowing the classifier to compare slice ¢ to its immediate neighbors and respond to
appearance/disappearance transitions rather than global volumetric appearance.

At inference time, we threshold the predicted probabilities at 7 = 0.5. Slices classified as
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organ-absent are immediately skipped and automatically assigned an empty segmentation
mask (M; = (}). For valid slices, the generated points, scaled bounding boxes, and heatmaps
are passed to the frozen SAM. By discarding irrelevant slices upstream, this module reduces
the number of forward passes required by the foundation model while preserving automated

segmentation across 3D volumes.

3.3.2 Experimental Results

Training and Evaluation Settings

We evaluate our framework on two clinical segmentation tasks: prostate MRI segmentation
and polyp segmentation. Real clinician gaze was collected for two of the five datasets used
in this work (NCI-ISBI 2013 and Kvasir-SEG); the remaining three (PROMISE12, CVC-
ClinicDB, CVC-300) contain no eye-tracking annotations. Table 3.8 summarizes the role of

each dataset across the pipeline.

Dataset Modality Real gaze Pretraining Finetuning
NCLISBI 2013 [14] Prostate MRI v v v
PROMISE12 [100]  Prostate MRI - v —
Kvasir-SEG [75] Endoscopy v v v
CVC-ClinicDB [11] ~ Endoscopy - v —
CVC-300 [164] Endoscopy - - -

Table 3.8: Dataset usage overview

Prostate MRI segmentation. We use the NCI-ISBI 2013 Challenge dataset [14], con-
sisting of multi-scanner T2-weighted MRI volumes annotated for the central gland and pe-
ripheral zone, reflecting clinically relevant inter-scanner variability. We follow the MA-SAM
test split, with all splits performed at the patient level to prevent leakage between training,
validation, and test sets. For pretraining we combine NCI-ISBI with PROMISE12 [100],
which contributes three additional acquisition sites and no gaze annotations; PROMISE12

is used exclusively in the synthetic-gaze pretraining stage.

Polyp segmentation. We finetune on an 80/20 split of Kvasir-SEG |[75], which provides
both segmentation masks and clinician gaze. Pretraining is additionally supported by CVC-
ClinicDB [11], a colonoscopy dataset of 612 frames extracted from 31 clinical sequences with
pixel-level polyp annotations but no gaze data. Evaluation is performed on CVC-300 [164],

a held-out colonoscopy benchmark comprising 300 frames with challenging polyp appearances
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(irregular shapes and heterogeneous textures); CVC-300 is never seen during training in any
form and serves as a generalizationtest.

Unless otherwise specified, we use SAM ViT-B as the backbone. Performance is re-
ported using the Dice Similarity Coefficient (DSC, %) and Intersection over Union (IoU,
%). All experiments were conducted on a workstation equipped with a single NVIDIA A100
GPU. During the offline training phase, models are trained for 75 epochs with batch size
B (set to 32 in the final version) and early stopping based on validation performance when

applicable.

Quantitative Results

Tables 3.9 and 3.10 report the quantitative comparison with representative baselines on the
NCI-ISBI 2013 prostate MRI dataset and the CVC-300 polyp dataset, respectively. On
NCI-ISBI 2013, our predictive-fixation prompting achieves a DSC of 0.811, performing com-
petitively while keeping SAM entirely frozen (i.e., without fine-tuning the foundation model)
and requiring no manual prompts at inference time. Although supervised methods obtain
higher scores, our results indicate that automatically generated fixation-based prompts can
narrow the gap to adaptation-based approaches (e.g., MA-SAM at 0.816 DSC) without mod-
ifying SAM.

Table 3.9: Quantitative comparison on the NCI-ISBI 2013 Prostate Dataset.

Method | Training Required | DSC (%) IoU (%)
MA-SAM [25] v 0.816 0.689
HardNet68 [23] v 0.908 0.831
AutoSAM [146] v 0.877 0.782
MSSAMLES |[141] v 0.917 0.846
Ours (Pred. Gaze) | No | 0811 0.774

On CVC-300, our method attains a DSC of 0.839, improving over several SAM adaptation
baselines such as SAM-Adapter (0.815) and remaining in the same range as other prompt-
based/adapter-based approaches (e.g., AutoSAM at 0.829 and SAMPath at 0.844). Overall,
these results support the effectiveness of predicted-fixation prompting as a practical way to
deploy a frozen foundation model with competitive segmentation performance and reduced

reliance on human interaction.
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Table 3.10: Quantitative comparison on the CVC-300 Dataset.

Method Training SAM | DSC (%) IoU (%)
SAM-Adapter [27] v 0.815 0.725
AutoSAM [146] v 0.829 0.739
SAMPath [185] v 0.844 0.756
SAMed [186] v 0.332 0.202
SAMUS [99] v 0.859 0.760
SurgicalSAM [181] v 0.623 0.472
MedSAM [105] v 0.870 0.798
Polyp-sam [97] v 0.905 0.860
ASPS [93] v 0.919 0.852
Ours (Pred. Gaze) No 0.839 0.741

In addition, our predicted fixations provide intrinsic interpretability: clinicians can di-
rectly inspect the predicted saliency map and fixation points used to construct the prompts,

verifying whether the model focuses on clinically relevant anatomy.

Qualitative Results

Figure 3.10 compares the predicted point prompts against the recorded clinician fixations on
three Kvasir-SEG and three NCI-ISBI samples. Although the predicted prompts are more
sparse than the recorded fixations, their shape and location match the recorded distribution.
The predicted points fall within the region the radiologist actually attended to and cluster
around the lesion. This qualitative match supports the quantitative result that predicted-

gaze prompts produce segmentation accuracy comparable to recorded-gaze prompts.
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Figure 3.10: Qualitative comparison of predicted versus real clinician gaze on Kvasir-SEG
(top three rows) and NCI-ISBI (bottom three rows). Columns show, from left to right:
input image, ground-truth segmentation mask, real clinician fixation map (smoothed binary
fixations), and the top-25 predicted point prompts after thresholding at 7 =1/(H - W).
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Figure 3.11: Prompt-noise robustness on NCI-ISBI 2013 prostate (left) and KVASIR-
SEG/CVC-300 polyp (right). For each test image, we perturb the ground-truth gaze location
by adding isotropic Gaussian noise dx,dy ~ N(0,0?), generate the corresponding prompts,
and measure the resulting Dice score obtained by frozen SAM. We report Dice as a function
of the perturbation error, quantified via the Negative Log-Likelihood (NLL) between the
original and perturbed gaze under a Gaussian noise model. The predicted-gaze operating
point is overlaid on each curve.

Prompt-Noise Robustness and Sensitivity Analysis

Since our framework relies on predicted fixations (rather than hardware-recorded gaze), it is
important to quantify how spatial inaccuracies in point prompts affect the downstream seg-
mentation produced by a frozen SAM. We therefore conduct a controlled sensitivity analysis
by perturbing the ground-truth gaze location with isotropic Gaussian noise and measuring
the resulting Dice score over N Monte Carlo trials at each noise level.

For each test sample, let pyy = (z,y) denote the ground-truth gaze coordinates. We

generate a noisy prompt location by injecting isotropic Gaussian noise:
pnoisy = (a:—i—dx, y+dy)7 dx,dy~./\f(0,a2). (311>

For each o, we construct the corresponding point-based prompts from pyeisy and record the
Dice Similarity Coefficient (DSC) achieved by frozen SAM.

To express perturbation magnitude consistently with our training objective, we quantify
the prompt displacement through the Negative Log-Likelihood (NLL) of the perturbed point

under a Gaussian model centered at pg:

Errornyy, = —log P (pnoisy ’ pgt)> (3-12)

where P models the spatial spread of fixations. Figure 3.11 plots DSC as a function of this
NLL-based error for the NCI-ISBI 2013 prostate dataset and the polyp dataset, and overlays

the operating region corresponding to the typical prediction error of our saliency model.
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This analysis provides a direct quantitative link between gaze-prediction accuracy and
segmentation quality, highlighting the level of prompt precision required to reliably guide
a frozen SAM. On average, segmentation accuracy degrades smoothly with prompt dis-
placement. Particularly for the polyp dataset, the spread in Dice at a given noise level is
substantially wider, indicating that the segmentation response to prompt perturbation is
more variable across the test set. The aggregate operating-point performance remains fa-
vorable, but this variance suggests that a per-case confidence signal would be valuable for

identifying when the predicted prompt is unlikely to suffice.

3.3.3 Discussion

This section introduced a predicted-fixation prompting strategy that replaces hardware-
recorded eye tracking with computationally predicted fixation points, while keeping SAM
fully frozen. On NCI-ISBI 2013 prostate MRI, the pipeline achieves DSC 0.811 without any
model fine-tuning or clinician interaction, comparable to fine-tuned adaptation methods such
as MA-SAM (0.816). On CVC-300, the pipeline achieves DSC 0.839, outperforming several
SAM adaptation baselines and remaining in the range of prompt-engineered methods that
require training.

The prompt-noise robustness analysis qualifies the aggregate results. The prompt being
the explanation rests on the operational assumption that a prompt that approximates where
a clinician would attend yields a correct segmentation. The variance observed, especially
on polyp, shows that this assumption holds on average but not uniformly: a prompt that
approximates clinician attention is necessary for SAM to succeed but is not always sufficient.
Variance across the test set does not scale simply with the noise level, and its causes are
not isolated by the analysis: polyp morphology, target size relative to perturbation magni-
tude, and SAM’s handling of multi-point prompts whose centroid remains in-target may all
contribute. The structural interpretability property of the method is therefore bounded by
SAM’s per-case prompt sensitivity, not by the predictor’s accuracy alone.

The approach has two further limitations. The predictor is trained on gaze data from a
single institution covering both datasets, so generalization to other institutions, modalities,
or anatomies has not been tested and would require collecting gaze data from a broader
clinical population. The pipeline also has no internal mechanism for detecting when the
saliency prediction itself is unreliable, so when the predicted saliency fails to highlight the
target the resulting prompts may not activate the correct mask and the pipeline produces
an incorrect segmentation without flagging the failure. A natural extension would couple

the saliency predictor with a predictive-uncertainty signal so that low-confidence predictions
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trigger a fallback rather than commit to a single uncertain prompt. Possible fallbacks include

multiple candidate prompts, recorded gaze where available, or human review.

This section completes the structural interpretability route of the Knowing chapter by
removing the hardware dependency that bounded Section 3.2. Replacing recorded gaze with
a learned saliency predictor moves the method one step away from the directly human-
grounded foundation: the prompt is no longer what a clinician looked at, but what a model
trained on clinician gaze predicts a clinician would look at. What survives the substitution
is the inspectability property. The robustness analysis bounds what this inspection can
deliver: agreement between the predicted map and the clinically expected attention region

is necessary for SAM to segment correctly but is not always sufficient.

3.3.4 Publications

Rutger Hendrix, Giovanni Patané, Giovanni Bellitto, Federica Proietto Salanitri, and Con-

cetto Spampinato. Predictive gaze-driven prompts for medical image segmentation using
Frozen SAM. Submitted to MICCAI 2026, under revision.
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Chapter 4

Doubting: Uncertainty-Aware Federated

Learning

This chapter argues that uncertainty, efficiently implemented as a structural property, can
serve as a learning signal in the federated setting, governing what is shared between clients
in addition to flagging unreliable predictions. The previous chapter treated uncertainty as
a deferral cue: a per-prediction estimate that warrants clinician takeover when the model
should not commit. That concept remains, but is applied inversely as a signal for whether
a client’s contribution will help the global model or harm the rest. An uncertainty estimate
that stays inside a single client wastes information that could discipline this exchange. The
standard federated protocol exchanges model parameters or gradients (Section 2), and this
unit of exchange carries two costs: parameter updates potentially leak information about
the data that produced them, and they offer nothing a clinician can inspect.

Section 4.1 builds this into FedEvPrompt, an evidential federated learning framework in
which uncertainty-filtered attention maps replace parameter aggregation as the unit of inter-
client exchange. Each client learns prompts on a frozen ViT backbone under an evidential
loss, and contributes to a shared buffer only those attention maps whose per-sample uncer-
tainty is lowest, outperforming parameter-sharing baselines and prior non-parameter-sharing

methods in a non-i.i.d data setting.
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4.1 Evidential Federated Learning for Skin Lesion Image

Classification

In recent decades, deep learning has played a leading role in medical image analysis, including
skin lesion classification. However, most of the existing methods rely on centralized learning,
assuming data uniformity and accessibility, which often does not align with the reality of
decentralized and privacy-sensitive clinical settings. Federated learning (FL) emerges as a
promising solution to this challenge, enabling model training across distributed devices while
preserving data privacy. Methods like FedAvg [112] and FedProx [95] have addressed issues
such as non-i.i.d. data and system heterogeneity, yet they still face obstacles, particularly in
scenarios with class imbalance. Evidential Deep Learning (EDL) [144] has found adoption
in FL to handle these limitations in medical data, thereby enhancing model confidence and
reliability, crucial for clinical applications. For example, the recent work on uncertainty-
aware aggregation of federated models for diabetic retinopathy classification demonstrates
its efficacy in improving model performance and reliability [169].
Furthermore, the scarcity of data poses an additional significant challenge, often leading
to model overfitting and suboptimal federation performance. Recent techniques like learn-
able prompting [96], particularly effective in low-data regimes, offer a promising solution by
facilitating personalized model tuning across distributed clients [92]. Nonetheless, privacy
concerns persist, particularly due to the sharing and aggregation of model parameters, which
poses the risk of reconstructing training images, as demonstrated by recent studies [43, 194].
To mitigate these concerns, one strategy involves sharing suitably-constructed synthetic data
generated through generative models [124]. Yet, the use of generative models carries its own
risks, potentially memorizing and reproducing sensitive training samples, thus exacerbating
privacy concerns. Alternatively, sharing visual representations rather than parameters struc-
turally excludes the attack regime that targets shared parameter updates AW = Wi — Wt
(which approximate the accumulated local gradients), including white-box model inversion
and the parameter-access variants of membership inference [115] and property inference [113].
Input reconstruction remains a threat in principle, but is not worse for visual-representation
sharing than for parameter sharing: attackers exploiting saliency-style explanations [188§]
achieve reconstruction quality on par with gradient-inversion attackers exploiting shared
parameters [194, 43].

We propose FedEvPrompt, which integrates evidential deep learning, prompt tuning, and
knowledge distillation of visual representations to address these limitations. FedEvPrompt

trains prompts prepended to pre-trained ViT models in an evidential learning setting, max-
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imizing class evidence. Knowledge sharing across clients in the federation is achieved only
through knowledge distillation on attention maps generated by ViT models, which avoids
sharing parameters or pixel-level data. The choice of attention as the exchange unit connects
to Chapter 3, where clinician attention guided the model from the input side; here, model
attention is shared across clients on the output side. While our approach maintains a high
level of abstraction for minimizing privacy leaks, it also provides richer information than av-
erage logits, as in FedDistill [145], or prototypes, as in FedProto [154]. Thus, FedEvPrompt
represents a principled way to share insights into the decision-making process of local models
for enhanced federated performance, as demonstrated by the results achieved on a real-word

distributed setting for skin lesion classification.

4.1.1 Method

We introduce FedEvPrompt leverages prompt evidential learning and knowledge distillation
on ViT attention maps for enabling effective knowledge aggregation across federated clients.
The overall learning strategy is described in Fig. 4.1.

FedEvPrompt is based on a pre-trained ViT model, kept frozen across all clients within
the federation. Upon the fixed backbone, prompts are prepended on each client model and
optimized using local data. Each client also computes attention maps (through attention
rollout mechanism [1]) for each class and shares a subset of them with the federation. The
attention maps by all clients form our uncertainty-aware attention buffer that is used for
knowledge distillation during prompt learning.

Learning is organized in rounds: at each round, federation clients carry out different
local training epochs for prompt optimization through a combination of evidential loss for
learning class evidence and knowledge distillation loss on the per-class attention maps present
within the buffer. At the end of training round, each client identifies its M most informative
attention maps for each class and updates the buffer.

More in detail, each client employs a frozen ViT, as the backbone, with two sets of prompts
b-prompts and t-prompts. Each prompt is associated with a specific attention layer, with
the b-prompts (basic prompts) prepended to layers with low-level feature representation and
the t-prompts (task-specifc prompts) to deeper layers with high-level feature representation.
The parameters of the prompts are incorporated through pre-fix tuning. Let’s denote the
output of the iy, attention layer as h; with ¢ € 1--- H where H is the number of attention
layers. The prepended parameters for the key and value inputs, denoted as pryp and pr,

respectively, are incorporated into the multi-head self-attention (MSA) operation as follows:

MSA(hg, [pri; hic), [prl?; hv)) (4.1)

v o)
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Figure 4.1: Overview of FedEvPrompt. During a round of Training (top), local data
is used to optimize b-prompts, encoding general visual features, and t-prompts, encoding
task-specific information, prepended to a frozen ViT encoder. Optimization is carried out
by minimizing evidential loss (£.) and a knowledge distillation loss (Lxp) between local
attention maps and those of the federation available in the uncertainty-aware attention buffer.
After a round of training at Inference (bottom), the client identifies, for each class K, its
M most informative attention rollout maps (sorted by lowest uncertainty) to contribute to
the federated uncertainty-aware attention buffer.

78



CHAPTER 4. DOUBTING: UNCERTAINTY-AWARE FEDERATED LEARNING

where hg, hg, and hy represent the query, key, and value outputs from the previous
layer, respectively. The prepended prompts pr,(f) and pn(,i) are b-prompts to the first [ layers,
and t-prompts to the last H —1[ layers. The two sets of prompts undergo distinct optimization
strategies: b-prompts require slower adaptation since the frozen backbone (ViT) has already
grasped general visual features. Conversely, t-prompts necessitate faster adjustments to
accommodate varying data distributions. Consequently, p; < o, where py and py denote
the learning rates for the b-prompts and g-prompts optimizers, respectively. Both set of
prompts are optimized by minimizing an overall loss L that includes an evidential loss

term L. and a knowledge distillation loss term Lxp on the shared attention map buffer A:
Lo=L.+ M xp (42)

where A = 1e% is a parameter controlling the balance between the two terms to have a similar

order of magnitude.

Evidential loss

Our method is based on evidential learning, i.e., the classification model outputs evidences
E =ley, ..., ex|, with K categorical class elements (number of classes). The Dirichlet distri-
bution characterizes the likelihood of each discrete probability value within a set of possible
probabilities. It is parameterized by a vector of K elements (classes), a = |aq,...,ak],
defined as ap = e, + Wy, with e, being the model evidence for class k, and W)}, the prior
weight for that class. Classical EDL assumes a uniform Dirichlet (Dir(1)) distribution as a
prior, i.e., W = (1,1,...,1). The uncertainty for the i"* input sample is then estimated as
u; = %, with S being the total Dirichlet strength S = Zle ag. Due to the strong class
imbalance typical in federated learning settings, we change the uniform evidential prior to a

skewed distribution, weighted by class frequency:

. K N,
such that S5 W, = K.
Prompt parameters are finally optimized by minimizing the evidential loss defined in [144]
as a combination of MSE and KL divergence. Given the " input sample, the one-hot-
encoded vector y; of its class label k, and its expected probabilities p;, the evidential loss

L. is computed as:
L(0) = Eppir(e) [(yz — i) (yi — pz)] + A Dg 1 (Dir(pi|ag)||Dir(p;|w;)) (4.4)
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with Ag; = min(1,¢/10) being an annealing factor applied to gradually increase the regu-
larization impact with the number of epochs t.

In order to let the evidence for incorrect classes shrink to the weighted prior values
W, the KL divergence loss term minimizes the distributional difference between W and
misleading evidence @, formulated as a = y-w + (1 — y) © a. Given the weighted prior
distribution W = Dir(p|w) and P = Dir(p|a), the general KL divergence form for the
Dirichlet distribution [127] becomes:

r(Zia) 3 (K ,

r
Dict (Dir(p/) | [Dix(plw)) = log | ——
I (D wk) k=1

S ~ L Zk 10 ) - TTmy T (i)
; Qy — W) [ (a) — (; ap, ] = log < ). lzlkl NN 4 (4.5)
+ ) (ar — wy) - liﬂ(&k) — 1 (Z @)]

With I' being the gamma function, and ¢ being the digamma function.

Uncertainty-Aware Attention Buffer for Knowledge Distillation

Prompt optimization involves minimizing a knowledge distillation loss Lxp term between
the model attention maps (computed through attention rollout) and the maps available in
our uncertainty-aware attention buffer A shared within all the C' clients of the federation,

with each client providing M attention maps for each of the K classes:

cC K M

A=UJU U e (46)

e=1k=1m=1

here a.,; € R"*W represents the i" attention map for the k' class of the ¢ client of
the federation. H and W are the height and width of the attention maps equal to input
image dimensions. The knowledge distillation loss Ly p for a generic training sample of

client ¢, with class k can be expressed as:
C\¢ M

Lxkp=— Z > ek, — i) (4.7)

i=1 m=1
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‘aqk_ - ai7k7m||2 denotes the squared Euclidean distance between the attention

where,

map a.r, of the considered training sample and a;,, being an item of the buffer A.

The selection of samples for the attention buffer A by each client is based on the as-
sumption that each local model should share its most confident predictions and indicate the
image regions it focuses on. We use uncertainty scores from our evidential learning approach
to guide the selection of attention maps for sharing within the federation. Specifically, we
compute uncertainty scores, u§k), for each sample in class k, where j ranges from 1 to N®*),
the total number of samples in class k. From these, we select the M samples with the lowest
uncertainty scores, denoted as {ugk),ugk), e ,ug\’fl)}, and corresponding attention maps for

inclusion in our uncertainty-aware attention buffer, A, replacing older ones.

4.1.2 Experimental Results

We validate the effectiveness of our proposed method on a multicenter dataset of 23,247 der-
moscopic images of nine skin lesions from different populations and medical centers, based
on the ISIC2019 dataset |61, 29, 160]. To carry out federated learning, we organized the

dataset into six nodes, with each node representing data from a specific source: Client C1

FedISIC-2019

8000 = Negative
c1 G Positive ‘ ‘] ca
= 5000 .
' F
c2f W 4000 \ . . c5

e ]
o o 2000 ‘ -
c3 % s ?’; F ace
B 4 R 0 - ik
C1 Cc2 C3 C4 C5 Cé6
Clients

Figure 4.2: Distribution of the Fed-ISIC2019 dataset across clients.

contains the BCN20000 dataset as described by Combalia et al. [61], which includes 19,424
images from the Hospital Clinic in Barcelona; Clients C2, C3 and C4 are from the Austrian
portion of the HAM10000 dataset [160], with images from the ViDIR Group at the De-
partment of Dermatology at the Medical University of Vienna; Client C5 is also part of the
HAM10000 dataset and contains the Rosendahl image set from the University of Queensland
in Australia; while client C6 includes the MSK4 dataset [29]. The overall dataset exhibits

heterogeneity in both the number of images contributed by each client as well ass in the
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distribution of classes, as illustrated in Fig. 4.2, making it a strong real-world use case for
testing federated learning methods. For this study, we will focus on the binary classification

task of distinguishing Melanocytic nevus from other skin lesions.

Training procedure In our setup, for each client, data is divided into a 75% training
and 25% test split. Training is executed over 5 communication rounds, with 15 training
epochs per round. Our model architecture employs a frozen ViT backbone augmented with
additional parameters for b-prompts, t-prompts, and a classification-head. The ViT back-
bone specifications include an embedding dimension of 384, 6 attention heads, 12 blocks,
and an input size of 224x224 pixels. For the b-prompts and t-prompts, the prompt keys
(k and v) have a sequence length of 50, while [ is 3 out of the 12 attention layers. We set
the learning rates p; and ps to 2.5e — 4 and e — 4 respectively, with a weight decay factor
of le — 2. Additionally, each client contributes 5 attention rollout maps per class (i.e., M
in Eq. 4.6) to the uncertainty-aware attention buffer. Results are presented as in terms of
balanced accuracy on the test set at the conclusion of all rounds.

Results. In Table 4.1, we present a comprehensive performance comparison between FedE-
vPrompt and existing federated learning methods. FedAvg [112] serves as our baseline.
Fed AvgPers builds upon FedAvg by integrating a personalization step through local data fine-
tuning, aligning with our emphasis on personalized learning via b-prompts and t-prompts
tuning. Additionally, we incorporate FedProx [95], specifically tailored to address non-I1ID
data like our skin lesion dataset.

Given that our approach employs knowledge distillation without parameter sharing, we in-
clude two analogous methods in our analysis: FedProto [154] and FedDistill [145]. We
also evaluate the performance of local training, where client models are trained indepen-
dently without parameter sharing, using both sets of prompts (i.e., (b,t)prompts), and using
only one set of prompts (gprompts - general prompts) across all attention layers. We define
g-prompts = [b-prompts, t-prompts] with both learning rates set to ;. This evaluation aims
to validate our choice to apply different parameters across different attention layers and to
demonstrate the advantages provided by our federated learning approach.

Results show that FedEvPrompt outperforms its competitors, including those that share
parameters (thus being less privacy-preserving), such as FedAvg [112] and FedProx [95]. No-
tably, when comparing FedEvPrompt performance with other methods that do not share
parameters, namely FedProto [154| and FedDistill [145], we observe higher performance
across all clients and a lower standard deviation, indicating better convergence in accuracy
among clients.

We finally conducted an ablation study to assess the impact of various prompting options
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Table 4.1: Comparison with state-of-the-art methods on the Skin Lesion Dataset. In
bold, best accuracy values.

| C1 C2 C3 C4 C5 Cé | Avg

Local b, tprompts 72.56 50.00 89.91 79.94 67.61 50.00 68.34+10.98
Local gprompts 50.00 50.48 84.79 78.91 71.59 50.00 64.30+10.31

FedAvg [112] 74.74 72.79 67.74 79.89 67.61 77.09 73.31+3.64
FedAvgPers 77.79 68.01 84.84 78.08 67.61 82.66 76.50+7.25
FedProx [95] 81.34 68.14 74.69 75.15 77.84 78.65 75.97+4.55

FedProto [154] 71.88 69.04 66.34 69.71 58.52 73.57 68.18+5.34
FedDistill [145] 81.08 67.42 60.96 77.13 70.45 80.33 72.90+7.98

FedEvPrompt‘ 81.02 71.83 84.15 79.02 68.18 79.35‘ 77.26+4.65

and sharing strategies among nodes within the federation. It’s worth noting that while
prompt sharing may potentially compromise privacy guarantees, exploring its effectiveness
compared to using private prompts and our proposed knowledge distillation approach is
interesting.

To this end, we initially assessed the performance of a variant of Fed Avg where only low-
level b-prompts are shared, gradually incorporating t-prompts and knowledge distillation on
the uncertainty-aware attention buffer. Furthermore, we examined the variant of the pro-
posed prompting strategy using a single set of general prompts g-prompts shared between
nodes and coupled with our knowledge distillation method. Our findings, outlined in Ta-
ble 4.2, underscore the significance of separate prompt learning, as evidenced by the subpar
performance of the g-prompts variants. Interestingly, sharing separate sets of b-prompts and
t-prompts (first two rows of Tab. 4.2) proved less effective than keeping them private and
employing knowledge distillation (best performance observed in the last two rows of the same
table). Moreover, we demonstrate that our strategy of incorporating attention maps based
on uncertainty scores (as detailed in Sect. 4.1.1) yields superior performance compared to
random selection of buffer samples. These two last considerations highlight the informative
contribution provided by the attention maps corresponding to the lowest uncertainty samples

driving clients’ models towards the most significant regions of skin lesion images.

4.1.3 Discussion

This section introduced FedEvPrompt, a federated learning framework combining eviden-
tial deep learning, prompt tuning, and knowledge distillation on Vision Transformer at-
tention maps. On the Fed-ISIC2019 benchmark, which partitions skin lesion classification

across six institutional sources with heterogeneous class distributions, FedEvPrompt outper-
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Table 4.2: Ablation study results showing the impact of shared prompts and knowledge
distillation (KD) on federated learning performance.

| C1 C2 C3 C4 C5 Cé6 Avg

Fed AVg bprompts 50.00  70.04 7029  79.61 7159  79.21  70.18+7.56
+ tprompts TAT4 7279 6774 79.89  67.61  77.09  73.31+3.64
+ KD 73.02 7141 7680 8174  67.61  79.25  74.97+3.94
FedAvg gprompts 50.00  70.88 7277  50.00  67.61  50.00  60.21:+6.81
FedAvg gprompts + KD | 811 7132 7283 7889  63.64 8049  74.71+£6.18
KD andom 7812  69.40  76.80  80.30  68.75  77.65  75.17+3.66
KDyncertainty (Ours) 81.02 7183 8415 79.02 6818  79.35  77.26+465

forms parameter-sharing baselines (FedAvg, Fed AvgPers, FedProx) and prior non-parameter-
sharing methods (FedDistill, FedProto) on average balanced accuracy, in a setting where the
non-i.i.d. structure arises from the data sources themselves rather than from a synthetic
partitioning of a centralized dataset. The privacy advantage of attention-map sharing over
parameter sharing is a structural property of the exchange unit rather than one measured by
a formal privacy analysis. Evidential uncertainty is well-matched to the federated setting be-
cause it adds no inference-time cost beyond the standard forward pass: the Dirichlet output
that supports the buffer selection is produced as part of the same prediction step the client
would run regardless. Approaches that produce uncertainty through stochastic sampling
or model ensembling require either multiple forward passes per sample or multiple parallel
models, costs that compound when every candidate sample must be scored per round. The
buffer selects, per client and per class, the M attention maps with the lowest predictive un-
certainty, a scalar derived from the Dirichlet output. Decomposing this scalar into vacuity
(insufficient evidence) and dissonance (conflicting evidence) |77, 54] is a natural refinement:
the two failure modes have different implications for whether a map is worth sharing, with
vacuity indicating a client that lacks evidence to contribute and dissonance indicating gen-
uinely ambiguous cases that may still be informative to peers. A more fundamental bound
applies to both decompositions. Evidential uncertainty quantifies the evidence a model has
within its own feature space. It flags samples that are poorly supported by the training
distribution, but it cannot detect that the feature space itself is inadequate, nor separate
correlational from causal support. A model with a systematically biased representation may
remain confident and unflagged, and separating little evidence from wrong evidence would
require interventional data or distributional assumptions that the federated setting does not

provide.
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This section’s contribution to the chapter’s Doubting argument is that uncertainty, when
efficiently implemented as a structural output of the model, serves as a selection criterion on
what enters the federation. The choice of attention maps as the exchange unit also connects
to the preceding chapter, where clinician attention served as a prompt to the model, and
where the same representational surface now becomes the interface between models in a

federation.

4.1.4 Publications

Rutger Hendrix, Federica Proietto Salanitri, Concetto Spampinato, Simone Palazzo, and
Ulas Bagci. Evidential federated learning for skin lesion image classification. In Interna-
tional Conference on Pattern Recognition (ICPR), pages 354-365. Springer, 2024.
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Chapter 5

Forgetting: Instant Machine Unlearning

This chapter argues that pre-committing to forgetting structurally unlocks capabilities that
post-hoc unlearning cannot deliver. Standard unlearning methods pay the cost of forget-
ting at request time, through retraining, access to the original data, or an auxiliary teacher.
The contributions here pre-commit that cost at training time: knowledge to be forgotten
is localised in a small, modular component on top of a frozen pre-trained backbone, and
unlearning reduces to removing or swapping that component. Section 5.1 builds this into
Pre-Forgettable Models, in which class-wise knowledge is held in dedicated learnable prompt
tokens on a frozen backbone, so that unlearning a class is the removal of its prompt. Sec-
tion 5.2 extends this to TrustErase, which binds each unlearning configuration to a non-
trainable passport embedded inside the model’s LoRA adapters. The passport makes the
deployed model’s unlearning configuration auditable, so that an authority can confirm which

configuration is in force rather than relying on the developer’s claim.
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5.1 Pre-Forgettable Models: Prompt Learning as a Na-

tive Mechanism for Unlearning

The advent of foundation models has significantly advanced multimedia understanding, en-
abling robust and transferable representations across a range of modalities and tasks [34,
130, 58|. Yet alongside this capacity to learn, models are increasingly expected to unlearn
— to remove specific knowledge or data influence efficiently and on demand. This de-
mand is driven by privacy mandates such as the GDPR’s right to be forgotten [165] and to
broader needs for fairness, adaptability, and bias correction [152]. A common approach is
approximate unlearning, which sits between full retraining (a gold standard that is rarely
affordable) and exact removal (which generalizes poorly to deep networks). Targeted strate-
gies such as data sharding [16], gradient negation [108|, parameter perturbation or layer-wise
resets [41, 47|, and teacher-student or prompt-based distillation |28, 172] reduce the cost rel-
ative to retraining, but remain post-hoc corrections: they assume an unlearning stage that
runs after training, with access to data, an auxiliary teacher, or a window of computation
that is incompatible with continuously deployed systems.

We propose a different starting point: embed the unlearning operation into the archi-
tecture, so that it is available without retraining and without data at request time. Our
strategy leverages prompt-based learning, but reinterprets its purpose. Where prior work
uses prompts to adapt a frozen backbone to new tasks [90, 102, 190|, we treat them as con-
tainers for class-specific knowledge that can be independently manipulated, and in particular
removed. Each class is associated with a dedicated, learnable prompt token and during train-
ing only the prompts, adapters, and classifier head are updated while the foundation-model
backbone remains frozen. Class-specific knowledge is therefore localised within prompts,
and unlearning a class reduces to removing the corresponding prompt — without modifying
weights, accessing training data, or triggering any retraining.

We evaluate this design across three medical image classification tasks from the MedM-
NIST v2 benchmark — BloodMNIST, DermaMNIST, and OrganSMNIST — using a frozen
Vision Transformer with shallow prompt tuning and LoRA adapters, and an additional audio
benchmark (UrbanSound8K) to test applicability across modalities. Unlearning is measured
under three forget-set configurations: a single class, half of the classes, and all but one. The
method achieves near-random accuracy on forgotten classes while maintaining high accuracy
on retained ones, and resists membership-inference attacks. Beyond the unlearning evalua-
tion itself, we also examine a bonus of the design, where variations across subsets at inference

yields a per-sample uncertainty signal, which we compare against MC dropout.
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5.1.1 Related Work

Machine unlearning has become an increasingly important area of study, driven by privacy
regulations such as the GDPR and the growing demand for dynamic data governance in
Al systems. Existing techniques can be broadly classified into two categories: data-centric
and model-centric approaches, each presenting distinct trade-offs in terms of scalability,
guarantees, and practicality.

Data-centric methods aim to localize data influence within the training set to simplify
removal operations. For instance, SISA [16]| partitions the data into disjoint shards and
trains separate sub-models, allowing efficient retraining upon deletion. While this avoids full
model retraining, it requires storage overhead and may degrade performance as the number
of shards increases. Other strategies include data obfuscation [52], which corrupts or relabels
targeted samples, and summation-based representations [20], which compress training data
to support fast recomputation. However, these methods typically assume access to the
original dataset and offer limited guarantees of complete forgetting.

Model-centric techniques instead modify the trained model directly, without relying
on the training data. Certified removal [53] uses influence functions to estimate and reverse
the effect of individual data points—mainly in convex settings. SSD [41], a Fisher-based
approach, perturbs parameters according to their importance to selectively erase memorized
information. While these methods bypass retraining and offer some theoretical grounding,
they often incur high computational costs and face challenges in deep, non-convex architec-
tures. Hybrid techniques like CF-k and EU-k [47] achieve partial unlearning by retraining
upper layers while freezing lower ones, but this can leave residual knowledge in the frozen
backbone, limiting their effectiveness.

Building on these categories, class-level unlearning has emerged as a more structured
and task-aligned formulation, especially relevant for classification problems. Instead of tar-
geting individual samples, these methods aim to erase entire semantic categories. PBU [121]
treats unlearning as a Bayesian optimization process, selectively degrading performance on
the forgotten class while maintaining accuracy elsewhere. More recently, prompt-based tech-
niques [172| associate clustered data regions with learned prompts and classifier heads, en-
abling post hoc removal through retraining specific clusters. While promising, these methods
still require additional unlearning phases and lack true modularity or data-free operation,
that is, an unlearning step that at request time needs access to neither the forget set nor the
retain set.

Our method extends this line of work by reimagining prompts as self-contained carriers

of class-specific knowledge, explicitly localized during training. By binding each class to a
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dedicated prompt token and freezing the backbone, our model enables immediate, verifiable
unlearning simply by removing the corresponding prompt—without accessing data, modify-
ing model weights, or performing any retraining. This design supports scalable, interpretable,
and retraining-free unlearning, directly addressing the limitations of prior approaches in both

practicality and deployability.

5.1.2 Method

We propose a prompt-based framework that attaches a learnable prompt to each class in order
to gate its recognition. In essence, the knowledge of each class is isolated into a small prompt
vector (or set of vectors) that conditions the model’s prediction for that class. This design
is modality-agnostic: it can be applied to image classification, text classification, or any
domain where a pretrained encoder can be conditioned on prompts. Crucially, unlearning
a class is as simple as removing its prompt—with no retraining and no changes to the
encoder’s weights. Once a class’s prompt is removed, the model no longer recognizes that
class, as if the class had never been learned, while all other classes remain fully recognizable.

For example, consider a medical image classification scenario in which a model diagnoses
diseases from X-ray images. In our framework, each disease class (e.g., pneumonia, nodule,
etc.) 1is associated with its own prompt embedding that “activates” recognition of that
condition. During inference, an X-ray image is analyzed in conjunction with each disease’s
prompt to produce class-specific confidence scores. If a certain disease must be unlearned
(say due to a patient data removal request or a shift in policy), we simply detach the
corresponding disease prompt. The model, without that prompt, will cease to predict the
removed disease—any input that previously triggered the now-removed prompt will yield
no high-confidence prediction for that class. This medical imaging use case illustrates the
approach in a high-stakes domain, but the method is general: the prompt-based gating
works for any classification task (but it can be extended to all those tasks that can be
tackled through prompt tuning), providing a flexible mechanism to add or remove classes on
the fly.

Figure 5.5 illustrates the mechanism using a medical image classification case: during
training, the model learns to associate each class with its unique prompt (key). During
inference, removing the prompt prevents recognition of that class, effectively achieving un-
learning.

The architecture of the proposed approach consists of a frozen backbone encoder fj (with
parameters 6 fixed after pre-training) and a set of class-specific prompt embeddings. Each

class c in the label set C'is assigned a prompt p., which is a small learnable vector or collection
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Figure 5.1: Prompt-based learning and unlearning framework for medical image
classification. Each class is linked to a specific prompt. During training, prompts are used
to learn class-specific representations. At inference, removing a prompt prevents the model
from recognizing that class.

of vectors. These prompts serve as dynamic conditioning parameters that modulate the
encoder’s behavior for their respective class. We represent each prompt p. as, for example,
a trainable sequence of M tokens in the same embedding dimension d as the encoder.

The prompts are integrated into the input processing pipeline of the encoder through
concatenate to the input features: for vision transformers (e.g., ViT backbone used for
medical image classification), we prepend the M prompt tokens to the sequence of image
patch embeddings at the input layer. This way, the self-attention layers will attend to both
the image patches and the prompt tokens.

Formalisation

Let fy be a frozen pretrained foundation model suitable for the task domain, e.g., a vi-
sion transformer (ViT) for image classification or a CLIP-like encoder for multimodal in-
puts—with fixed parameters 6. The backbone is never updated during training, which
ensures that learned representations remain stable and that changes to prompt structure are
fully traceable.

We define a set of target classes C = {ci,...,cx}. To each class ¢; € C, we asso-
ciate a unique learnable prompt vector p.,. These prompt vectors, together with a sin-
gle set of lightweight low-rank adaptation (LoRA) modules with parameters ¢, are the
only trainable components of our system. The prompts collectively form the prompt set

P ={pey, Peys - - - s Deyc }- Each prompt is intended to function as a semantic key that unlocks
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the model’s ability to recognize the corresponding class.

Let x € X denote an input sample and ¢ € C its corresponding label, with training pairs
drawn from a data distribution D, i.e., (z,¢) ~ D. For each training instance, we provide the
model with the correct class prompt p., along with a set of m distractor prompts, sampled
from the remaining class prompts P\ {p.}, with m drawn from a distribution ¢(m). This
forces the model to learn to discriminate based on the correct prompt, even in the presence
of misleading alternatives.

The prediction is thus made by the following formulation:

= Jos(x, S{pet Uo(P\{pc},m))) (5.1)

where § is a permutation function used to randomize prompt order and prevent positional
bias, and o(P \ {p.}, m) is a sampling function defined below.

To construct the distractor prompt set, we define the sampling operation:

U(P \ {pc}’ m) = {pﬁnp&w s 7p5m}7

(5.2)
where {pz,,...,pz,} ~ Uniform(P,,(P \ {p.}))

where ¢1,...,¢, € C\ {c} denote m distinct distractor classes, drawn without replacement,
with m < K — 1.

This ensures that the model is consistently exposed to a diverse mixture of incorrect class
prompts during training, which strengthens the coupling between correct prompt and class
label, while weakening associations with unrelated prompts.

Thanks to this design, forgetting a class is immediate and straightforward: to unlearn
class k, we remove its prompt p, from the set P. Since the model has been trained to
produce a near-uniform output distribution whenever the corresponding class prompt is
absent, removing p; causes the model to no longer confidently predict k: for inputs of
class k, the output distribution approaches uniformity, with no class exceeding chance-level

confidence.

Training objective

The training objective is designed to simultaneously achieve two complementary goals: (i)
accurate classification when the correct class prompt is present, and (ii) effective unlearning
when the class prompt is absent. To this end, we define two loss terms—a standard learning

objective and a novel unlearning objective—that are jointly optimized.
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Learning Objective. The primary objective ensures that the model correctly predicts
the class label ¢ when the correct prompt p. is available among the input prompts. This
encourages the model to associate the presence of a specific prompt with the corresponding

class semantics. The learning loss is computed as:

Lican = B(a.)~D, mq(m) [ (fo,0(2, S({pe} Ua(P\ {pe},m))), ¢)] (5:3)

where the expectation is taken over training pairs (x, ¢) ~ D and the number of distractors
m ~ q(m), ¢ is the standard cross-entropy loss, S denotes the permutation operator applied
to the set of prompts (to prevent position encoding bias), and ¢ is the distractor sampling
function described earlier. This loss enforces that classification performance remains high

under the correct prompt-conditioning scenario.

Unlearning Objective. To ensure that the model abstains from predicting a class when
its corresponding prompt is removed, we introduce an unlearning objective. Specifically,
when the input is paired only with incorrect prompts (i.e., the target class prompt is ex-
cluded), the model is trained to produce a high-entropy output distribution over the class
space. This is achieved by minimizing the divergence between the model’s output and a

uniform distribution:

Lunteamn = gz, matom) | Dt (fao(@ S(o(P\{pe},m))) ) (5.4)

where u is the uniform distribution over the K classes, and Dy;, denotes the Kullback-
Leibler divergence. This term penalizes confident predictions made in the absence of the
correct prompt, promoting uncertainty and thus enabling effective unlearning behavior.

The final training loss combines the two components described above:

L= £learn + )\Eunlearn (55)
where A € R™ is a hyperparameter controlling the trade-off between accurate classification
and the strength of the unlearning signal.
Inference-Time Uncertainty Estimation

With the permutation operation S and the varying number of distractors m applied during
training, £ marginalises over a distribution of prompt-subset configurations. The trained
model therefore learns to assign the same target class under different configurations, but the

underlying computation need not be invariant, and residual variation across configurations
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remains measurable at the output. We use this source of variation at inference, and evalute
this variance usefulness as deferral signal.

Let = be a test image and let 7 (z) = {(P®,SM)}T | be a set of T prompt subsets
sampled from the configuration space described below. For each t we run a forward pass
and obtain a softmax output p,(x) € RY. The total uncertainty score is the entropy of the

average prediction:

T C
:%me), H(z) = logC’Z ) log po(x) € [0,1] (5.6)

where log C' normalizes H to the unit interval.

Configuration space. FEach test-time sample varies in non-target subset content and or-
dering. Each subset size s € {1,...,C —1} is allocated an equal share of the budget T" where
the combinatorial space allows; sizes whose configuration space is smaller than this share are

covered completely, and the remaining budget is split evenly across the larger sizes.

Unlearning-Driven Design Advantages

This unified optimization scheme ensures that each prompt functions as both a semantic
key and a control token: the model learns to predict a class only when its associated key is
present and reliably abstains when it is absent. By encoding this behavior during training,
we eliminate the need for post hoc unlearning procedures, achieving fast, interpretable,
and modular forgetting directly at inference time. This makes the approach particularly
appealing for dynamic or privacy-sensitive multimedia systems, where class availability may
evolve over time or depend on external constraints (e.g., regulatory requests, user consent,
or clinical scope).

Overall, the advantages of the proposed formulation are the following ones:

e Modularity. Our framework is highly modular: each class is encapsulated by its
prompt, acting as an independent module that can be added or removed at will. Elim-
inating a class is done by simply dropping its prompt. The rest of the system continues

to function with zero change.

e Inference-time uncertainty estimation. The output variation across subsets at
inference provides a usable uncertainty signal. The entropy of the averaged predic-
tion (5.6) provides a per-sample uncertainty estimate, with no auxiliary component or

separate training objective.
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e Interpretability. The effect of removing knowledge is transparent in this framework.
When a prompt is removed, the model explicitly loses the ability to recognize the
associated class, which is reflected in its outputs: if an image of the removed class is
given, no prompt will trigger a high response, resulting in either an abstention (no
class scores high) or a roughly uniform probability across remaining classes. This
behavior is intuitively interpretable as “the model doesn’t know that class.” In contrast
to opaque weight pruning or obscure fine-tuning adjustments, our method provides
a direct correspondence between a unit (the prompt) and a semantic concept (the
class). Thus we can understand and control the model’s knowledge at the granularity

of classes.

e Scalability. Because the backbone encoder is fixed, scaling the model to many classes
is efficient. The memory and computational footprint of prompts is minimal — prompt
vectors are tiny compared to model weights — so adding dozens of new classes only
increases the model size and inference cost marginally. There is no need to retrain or
even touch the heavy backbone 6 when the class set changes, avoiding the expensive

retraining typically required for updating a classifier.

5.1.3 Experimental Results

We evaluate our method through a comprehensive set of experiments designed to assess its
effectiveness, robustness, and generalizability in achieving class-level unlearning. Given the
increasing demand for privacy-aware machine learning—especially in sensitive domains like
healthcare—our primary evaluation focuses on medical image classification, where forgetting
disease-specific classes is of practical importance. To demonstrate the modality-agnostic
nature of our approach, we extend the evaluation to audio classification. The evaluation
protocol is structured to quantify not only how well the model forgets specified classes but
also how effectively it retains performance on the remaining ones. In addition, we assess
privacy resilience, computational efficiency, and the reliability of inference-time uncertainty
estimation, thereby establishing the practicality of our method in real-world dynamic learning

environments.

Datasets

For medical image classification, we used three publicly available medical image classification
datasets as part of the MedMNIST v2 collection [175]: BloodMNIST, DermaMNIST, and
OrganSMNIST. These datasets span diverse medical imaging modalities and diagnostic tasks,

allowing us to assess the generalizability of our method across different domains:
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e BloodMNIST |2]: Comprises 17,092 microscopy images of blood cells annotated for
classification into eight categories, including different types of white blood cells, red

blood cells, and platelets.

e DermaMNIST (160, 29]: A dataset of 10,015 dermatoscopic images representing seven

common pigmented skin lesions.

e OrganSMNIST [12]: Contains 25,211 abdominal CT scans for organ classification,

covering 11 different organ types.

All images have a resolution 224 x 224 pixels, and we follow the standard dataset splits for
training, validation, and testing, as described in the medMNIST v2 collection.

For the audio classification task, we use the UrbanSound8K [138] a widely adopted bench-
mark for environmental sound classification, consisting of 8,732 labeled audio clips, each up

to 4 seconds in duration, covering 10 distinct sound categories.

Experimental setup

For medical image classification, we use a Vision Transformer (ViT-Base) as the frozen
backbone and adapt it through parameter-efficient fine-tuning. For audio classification, we,
instead, use the Audio Spectrogram Transformer (AST) backbone [51], a convolution-free
Transformer model pre-trained on large-scale audio datasets. In both scenarios, only the
classifier head, prompts, and adapters are trained while keeping the backbone fixed. Visual
Prompt Tuning (VPT) [76] is applied in a shallow configuration. LoRa adapters [66] are
integrated into each Query and Value matrix of the transformer layers with a low bottleneck
dimension r = 4, a scaling factor s = 4, and dropout rate 0.1. A learning rate of 1e=3 is used
for all learnable parameters. The model is trained for 10 epochs, where class-specific prompts
are optimized simultaneously for learning and unlearning. At inference, the total budget for
uncertainty estimation is set to T' = 360 forward passes per test image, applied identically to
the prompt-subset and MC dropout procedures so the number of forward passes is the same
for both. Thresholds on H are calibrated on the validation split at three target accuracy
levels (95%, 97%, 99.9%) and applied unchanged to the test split.

We also evaluate performance of a Full Knowledge model, which follows the same config-
uration as above, but is trained solely for learning using a standard cross-entropy loss (i.e.,
we do not apply the unlearning loss defined in Formula 5.4. This provides an upper bound
for accuracy retention after unlearning.

To assess the effectiveness of unlearning, we measure accuracy on two sets: the retain set

and the forget set. The retain accuracy, Acc,, computed as
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Ace, — ﬁ S Egeyn, 1 [fo(2) = d (5.7)

CECT
quantifies the classification performance on the classes that should be retained, where C,
represents the set of retained classes, D, is the corresponding data distribution and 1 is the
indicator function.

The forget accuracy, Accy, computed as

Accs = ﬁ > Eeeyn, 1 [fo(2) = (5.8)
ceCy

measures how well the model still classifies forgotten classes, where C; represents the set
of forgotten classes and Dy is the corresponding data distribution. An effective unlearning
method should reduce forget accuracy (Accy) to near-random levels while maintaining stable
retain accuracy (Acc, ), ensuring that forgotten knowledge is erased without affecting retained

classes.
We consider three incremental scenarios based on the number f of classes to be forgotten.
In the first scenario, f = 1, only a single class is removed, leaving all others intact. In the
second scenario, half of the classes are removed, such that f = C/2 where C is the total
number of classes in the dataset. In the third scenario, all but one class are forgotten, which

means f = C' — 1. Per scenario, we report the average of all possible combinations.

Table 5.1: Unlearning results for f = 1, where a single class is forgotten. Notably, all
competing methods require 10 additional epochs of unlearning, whereas our method achieves
effective forgetting without any retraining—demonstrating its retraining-free capability and
deployment efficiency.

Method ‘ BloodMNIST ‘ DermaMNIST ‘ OrganSMNIST
Full Knowledge | 98.60 | 85.99 | 79.77
| |

‘ Ace, Accy Ace, Accy Acce, Accy

SSD [41] 94.06 £ 02.03 07.68 £ 01.12|76.47 £ 07.30 13.40 £ 05.34|71.65 £ 04.02 07.14 £ 03.85
Goel et al. [47] |81.81 +£01.90 10.95 £+ 01.75|76.87 4 01.75 43.83 &+ 02.29|76.86 + 02.41 44.33 + 06.35
LMEraser [172]/91.71 £06.00 0.02 +0.06 |[79.67 &= 04.46 00.01 & 0.03 |62.86 + 10.03 00.13 + 00.23

Ours 97.61 £02.63 10.54 + 11.38|85.14 £ 04.55 18.84 + (09.27|82.19 + 02.63 07.69 £ 08.47

Among existing unlearning methods, we selected SSD  [41] and Goel et al. [47] and
LMeraser [172] due to their ease of adaptation across different datasets, and close resem-
blance to our instant and prompt unlearning objective. Methods requiring extensive modifi-
cations were excluded to prevent potential bias. To ensure a fair comparison, we performed

a grid search for hyperparameter selection. As a baseline model for the competitors, we
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Table 5.2: Unlearning results for f = C//2, where half of the classes are forgotten.
Competitors are re-trained for 10 epochs.

Method ‘ BloodMNIST ‘ DermaMNIST ‘ OrganSMNIST
Full Knowledge | 98.60 | 85.99 | 79.77
‘ Ace, Accy ‘ Ace, Accy ‘

SSD [41] 95.45 £01.51 95.45 +£03.01{70.82 £ 00.81 67.01 + 01.17|69.52 £ 04.32 69.12 +£ 04.50
Goel et al. [47] [95.56 £ 08.30 95.56 + 10.40|70.87 4+ 07.30 67.06 + 08.15|79.83 + 11.27 62.58 4 10.06
LMEraser [172] [97.75 + 01.38 00.02 + 00.04|84.76 + 06.62 00.03 + 00.04|81.41 £ 07.56 00.01 =+ 00.00

Ours 98.43 £01.37 12.74 + 08.86|87.52 £ 05.68 16.00 + 05.86|86.62 £+ 05.93 07.72 £ 04.52

Ace, Accy

Table 5.3: Unlearning results for f = C' — 1, where all but one class is forgotten. Com-
petitors are re-trained for 10 epochs.

Method ‘ BloodMNIST ‘ DermaMNIST ‘ OrganSMNIST
Full Knowledge | 98.60 | 85.99 | 79.77
| Acc, Accy | |

SSD [41] 73.29 £ 06.58 77.36 £ 07.15/56.36 + 08.87 77.31 £ 06.33|/66.30 £ 03.59 71.72 £ 2.46
Goel et al. [47] |77.39 £ 04.81 68.80 £ 05.30{59.45 + 06.69 74.61 + 08.39|80.86 + 03.93 68.17 + 04.89
LMEraser [172] (99.75 + 00.31 01.12 + 01.73|97.76 + 02.33 00.35 =+ 00.35/99.80 + 00.18 01.61 + 01.31

Ours 99.27 £01.43 16.22 +04.19/96.09 £ 07.37 19.82 + 09.28|98.51 + 01.95 11.80 + 04.31

Acc, Accy Acc, Accy

trained the same ViT with LoRa and prompts for 10 epochs without unlearning loss, then

fine-tuned it for 10 more epochs using their respective unlearning strategies.

Unlearning performance

Tables 5.1, 5.2 and 5.3 compare the performance of our method against SSD [41] and Goel et
al. [47] and LMeraser [172] on BloodMNIST, DermaMNIST, and OrganSMNIST on forget-
ting a single class (f = 1), forgetting half of the classes (f = C/2) and forgetting all but one
class (f = C — 1) scenarios. In the first case (f = 1), our method significantly outperforms
SSD and Goel et al. in terms of Acc,, achieving the highest retain accuracy (in some cases
performance even improves when unlearning) across all datasets, demonstrating that it does
not degrade performance on the retained classes. In terms of forgetting effectiveness, our
method shows a moderate drop in Accy, with values of 10.54% (BloodMNIST), 18.84% (Der-
maMNIST) and 7.69% (OrganSMNIST'). Although SSD achieve lower Accy on BloodMNIST
and OrganSMNIST, it does so at the cost of significantly lower Acc,, suggesting an excessive
forgetting that negatively impacts retained classes. In contrast, Goel et al. exhibit weaker
forgetting, with Accy values above 40% for DermaMNIST and OrganSMNIST, indicating

incomplete unlearning.
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When half of the classes are forgotten (f = C'/2), SSD and Goel et al. struggle to suppress
forgotten information while preserving useful knowledge, failing to effectively reduce Accy
or maintain high Acc,. Our methods consistently has chance-level accuracies for Accy, with

values of 12.74%, 16.00% and 7.72%, for BloodMNIST, DermaMNIST and OrganSMNIST,

respectively.

—— Class 0 Class 1 —— Class 2 —— Class 3 —— Class 4 —— Class 5 Class 6 —— Class 7

Accuracy [%]

Forget class 0, 1, 6 Forget class 4, 7

Figure 5.2: Accuracy evolution during sequential inference. Violet regions mark un-
learning phases, where the corresponding classes (shown beneath) are forgotten by removing
their prompts, causing a sharp drop in accuracy. Retained class accuracy, instead, remains
stable throughout the entire inference phase.

When nearly all classes are removed (f = C — 1), our method continues to show ro-
bust retention with Acc, values of 99.27% on BloodMNIST, 96.09% on DermaMNIST and
98.51% on OrganSMNIST, maintaining a high classification performance on the single re-
tained class. This is significantly higher than SSD and Goel et al., both of whom experience
considerable drops in retain accuracy. Regarding forgetting, our approach reduces Accy to
16.22% on BloodMNIST, 19.82% on DermaMNIST, and 11.80% on OrganSMNIST, effec-
tively suppressing information about forgotten classes. In contrast, SSD and Goel et al.
exhibit significantly higher Accy, exceeding 70%, suggesting they fail to erase knowledge of
forgotten classes.

Across all experimental settings, LMeraser achieves stronger unlearning performance (i.e.,
lower Accy) and comparable retain accuracy (Acc,) relative to our method. However, this
advantage comes at a substantial cost. LMeraser requires a dedicated post hoc unlearning
phase involving 10 full epochs of retraining for each update, which significantly increases
training time and memory overhead. Specifically, with 30 centroids, it retrains an average
of 14.9, 22.4, and 28.7 clusters across the BloodMNIST, DermaMNIST, and OrganSMNIST
datasets for f = 1, f = C/2, and f = C—1, respectively. As a consequence, the effective

model size becomes 6.95x larger when forgetting a single class (f = 1) and grows up to
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13.34x when forgetting all but one class (f = C—1).

In contrast, our method achieves effective unlearning with zero retraining—a key distinc-
tion that enables substantial gains in computational efficiency and deployment flexibility.
Our retraining-free design supports on-the-fly forgetting during inference by simply remov-
ing the class-specific prompt tokens. As illustrated in Figure 5.2, this leads to an immediate
and predictable drop in classification performance for forgotten classes, while preserving sta-
ble accuracy on retained ones. Moreover, as the number of forgotten classes increases, the
unlearning performance gap between LMeraser and our method progressively narrows, con-
firming the robustness and scalability of our strategy under larger deletion scenarios. This,
combined with the absence of retraining, minimal memory overhead, and modular structure,
positions our method as a better solution for real-time deployments than LMEraser.

We also performed an ablation study on BloodMNIST to evaluate the impact of KL di-
vergence, shuffling S(-), and prompt sampling o(-) on unlearning performance as the number
f of forgotten classes varies. When using only KL divergence, retain accuracy is significantly
degraded (Acc, = 20.96% for f = 3) while the forget accuracy remains high (Accy = 24.10%
for f = 1), indicating that KL alone is insufficient for effective unlearning. Adding shuffling
improves forgetting (Acc; = 16.04% for f = 1) but still limits retention (Acc, = 49.25%
mean). The full method, incorporating prompt sampling, achieves the best trade-off, main-

taining high retain accuracy while effectively reducing forget accuracy.

Table 5.4: Ablation study on the BloodMNIST dataset as the number f of forgotten
classes varies

‘ f=1 ‘ t=3 ‘ t=7 ‘ Mean
KL S(-) o(-)| Ace, Accy | Ace,  Aces | Ace,  Accy | Ace,  Accy

v o X X |TL79 24.10(20.96 18.03|23.43 17.72|38.73 19.95
v v X |66.73 16.04 | 40.67 21.16 |40.37 25.38|49.25 20.86
v v Vv |97.61 10.54|98.42 12.73|99.27 16.22|98.43 13.16

Extending our prompt unlearning strategy to other audio modality, Table 5.5 summarizes
the performance of our method on an audio classification task. Across various configurations,
the method consistently achieves strong retain accuracy while effectively reducing perfor-
mance on the forgotten classes. These results confirm that class-level unlearning objectives

are met, while maintaining state-of-the-art performance across different forgetting scenarios.
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Table 5.5: Unlearning performance comparison for AST model on UrbanSound8K
dataset across different forget set scenarios (f =1, f =C/2,and f=C —1).

‘ UrbanSound8K ‘
‘ Ace, Accy ‘
f=1 87.98 +00.02 19.90 + 00.21

f=C/2 91.49 £00.03 14.87 £ 00.06
f=C—-11]96.97+00.03 15.27 %+ 00.02

Privacy Results

To assess the privacy vulnerabilities of the trained model, we performed confidence-based
Membership Inference Attack (MIA) [148] in order to determine whether a given sample was
originally part of the model’s training set before class-based forgetting. This evaluation is
essential for measuring privacy leaks after the forgetting step. As shown in Table 5.6, our
method demonstrates near-perfect resistance across all datasets, indicating strong privacy
guarantees.

Finally, we assess whether removing LoRa after training allows the prompts to retain
functionality, potentially enabling a jailbreak, i.e., whether an adversary could bypass the
intended forgetting mechanism by reusing learned prompts. Table 5.7 evaluates this scenario.
The Full Knowledge model refers to a baseline trained with access to all classes and using
both prompts and LoRa adapters, without any unlearning. In this setting, we observe that
classification accuracy remains high even after the LoRa module is removed, indicating that
learned knowledge has been partially absorbed by the prompts and the classification head.
This suggests a vulnerability: residual information may remain accessible through prompts
alone, posing a risk of unauthorized knowledge recovery.

In contrast, our method experiences a sharp accuracy drop under the same LoRa-removal
condition, demonstrating that prompts by themselves are ineffective without the LoRa com-
ponents. This behavior highlights a key security advantage of our design—class knowledge is
tightly coupled to both the prompt tokens and their corresponding LoRa paths, and becomes
inaccessible once LoRa is detached. As a result, even if prompts are exposed or reused, they
do not yield meaningful predictions. This architecture reinforces our method’s robustness

against jailbreak attempts and ensures stronger guarantees for secure, verifiable unlearning.
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Table 5.6: Resistance to Membership Inference Attack (MIA). Percentage probability
of successful MIA in the case f = C'—1. Lower is better.

Method ‘ BloodMNIST DermaMNIST OrganSMNIST

SSD [41] 12.38 36.71 32.98
Goel et al. [47] 00.00 00.32 00.12
LMEraser [172] 12.67 37.85 10.04

Ours 00.00 00.12 00.02

Table 5.7: Impact of LoRa removal on classification accuracy. Our method expe-
riences a sharp accuracy drop, ensuring robustness against jailbreak attempts, while the
baseline retains performance, indicating residual knowledge.

Method ‘BloodMNIST DermaMNIST OrganSMNIST

Full Knowledge 75.65 65.14 49.81
Ours 11.74 31.50 08.74

Importantly, while LMeraser achieves lower forget accuracy than our method—as shown
in Tables 5.1, 5.2, and 5.3—this advantage comes with critical trade-offs. In addition to
requiring access to training data and full retraining of affected clusters, LMeraser exhibits
serious privacy vulnerabilities. As reported in Table 5.6, it is significantly more susceptible
to membership inference attacks (MIA), with higher success rates across all datasets. In con-
trast, our method achieves near-perfect resistance to MIA, preventing recovery of forgotten

information even under adversarial probing.

101



CHAPTER 5. FORGETTING: INSTANT MACHINE UNLEARNING

Inference-Time Uncertainty Estimation

As shown in Figure 5.3, prompt-subset variation separates correctly classified from incor-
rectly classified test images on H more sharply than MC dropout: the incorrect distribution
is cleanly displaced toward high H, with limited overlap with the correct distribution’s tail.
Median H for correct versus incorrect predictions is 0.021 versus 0.759 for prompt-subset,
against 0.054 versus 0.676 for MC dropout.

Summarizing selective-prediction quality across thresholds, the area under the risk—
coverage curve (AURC) is 0.985 for prompt-subset and 0.969 for MC dropout. At the three
validation-calibrated targets defined in the setup, prompt-subset retains substantially more
of the test set at matched accuracy (Figure 5.4): 89% coverage at 93.2% accuracy versus
73% at 94.5% (95% target); 84% at 96.5% versus 65% at 96.8% (97% target); 76% at 99.5%
versus 36% at 99.9% (99.9% target). Appendix A.1 reports equivalent results for BloodM-
NIST and OrganSMNIST, and a sensitivity check showing that prompt-subset retains its
advantage when MC dropout is run at p = 0.3.

Cumulatively, all results highlight the robustness of our approach, which combines effi-
cient, retraining-free unlearning, jailbreak resistance, and a signal suitable for inference-time
uncertainty calibratable that arises directly from the prompt structure. As a result, it is
well-suited for real-world, regulation-compliant deployments where security and account-

ability are critical.
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(a) Prompt-subset. (b) MC dropout.

Figure 5.3: Distribution of H on DermaMNIST test set, separated by prediction correctness.
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Accuracy-Coverage (AURC = 0.9853)
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(b) MC dropout.

Figure 5.4: Accuracy versus coverage on DermaMNIST, with val-calibrated thresholds ap-
plied to test.
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5.1.4 Discussion

Pre-Forgettable Models couple learning and unlearning within a single training phase by
associating class-level knowledge with dedicated learnable prompt tokens on a frozen back-
bone. Unlearning a class reduces to removing the corresponding prompt, requiring no re-
training, no access to the original training data, and no modification to the backbone. Across
three MedMNIST v2 medical image classification benchmarks and an audio benchmark, the
method produces near-random accuracy on forgotten classes while retaining the trained base-
line on the others, and shows low membership-inference success rates relative to SSD, Goel
et al., and LMEraser. The LMEraser comparison is the informative one: LMEraser reaches
lower forget accuracy in some configurations, but does so by retraining the affected cluster
on the original data and at substantially larger model size, with no mechanism for unlearning
at request time. The same prompt structure also yields a calibratable inference-time uncer-
tainty signal, stronger than the MC dropout baseline on the reported datasets and usable
for per-sample clinical deferral. The underlying mechanism can be described as an ensem-
ble of routings, where each forward pass conditions on a different prompt subset, inducing
a slightly different attention pattern over the input tokens. This differs from MC dropout,
whose ensemble members are produced by random masking rather than by a structured axis.

The limitation that follows from the Pre-Forgettable design is that the prompts must
remain on a trusted server. An attacker with access to the deployed modules, inherits
the attack regime familiar from large language models: prompt extraction, inversion, and

reconstruction attacks that recover or reactivate suppressed behaviors.

The conceptual contribution of this section to the chapter’s Forgetting argument is the
re-framing of the cost of unlearning to a pre-commitment at training time, resulting in
instant unlearning by design. This instant, data-free property is a concrete step toward
operationally compliant implementations of the GDPR’s right to be forgotten, for which
post-hoc unlearning approaches struggle to provide a workable response time. The same
architectural choice that makes unlearning instant also provides a usable per-sample deferral

signal at inference, without any additional training or machinery.

5.1.5 Publications

Rutger Hendrix, Giovanni Patané, Leonardo G. Russo, Simone Carnemolla, Federica Proi-
etto Salanitri, Giovanni Bellitto, Concetto Spampinato, and Matteo Pennisi. Pre-forgettable
models: Prompt learning as a native mechanism for unlearning. In Proceedings of the 33rd
ACM International Conference on Multimedia, pages 12446-12454, 2025. doi.org/10.1
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5.2 TrustErase: Auditable Instant Machine Unlearning
with Passport-Embedded Representations

Pre-Forgettable Models (Section 5.1) showed that forgetting can be a native architectural
property, achieved by deleting learned prompt tokens without retraining or access to train-
ing data. However, the prompt-based design exposes the model to prompt-based attacks,
and it does not provide a way to verify which unlearning configuration a deployed model
actually implements. This gap matters under the growing regulatory pressure for mecha-
nisms that can guarantee auditable compliance of deployed models [4]. Parallel research
on passport-based model verification [40, 117] has shown that embedding constant matri-
ces within network layers can bind a model’s functionality to hidden credentials. Although
originally conceived for copyright protection [117, 40], this paradigm suggests a promising
direction for unlearning: coupling a model’s behavior with auditable structures.

Building on these insights, we propose TrustErase, a data-free unlearning framework
with authority-mediated audit. TrustErase extends the activate-at-inference paradigm of
Pre-Forgettable Models and draws on two further lines of prior work. From SEAL [117],
we adopt the passport-in-LoRA construction with SVD-based hiding and repurpose it for
unlearning. From DELETE [191], we adapt the masked-distribution forgetting objective into
single-stage multi-task training without a teacher. Our contributions are (i) joint multi-task
training of shared LoRA factors against a passport library coexisting within one parame-
ter space; (ii) a hypernetwork that composes atomic passports into credentials for unseen
forget-set combinations without retraining or data access; and (iii) an authority-mediated
audit binding each released adapter to its claimed unlearning configuration. The result is
instant, modular, data-free forgetting with auditable evidence. Experimental results demon-
strate that TrustErase matches or exceeds state-of-the-art unlearning methods on MNIST,
CIFAR-10, and CIFAR-100, while operating in a strictly data-free regime at deployment.
By shifting the computational burden to the pre-optimization phase, TrustErase establishes
a train-once, forget-anytime paradigm in which compliance is achieved through passport

deactivation rather than post-hoc retraining.

5.2.1 Related Work

Machine unlearning. Machine unlearning aims to remove the influence of specific data or

concepts from trained models. Early works addressed this in traditional ML settings, where
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Table 5.8: Comparison of core capabilities across representative unlearning approaches. A
checkmark (v') indicates native support for the corresponding feature.

Capability L2UL [22] Boundary Shrink [26) DELETE [191] Pre-Forgettable 5.1 TrustErase (Ours)
Instant unlearning
Forget-data free
Retain-data free
Multi-setting adaptability
Authority-mediated audit

> N X X X
x A X X X
X A X N X%
IR NENEN
ENENENENEN

convex objectives allowed exact removal through analytical or incremental updates [46, 107,
7]. However, such formulations do not generalize to deep networks [20], where nonlinearity
and overparameterization prevent efficient inversion. Unlearning for deep neural networks
(DNNs) has therefore focused on post-hoc interventions. SISA [16] partitions the training
data into independent shards, retraining only those affected by deletion requests. Subsequent
methods accelerate unlearning via gradient tracking [156], parameter perturbation [41], or
Fisher-based importance weighting [48], yet they still depend on stored gradients or access
to specific data sets. Other strategies, such as Boundary Shrink [26] and L2UL [22], suppress
forgotten information by regularizing latent decision boundaries or selectively constraining
parameter updates, but they remain data-dependent. The recent DELETE framework [191]
introduced a decoupled distillation process that explicitly separates forgetting and retention
terms, enabling strong performance across class-centric tasks without access to remaining
data. However, DELETE still requires multiple optimization phases and teacher—student
distillation, limiting its use for instant or data-free unlearning. In contrast, Pre-Forgettable
Models (Section 5.1) reinterpret forgetting as an architectural property: learned prompt
tokens corresponding to target classes can be removed to achieve immediate forgetting.
While efficient and data-free, such prompt-based methods, as well as the other existing
strategies, lack auditable guarantees: once models are deployed, there is no mechanism to

ensure that forgotten knowledge cannot be reactivated.

Parameter merging. Task arithmetic [72] showed that task-specific weight differences
can be linearly combined in parameter space to compose or remove model behaviors. The
broader model merging literature [174| extends this to handling parameter interference across
many tasks. These observations motivate our hypernetwork-based [55, 106] passport com-
position, which exploits parameter-space additivity in the low-rank subspace to synthesize

new unlearning configurations without retraining.

Passport-based verification. Parallel efforts in model watermarking and ownership ver-

ification have introduced passport-based schemes [40, 117]. These embed non-trainable ma-
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trices (passports) between LoRA weights to entangle model functionality with hidden cre-
dentials that can later be used for verification. SEAL [117], for instance, integrates constant
passports into LoRA adapters and hides them through singular-value decomposition, en-
abling ownership proof without accuracy degradation.

However, passport methods target intellectual-property protection rather than data removal;
they certify ownership but not forgetting. We unify these research threads by embedding
passport matrices within LoRA adapters to realize an auditable instant unlearning frame-
work. Here, passports serve dual roles: as containers of task-specific knowledge and as
hidden credentials enabling authority-mediated audit of the applied forgetting. This results
in a unique approach in the unlearning landscape, as shown in Table 5.8. TrustErase in par-
ticular, is the only method that combines instant unlearning (removal without retraining),
independence from both forget and retain data, and a built-in audit mechanism. Moreover,
it supports multi-setting adaptability, not only across different forgetting granularities, such
as instance-level and class-level unlearning, but also across diverse unlearning objectives.
This flexibility makes TrustErase applicable in a wide range of operational and regulatory

scenarios.

5.2.2 Method

We introduce TrustErase, a framework for auditable machine unlearning that leverages
passport-modulated LoRA adapters to encode multiple unlearning behaviors within a sin-
gle model. Each unlearning task is associated with a fixed passport matrix that modulates
shared LoRA parameters, enabling selective forgetting without retraining.

As illustrated in Figure 5.5, the framework consists of three stages: multi-task training
with task-specific passports, passport hiding through matrix decomposition before model
distribution, and an audit protocol that reconstructs and validates the embedded passport.

The remainder of this section details the components of the proposed framework. We
first review the passport mechanism and its integration with LoRA adapters, then describe
the unlearning formulation and training objective. Next, we introduce a hypernetwork for
compositional passport synthesis to enable multi-class forgetting on-the-fly. Finally, we

describe the audit procedure.
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LoRa Training Hiding Verification
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Figure 5.5: Overview of TrustErase for Auditable Machine Unlearning. Left: Multi-
task training with task-specific passports C; inserted between shared LoRA matrices A and
B, enabling simultaneous optimization across multiple unlearning objectives. Middle: Post-
training passport hiding via SVD decomposition (C; = C;;Cs;), where factors are absorbed
into public weights B] = BC; ; and Al = Cy;A. Right: Audit protocol reconstructs the em-
bedded passport C; = B'B/A’AT from public adapter and private base matrices, certifying
compliance when [|¢(C;) — ¢(Cy)|| < er.

Background

Passports were first introduced in [40] as constant matrices embedded within neural networks
to enable model ownership verification. When integrated into training, a passport acts as
a hidden credential that entangles the model parameters with a secret key: the network
performs correctly only when the valid passport is present, and its accuracy degrades if
the passport is removed or replaced. The SEAL framework [117]| extended this concept
to parameter-efficient finetuning by embedding passports within the Low-Rank Adaptation
(LoRA) formulation [66]. In standard LoRA, the task-specific update of a pretrained weight
matrix W, € R* is defined as

AW = BA, (5.9)

with B € R™" A € R™* and r < min(d, k). SEAL introduces a non-trainable, constant
passport matrix C between them:

AW = BCA, (5.10)

thereby entangling C € R™" with the trainable parameters A and B. Before model distri-
bution, the passport is hidden through a decomposition function f : C — (cq, c2) such that
c; X ¢ = C. A common choice is the singular value decomposition (SVD), C = UXV ',

yielding ¢; = Ux X2 and ¢, = Y2 x V. The decomposed components are then absorbed
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into the LoRA weights:
B =Bxc and A'=cyxA, (5.11)

so that the distributed model (B’, A’) is indistinguishable from a standard LoRA adapter,
while still implicitly containing the hidden passport.
Verification relies on the fact that only the legitimate owner, who possesses the original

A and B, can reconstruct the passport using the Moore-Penrose pseudoinverses A and BT:
C=B'xB x A’ x Al (5.12)

If C statistically matches the claimed passport C, ownership (or authorization) is verified.
This mechanism establishes a binding between model performance and the presence of the
correct passport: a property that we exploit in this work to achieve auditable instant un-

learning.

Auditable Unlearning Framework

TrustErase extends the role of passports from ownership verification to machine unlearning,
proposing a framework where a single Vision Transformer (ViT) expresses multiple unlearn-
ing behaviors through task-specific passports modulating the LoRA updates (Eq. 5.10). This
modification is applied to the query (@) and value (V') projection layers within each self-
attention block. While A and B remain shared and trainable across all tasks, swapping C

allows multiple unlearning configurations to coexist within a single parameter space.

Task Unlearning Definition

Let D = {(z;,4:)})Y, denote the complete training set. We define the space of potential
forgetting configurations as the power set P(D). In practice, a finite collection of unlearning

tasks is considered during training:
S§=1{51,95,...,Sx} CP(D), (5.13)

where S, represents the data to forget for task k, and S, = D\ Si the data to retain.
Each task k is associated with a fixed passport C, € R™*" initialized randomly and kept
frozen throughout training, yielding a library C = {Cy, ..., Ck} of task-specific keys. During
training, A and B are shared and updated jointly across all tasks, while each Cj remains

fixed. The adapted forward computation for task k is:
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By switching the active passport Cj, the same model can forget specific classes, instances,

or arbitrary data subsets without altering its base parameters or accessing the original data.

Learning and Unlearning Optimization.

In line with Section 5.1, TrustErase jointly optimizes (A, B) to retain general task perfor-
mance while embedding the ability to selectively forget specific data subsets through the
fixed passports {Cy}, enabling instant unlearning without access to the original data. For

each passport, the objective combines a forgetting and a retaining loss.

Forgetting Loss (Lgforget). Inspired by DELETE [191], we adopt a masking strategy
that redistributes probability mass away from forgotten classes onto retained ones. Un-
like DELETE, which has post-hoc access to frozen teacher,we apply it in a single training
stage using the current model’s logits. Let z(z;6) be the logits from the current model and

Sk the indices of classes or samples to forget. We define a masking operator:

Z;, 1 S, y
Masksg, (z); = # S (5.15)
—0Q0, 1€ Sk
The masked distribution is then:
p*(y|z, Ck) = Softmax(Maskg, (z(x;0))) . (5.16)

The forgetting loss minimizes the KL divergence between this masked distribution and the

current model prediction:
Lforget = KL(p*(y|'T7 Ck) H q@(y|$, Ck)) : (517>

Retaining Loss (Lyetain). To preserve discriminative ability on the remaining data, we

apply standard cross-entropy over classes not in Sy:

1
Lretain == _@ Z 10gp6(?/j|37, Ck) (518)
J¢Sk

The overall objective for task k& combines forgetting and retention:

Lk = >\Lf0rget + (1 - )\>Lretain7 (519>
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where \ € [0, 1] balances the two terms. A single backward pass aggregates per-task objec-

tives across all passports, resulting in:

1 K
Ltotal = 7= Z Lk (520)

=

Hypernetwork-based Passport Composition

The framework described so far requires defining each unlearning configuration a priori. For
example, one passport may be trained to forget class 1 and another to forget class 2. If a new
configuration such as forgetting both classes 1 and 2 simultaneously is needed, a dedicated
passport must normally be trained for that specific combination. To avoid retraining for every
possible combination, we introduce a hypernetwork-based passport synthesis mechanism, as

depicted in Fig. 5.6 that learns to compose new passports from the existing atomic ones.

Atomic Passports. During base training, TrustErase learns a compact set of atomic
passports, each corresponding to a forgetting task while retaining all others. For a C-class
problem, this produces C' base passports {Cy, ..., Cc}, which act as compositional building
blocks.

Hypernetwork Composition. After training all atomic passports, a simple hypernet-

work Hy is trained once to synthesize composite passports by combining a given selection

Ccomb

f,‘\l||||
ZJ). I |
e
>

. Hd,&—/

Figure 5.6: Hypernetwork-based Passport Composition. Atomic passports are sam-
pled from the power set and fed into a hypernetwork to synthesize composite passports. The
hypernetwork is optimized end-to-end with frozen LoRA parameters and base passports.
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of atomic ones {C,,,...,C;,} associated with the classes or samples to be forgotten:
Ccomb :’Hqg(C“,,ClN) (521)

During this stage, A and B remain frozen, and H4 is optimized end-to-end using the same
joint objective as base training (Eq. 5.17, Eq. 5.18). The choice of a hypernetwork is moti-
vated by the additivity of behavioral composition in parameter space, here operating in the
low-rank passport space, as seen in task arithmetic and model merging literature |72, 174].
To handle variable-sized subsets, H, leverages a Transformer encoder with padding masks;

architectural details are provided in the Appendix B.1.3.

Passport Verification and e-Tolerance

The passports {C} encode sensitive information, as each acts as a key controlling which
unlearning configuration the model performs. Distributing these matrices directly would
compromise both the integrity of the unlearning mechanism and the privacy of the autho-
rization process. Instead, we apply the SVD decomposition introduced in Section 5.2.2 as a
privacy mechanism, absorbing the passport factors into (A}, B}) such that the distributed
model is indistinguishable from a standard LoRA adapter. This ensures that the true pass-
port cannot be inferred from the distributed weights alone, yet controlled audit by trusted
entities remains possible through the original private matrices (A, B). Given access to the
original private matrices, an estimated passport C‘k can be reconstructed following equation
5.12. Verification then consists of checking whether ék faithfully approximates the original

passport Cy, under a suitable distance metric d(-):

1¥(Cr) — B (Ci)|| < er, (5.22)

where 9(+) denotes an arbitrary feature mapping and e is a predefined tolerance accounting
for numerical imprecision. If this condition holds, the adapter (A}, B}) is certified as cor-
rectly implementing the unlearning configuration associated with Cy, providing a lightweight
and privacy-preserving form of structural verification. To strengthen assurance, the proce-
dure can be complemented by a functional verification step. Here, one compares the behavior
of the reconstructed model (W, + B} A} ) with that of an ideal reference (Wy+BC;A) on a
held-out set, assessing their agreement in terms of logits, intermediate activations, or task-
specific metrics. When both structural and functional checks fall within the e-tolerance, the

model is deemed to have the valid unlearning configuration.
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5.2.3 Experimental Results

Experimental Setup

We evaluate TrustErase along four complementary dimensions: single-class unlearning, as-
sessing erasure of one semantic concept while preserving the others; multi-class unlearning,
testing scalability as the number of forgotten classes increases (forget-set sizes 2, 5, 10, and
20 on CIFAR-100); compositional generalization, analyzing the hypernetwork’s ability to syn-
thesize passports for unseen class combinations; and audit robustness, evaluating tolerance
to passport perturbations. Experiments use MNIST, CIFAR-10, and CIFAR-100 on Vision
Transformer backbones (ViT-Tiny, ViT-Small, ViT-Base); the framework is architecture-
agnostic, and VGG-16 results are reported in Appendix B.4. We compare against unlearning
methods compatible with transformer architectures: Gradient Ascent, Fisher Forgetting 48|,
Boundary Shrink/Expand |26, Learn-to-Unlearn (L2UL) [22], Saliency Unlearn (SalUn) [39],
Bad Teacher |28], Amnesiac [52|, UNSIR [155], and DELETE [191], with Finetune, Random
Label, Retrain (upper bound), and Original (lower bound) as reference points. TrustErase
and the hypernetwork are trained with AdamW and cosine annealing for 10 epochs each,
with LoRA modules applied to the query and value projections. Full training details, hy-
perparameter search, reconstruction attacks, instance-level forgetting, extended quantitative
tables across methods, objectives, architectures, time-performance evaluation, and audit pro-

tocol use cases are detailed in the Appendix B.

Metrics. Following prior work [191, 26|, we report accuracy on the forgotten test set
(Accyy), accuracy on the retained test set (Acc,.), and Membership Inference Attack (MIA)
success rate [148|, measuring residual memorization; for MIA we use a logistic regressor
implementation [41]. Since the formal goal of unlearning is indistinguishability from a model
retrained without the forget set we additionally report the distance to a retrained reference

model,
dist = |Acct — ACCrt oracte] + |AcCr — AcCrt oracte| + |MIA — MIA acte] (5.23)

where the oracle subscript denotes the value obtained by the retrained reference and accu-
racies are taken as fractions. The reference is retrained from scratch on the retained data
within the same model family as the method under evaluation. Lower dist indicates closer
behavioural agreement with retraining. To compare against Pre-Forgettable Models 5.1, we
additionally report the average forgetting gap (Gapy), defined as the distance to the target

Ace, and its maximum deviation (Gapfmax). Audit robustness is quantified through Passport
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Table 5.9: Single-class unlearning performance on CIFAR-10 (LoRA rank 32) and CIFAR-
100 (LoRA rank 64) for ViT-Small (3 seeds, mean+std). Dist is the aggregate distance to
the retrain reference (Eq. 5.23); lower is better.

Method | CIFAR10 | CIFAR100

‘ Accyy Accrt MIA dist] ‘ Accyy Accyt MIA dist]
Retrain (full) 0.0 98.1+0.1 0.131+£0.01 0.00 0.0 90.7+0.3 0.244+£0.04 0.00
Retrain (LoRA) 0.0 98.3+0.1 0.108+0.02 0.00 0.0 90.5+0.2 0.257+0.01 0.00
Finetune 0.0+£0.0 91.1£3.8 0.300£0.06 0.2440.10 | 0.0£0.0 82.04+0.0 0.261+0.05 0.12+0.03

Random Labels 14.0£0.9 95.3+£0.9 0.333+0.58 0.55+0.43 | 4.0£3.0 88.9£0.1 0.007+0.01 0.30+0.04
Gradient Ascent 0.5£0.7 89.24+5.0 0.936£0.03 0.90+0.07 | 83.3+£2.1 90.5+0.1 0.797£0.04 1.39+£0.04

Fisher 32.9452.7 7.6£6.0 0.346+0.15 1.44+0.49 | 0.0£0.0 0.8+£0.3 0.519£0.23 1.17+£0.22
Delete 0.0£0.1 97.840.0 0.000£0.00 0.14+£0.00 | 5.0£2.0 89.44+0.3 0.081£0.05 0.23+£0.06
Bad Teacher 68.8+17.2 97.4+0.2 0.001£0.00 0.83£0.17 | 82.3£1.5 90.5+0.1 0.765£0.02 1.35+0.00

Boundary Expand| 4.5+4.0 59.0+11.0 0.620£0.52 1.00£0.29 | 0.0+£0.0 46.2+£19.6 0.3674+0.48 0.774+0.47
Boundary Shrink | 10.7£4.8 93.3£1.0 0.32440.52 0.49£0.35 | 83.3£1.2 90.5£0.2 0.81740.03 1.41£0.03

SalUn 12.243.8 95.7+£1.0 0.333+0.58 0.52+0.40 | 7.7£3.8 89.3+£0.3 0.016+0.02 0.32+0.05
L2UL (adv) 2.8£2.8 92.5+4.5 0.629£0.28 0.58+0.31 | 84.7+1.5 90.5+0.1 0.847£0.03 1.45+0.02
L2UL (imp) 2.84£2.8 92.5+4.5 0.631£0.28 0.58+0.31 | 84.3+1.5 90.54+0.1 0.847£0.03 1.45+0.01
UNSIR 0.1£0.1 73.4+1.0 0.266£0.23 0.47+0.10 |48.3£11.4 85.0+1.1 0.421£0.11 0.72+0.22
Amnesiac 0.0£0.0 98.3+0.0 0.000£0.00 0.13£0.00 | 0.0£0.0 90.64+0.0 0.001£0.00 0.25+£0.00
Ours ‘ 0.0+£0.0 98.04+0.2 0.06340.06 0.06i0.03‘ 0.0+0.0 88.1+0.2 0.341+0.06 0.11+0.06

Verification, which measures whether perturbed or invalid passports are correctly rejected

within an ep-tolerant bound.

Unlearning performance

We evaluate the ability of TrustErase to forget one or multiple semantic classes while pre-
serving accuracy on the remaining ones. A single passport based LoRA model is trained
once to encode all unlearning configurations jointly. Each class or subset is associated with
a specific passport, and forgetting is achieved by deactivating the corresponding passports,

without any retraining or access to data.

Single Class Unlearning. This experiment measures how effectively the model can erase
one class while retaining knowledge of the others. Table 5.9 reports results on CIFAR-
10 and CIFAR-100. TrustErase reaches complete forgetting (Accy, = 0.0 £ 0.0) on both
datasets, with 98.0 £ 0.2% retained accuracy on CIFAR-10 and 88.1 £ 0.2% on CIFAR-100,
and obtains the smallest distance to the retrain reference of all methods (dist = 0.06 and
0.11, respectively). Competitors such as Amnesiac and Delete instead drive MIA to zero,
far below the retrain level, which Eq. 5.23 penalises as over-forgetting. On CIFAR-100 the
advantage is significant (Welch’s t-test, p < 0.05) against 12 of the 13 competitors (all but
Finetune, p < 0.035 in every case); on CIFAR-10 against 5 of the 13 (Gradient Ascent,
UNSIR, Bad Teacher, Boundary Expand, and Fisher).
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Table 5.10: Multi-class unlearning performance on CIFAR-100 for varying numbers of
forgotten classes using ViT-Small with LoRA rank 64 (3 seeds, mean+std). Our method
trains once to handle all subset combinations simultaneously. Dist is the aggregate distance
to the retrain reference (Eq. 5.23); lower is better.

Method | 2 Classes | 5 Classes

‘ Accyy Accrt MIA dist] ‘ Accyy Accrt MIA dist]
Retrain (full) 0.0 90.6+£0.0 0.24140.03 0.00 0.0 91.240.1 0.1784+0.01 0.00
Retrain (LoRA) 0.0 90.3+£0.1 0.21940.01 0.00 0.0 90.5+£0.2 0.20340.01 0.00
Finetune 0.0+£0.0 81.6£0.6 0.390£0.03 0.24+£0.02 | 0.0£0.0 82.24+0.6 0.264£0.03 0.184+0.02

Random Labels 1.7£0.8  86.94£0.2 0.001+0.00 0.29£0.01 | 2.7+1.2 69.8+£9.1 0.001+0.00 0.42+0.10
Gradient Ascent 85.7+2.8 90.4+0.1 0.787+0.05 1.41+£0.07 | 68.8+1.0 90.0+0.2 0.757£0.01 1.2840.02

Fisher 0.0+0.0 0.8+£0.3 0.631+0.13 1.29£0.13 | 0.0+£0.0 0.8+£0.3 0.347%0.12 1.07£0.12
Delete 6.2£2.5 89.1£0.2 0.018£0.01 0.30£0.03 | 4.7£1.4 89.6£0.3 0.0094+0.00 0.2340.02
Bad Teacher 85.5+£0.9 90.4+0.2 0.699£0.03 1.32+0.04 |64.4+2.4 90.3£0.2 0.309+0.04 0.7840.06

Boundary Expand | 0.0£0.0 32.5£2.4 0.057£0.02 0.77£0.04 | 0.4£0.4 15.2+5.7 0.076£0.07 0.8740.12
Boundary Shrink | 86.3+0.8 90.3£0.1 0.760+£0.05 1.39£0.06 |66.2+3.1 89.0+£0.9 0.401£0.04 0.9140.06

SalUn 3.7£0.6 87.9+£0.4 0.001+£0.00 0.30£0.00 | 1.7£0.6 71.54+7.7 0.001+0.00 0.394+0.08
L2UL (adv) 88.7+1.3 90.4+0.1 0.852+0.02 1.50+0.01 |76.1+0.8 90.4+0.2 0.6414+0.01 1.2340.01
L2UL (imp) 88.7+1.3 90.4+0.1 0.851+0.02 1.50+0.01 |76.04+0.7 90.4+0.2 0.64040.01 1.2340.01
UNSIR 73.3+15.3 87.24+2.3 0.704+0.15 1.234+0.28 |72.44+2.3 89.2+0.6 0.582+0.07 1.15+0.09
Amnesiac 0.2+0.3  90.5+0.3 0.001+£0.00 0.24£0.00 | 0.8+£0.2 90.84+0.1 0.0014+0.00 0.1940.00
Ours ‘ 0.0£0.0 88.2+0.4 0.362+0.09 0.17+0.09 ‘ 0.0+£0.0 88.84+0.4 0.1834+0.01 0.04+0.01
Method ‘ 10 Classes ‘ 20 Classes

‘ Accyy Accrt MIA dist] ‘ Accyy Accrt MIA dist]
Retrain (full) 0.0 91.24+0.0 0.15540.01 0.00 0.0 92.440.2 0.18740.01 0.00
Retrain (LoRA) 0.0 90.94+0.2 0.15940.00 0.00 0.0 92.240.1 0.1954+0.01 0.00
Finetune 0.0£0.0 82.2+0.6 0.232+0.02 0.17£0.02 | 0.0£0.0 83.6+0.4 0.2364+0.03 0.14+0.03

Random Labels 4.14£3.2  38.6+6.2 0.335+0.56 0.944+0.43 | 3.2+1.1 9.7+7.7 0.4294+0.51 1.234+0.32
Gradient Ascent 70.3+2.3 87.3£0.9 0.799+0.05 1.394+0.06 | 0.0£0.0 1.3£0.0 0.000+0.00 1.10£0.00

Fisher 0.3£0.3 0.8+0.4 0.577+0.18 1.33+0.17 | 1.9£2.7 0.5£0.6 0.402+0.17 1.15£0.14
Delete 6.8£1.4 89.0£0.1 0.017£0.01 0.23£0.02 | 8.3+1.1 89.9£0.3 0.0224+0.00 0.27+0.02
Bad Teacher 46.0+13.9 80.7£9.8 0.166+0.05 0.61+0.05 | 7.0+£3.2 20.94£7.1 0.346+0.38 1.02+0.32

Boundary Expand | 2.4%£2.6 6.8+£3.5 0.379+0.07 1.09£0.09 | 3.0£1.8 2.8+£1.1 0.367£0.32 1.23£0.12
Boundary Shrink |18.8+21.3 48.7£25.5 0.495+0.15 0.95+0.19 | 6.0£3.4 14.0+5.6 0.524+0.05 1.1840.07

SalUn 3.3£2.4 37.5%£4.3 0.339£0.57 0.95+0.42 | 4.1£1.6 15.8£2.3 0.378+0.46 1.124+0.33
L2UL (adv) 73.243.9 89.0£0.7 0.641+0.07 1.244+0.10 | 1.7£2.9 1.1£1.0 0.301+0.51 1.28+0.34
L2UL (imp) 73.0£4.0 89.1+0.7 0.6414+0.07 1.244+0.10 | 1.7+£2.9 1.1£0.9 0.302+0.51 1.29+£0.34
UNSIR 70.6£5.0 87.4+1.5 0.58240.08 1.174+0.12 |58.0+7.6 86.24+0.8 0.441+0.06 0.90£0.13
Amnesiac 3.3£0.7  91.0£0.0 0.000£0.00 0.19£0.01 | 9.74£2.7 91.7£0.1 0.0014£0.00 0.2940.03
Ours ‘ 0.0£0.0  88.7£0.3 0.148+0.00 0.03+0.00 ‘ 0.0£0.0 90.1+0.1 0.195£0.00 0.03+0.00

Multi Class Unlearning. We then extend the analysis to forgetting several classes si-
multaneously. Forgetting is performed by deactivating the passports of the target classes,
again with no additional training. As shown in Table 5.10, TrustErase achieves complete
forgetting (Accp; = 0.0 £ 0.0) across all configurations while maintaining stable retained
accuracy: even when removing 20 classes on CIFAR-100, the model preserves 90.1 £ 0.1%
test accuracy. Its distance to the oracle decreases from 0.17 at two classes to 0.03 at ten
and twenty and is the smallest of all methods at every size, significantly so (Welch’s t-test,
p < 0.05) against 8 of the 13 competitors at two classes, 13 of 13 at five and twenty, and
11 of 13 at ten. Unlike Finetune, L2UL, and Random Label, which require multiple opti-
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mization steps, TrustErase obtains all configurations from a single trained model through
a constant-time passport swap. These results demonstrate that TrustErase enables instant,
auditable unlearning in both single and multi-class settings, matching the retrained model
more closely than existing approaches while being fully data independent.

We extend our evaluation by comparing TrustErase with Pre-Forgettable Models 5.1,
which perform modular unlearning by removing class-specific prompts. While our main ex-
periments adopt the masked loss of equation 5.17 to suppress forgotten logits, Pre-Forgettable
Models instead enforce a uniform distribution over them. To ensure a fair comparison, we re-
train TrustFrase using the same uniform objective, replacing the masked target distribution
in equation 5.17 with a uniform one across all classes. Table 5.11 summarizes single-class
unlearning results on MNIST and CIFAR-10 using ViT-Tiny and ViT-Small backbones with
two LoRA ranks (R8 and R32), respectively. Unlike Tables 5.9 and 5.10, here we report
the mean and standard deviation of all single-class unlearning tasks following the evaluation
protocol of Pre-Forgettable Models. Across datasets and architectures, TrustFErase achieves
forgetting gaps comparable to or smaller than those of Pre-Forgettable Models while main-
taining high retained accuracy, confirming that its passport mechanism is compatible with
uniform-distribution unlearning. Unlike Pre-Forgettable Models, TrustErase additionally

supports authority-mediated audit of the applied unlearning configuration.

Table 5.11: Comparison with Pre-Forgettable Models on MNIST and CIFAR-10 un-
der the uniform-distribution forgetting objective. Both approaches employ LoRA adapters;
results are shown for ViT-Tiny and ViT-Small backbones with two LoRA ranks (R8, R32).
Reported values are mean and standard deviation averaged over all single-class unlearning
tasks.

Method MNIST CIFAR10
Accpy T Accyy | Gapft J Gapr;lax Il Acc T Accyy | Gapft + Gapr;‘ax 1

ViT-Tiny

Pre-Forgettable-R8 |99.54+£0.04 11.95£7.34 1.95 18.50 |96.17+£0.46 05.27+£6.24 4.73 12.10
Pre-Forgettable-R32 | 99.50+£ 0.04 07.464+6.98 2.54 15.58 [96.66+0.41 04.95+2.62 5.05 0.80

Ours-R8 98.68+0.16 09.45£2.26 0.55 4.36 88.54+2.89 05.88£1.60 4.12 2.00
Ours-R32 99.2840.09 09.47£2.71  0.53 3.66 93.32+£0.52 09.04£2.10 0.96 2.20
ViT-Small

Pre-Forgettable-R8 |99.63+£0.03 11.02£8.68 1.02 14.42 | 98.04£0.23 03.46+2.13 6.54 7.92
Pre-Forgettable-R32 | 99.64+0.05 07.51£5.30 2.49 7.92 98.32+0.20 05.40£4.97 4.60 8.60
Ours-R8 99.14+£0.11 10.41£3.27 0.41 6.55 94.94+£0.90 10.93£4.22 0.93 10.90
Ours-R32 99.444+0.09 10.61£3.11  0.61 8.02 96.32+0.42 11.40£2.24 1.40 5.40

We evaluate the hypernetwork that learns to synthesize composite passports by combining
atomic single-class ones, enabling flexible unlearning without retraining or data access after-

wards. For compositions of up to 9 unique atomic passports on CIFAR-10, the combination

116



CHAPTER 5. FORGETTING: INSTANT MACHINE UNLEARNING

Table 5.12: Hypernetwork-based compositional unlearning on CIFAR-10. Scalabil-
ity across 100 seen and 100 unseen passport combinations, each composed of up to 9 atomic
passports. Unseen combinations are excluded during training to evaluate generalization to
novel unlearning configurations.

Setting Acc,y T Accy | MIA |

Seen 98.92+0.64 0.00£0.00 0.250 £ 0.176
Unseen 96.07 +14.85 2.22 £+ 11.11 0.240 £ 0.180

space grows combinatorially to over 600 possible combinations, making exhaustive evalua-
tion infeasible. We therefore sample 100 seen and 100 unseen combinations (Table 5.12),
where the unseen combinations are deliberately excluded during training to assess general-
ization. For seen configurations, all 100 achieve perfect forgetting with retained accuracy
above 98%. For unseen configurations, 96 out of 100 reach perfect forgetting with retained
accuracy above 96%, with only 4 cases showing minimally incomplete unlearning. In prac-
tice, all combinations would be included during training. These results demonstrate that the
hypernetwork generalizes well beyond its training combinations, confirming that TrustErase
extends its instant, data-free, and auditable unlearning to unseen tasks without additional
training.

The passport decomposition mechanism enables authority-mediated audit of unlearning
configurations without exposing private credentials. Verification consists of assessing whether
the reconstructed passport obtained from the released adapter remains within an e-tolerance
of the original one, both structurally and functionally. Since random passport matrices
are almost surely full-rank, honest reconstruction errors are dominated by floating-point

precision, yielding relative errors of the order 107°.
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Figure 5.7: Sensitivity to perturbations. The x-axis represents the magnitude of a random
perturbation ep added to the passport, and the y-axis shows the mean /¢y distance between
the logits produced using the original and perturbed passports.

To evaluate robustness, we perturb the passport matrix with random noise of magnitude
ep and measure the resulting change in model logits (Fig. 5.7). For perturbations below
approximately 1072, both the mean f, and per-logit deviations remain negligible, showing
that the functional behavior of the passport-entangled LoRA update is stable within this
range. Beyond this threshold, deviations grow rapidly, indicating that even small pertur-
bations outside the tolerance window cause significant changes in model behavior. Based
on this stability elbow, we set er = 0.01, which is far above numerical noise yet strictly
rejects perturbations that would collapse model behavior. These results confirm that pass-
port verification is reliable within a well-defined ey region, robust to reconstruction noise
yet sensitive enough to detect incorrect or tampered passports, thereby providing a practical

and auditable basis for unlearning.

5.2.4 Discussion

TrustErase reformulates machine unlearning as a pre-committed architectural property rather
than a post-hoc optimization step. Authorized forgetting configurations are encoded directly
into LoRA adapters during training, enabling a train-once, forget-anytime paradigm where
unlearning is performed instantly at deployment without access to user data. Passport de-
composition makes unlearning configurations auditable through authority-mediated recon-
struction, a property absent from existing approaches. We further demonstrate extensibility
through a hypernetwork that composes atomic passports into credentials for previously un-

seen subset combinations, allowing the framework to scale to combinatorially large forget
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spaces without additional training. Experiments on MNIST, CIFAR-10, and CIFAR-100
show effective forgetting with strong retention within a single unified model, positioning
TrustErase as a practical mechanism for privacy-compliant AI that combines parameter
efficiency, instant unlearning, and authority-mediated audit.

In terms of scope and limitations, TrustErase pre-commits to atomic forget targets at
training time; this is the price of the train-once, forget-anytime regime, and it rules out sce-
narios where the forget set cannot be defined in advance. Two extensions to already-trained
models, post-hoc passport-augmented LoRA finetuning and passport distillation from exist-
ing adapters, are sketched in Appendix B.3 but not empirically evaluated. Our evaluation
targets the operational regime of < 100 atomic targets; extending to > 1000 targets re-
quires addressing gradient interference between per-task losses {L;} in the shared low-rank
subspace, for which gradient-surgery or task-grouping strategies are natural next steps (Ap-
pendix B.2). At the instance level, TrustErase supports bucketed forgetting via prototype-
divergence partitions; per-instance passport allocation is not yet supported. From a privacy
standpoint, this is the largest remaining gap. Art. 17 operates on the data subject, so the
granularity that matters operationally is per-subject rather than per-class, and bucketing
only approximates it. Relatedly, the datasets used here exercise the mechanism more di-
rectly than the privacy motivation: a disease class is a less plausible unit for a data-subject
request than a per-subject record, although retracting a class that is no longer used does
bear indirectly on storage limitation and data minimisation. CIFAR-100 exercises scalabil-
ity rather than compliance. Per-subject partitions of a medical cohort, and biometric-style
datasets in which the class is the individual, would test the privacy motivation more directly.

Finally, the audit protocol is authority-mediated: it assumes an honest verification au-
thority that holds private (A, B). Cryptographic third-party verification, for example com-
mitment plus zero-knowledge proof of the reconstruction identity, is left to future work.

These limitations bound the scope but not the contribution. Real-world GDPR com-
pliance is fundamentally data-free and auditable: by the time a deletion request arrives,
the data subject’s records may no longer be accessible. TrustErase (Table 5.8) is the only

method in the surveyed landscape designed for this regime.

This section completes the chapter’s Forgetting argument that unlearning can be pre-
committed as a structural property during training. Where Section 5.1 pre-commits to
one prompt per class on a frozen backbone, TrustErase pre-commits to one passport per
forget configuration on shared LoRA adapters. The two also expose a design-space trade-off:
Pre-Forgettable Models keep the per-class unit small and inspectable but grow the input

sequence with the number of classes, while TrustErase keeps inference at constant cost but
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trades the per-class prompt for a per-configuration passport that is not inspectable in the
same way. The contribution beyond instant unlearning is the audit layer: by binding the
deployed model’s identity to a passport that an authority can reconstruct, TrustErase turns
the developer’s claim about which unlearning configuration is in force from a behavioral

assertion into a verifiable property of the deployed adapter.

5.2.5 Publications

Rutger Hendrix, Leonardo Giuseppe Russo, Matteo Pennisi, Concetto Spampinato, and
Giovanni Bellitto. TrustErase: Auditable Instant Machine Unlearning with Passport-
Embedded Representations. Submitted to NeurlPS 2026.
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Chapter 6

Conclusion

This thesis treated four demands of clinical Al — interpretability, uncertainty, federated
learning, unlearning — as connected rather than separate objectives, and as design choices
to be built into the system from the start rather than recovered after the fact. Three
chapters develop this argument, organized by the dominant role each contribution serves,
with the understanding that the same mechanism recurs across chapters and several of the
contributions could plausibly have sat in more than one place.

Knowing argued that pre-committing to interpretability structurally unlocks capabilities
that post-hoc explanation cannot deliver. The chapter spans two scales of structural commit-
ment. Section 3.1 contributed an uncertainty-aware framework for IPMN risk classification,
combining Monte Carlo dropout with SHAP attribution to support clinician deferral at the
workflow level: the explanation and the uncertainty are produced alongside the prediction
in a single clinical pipeline. Sections 3.2 and 3.3 moved the structural commitment into the
model itself, contributing a framework for gaze-driven prompting of a frozen segmentation
model, so that where the model attends is determined by the clinician’s gaze; by the counter-
factual argument of Section 2.2, this excludes the regions where shortcut learning typically
arises.

Doubting then argued that uncertainty, efficiently implemented as a structural property,
can serve as a learning signal in the federated setting. In FedEvPrompt, attention maps
filtered by per-sample uncertainty replaced parameter aggregation as the unit of inter-client
exchange, turning uncertainty from a standard deferral signal into a selection criterion on
what each client contributes to a federation.

Forgetting closed the chain by arguing that pre-committing to forgetting structurally un-
locks capabilities that post-hoc unlearning cannot deliver. Pre-Forgettable Models localised
class-level knowledge in dedicated prompt tokens on a frozen backbone, so that unlearn-

ing reduced to removing the corresponding prompt, with the same prompt structure also
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producing a calibratable inference-time uncertainty signal at no additional training cost.
TrustErase bound each unlearning configuration to a non-trainable passport embedded in
the model’s LoRA adapters, so that an authority can audit which configuration the deployed
model implements. Across both sections of Chapter 5, the cost of unlearning is paid at train-
ing time through a structural commitment rather than at request time through retraining
or distillation.

These contributions point to a stronger claim than the recurrence of mechanism alone. In
each case where two demands were combined through a shared structural commitment, the
combination yielded value that neither delivered separately. In Section 3.1 SHAP attribution
correlated with predictive uncertainty while LIME did not, showing that the reliability infor-
mation carried by an explanation method depends on its compatibility with the uncertainty
estimate — an insight made possible only by considering them together. In FedEvPrompt,
Section 4.1, the uncertainty-filtered attention-map exchange outperformed both parameter-
sharing baselines and prior non-parameter-sharing methods on the Fed-ISIC2019 benchmark.
In Section 5.1, the same prompt structure built for unlearning produced an inference-time
deferral signal stronger than MC dropout. The structural and shared commitment is em-
pirically what makes the combination measurably stronger than the sum of its components.
What the thesis does not demonstrate is that a single integrated system implements all four
demands together. An integrated system combining the four, evaluated with clinicians in
the loop, is the next step before the structural argument can be tested where it matters.

Clinical AI should know, doubt, and forget, like a clinician does.
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Appendix A

PreForgettable Models

A.1 Inference-Time Uncertainty Estimation: Additional

Results

This appendix section reports the per-dataset figures omitted from Section 5.1. Figures A.3—
A4 reproduce the DermaMNIST inference-time uncertainty analysis (entropy distributions
and accuracy—coverage curves) on BloodMNIST and OrganSMNIST. The pattern matches:
prompt-subset places incorrect predictions at higher H than MC dropout and yields a higher

selective accuracy at every coverage level, with consistently higher AURC

Predictive Entropy Distribution Predictive Entropy Distribution
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(a) Prompt-subset. (b) MC dropout.

Figure A.1: Distribution of H on BloodMNIST test set, separated by prediction correctness.
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(b) MC dropout.

Figure A.2: Accuracy versus coverage on BloodMNIST, with val-calibrated thresholds ap-
plied to test.
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Figure A.3: Distribution of H on OrganSMNIST test set, separated by prediction correctness.
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Accuracy-Coverage (AURC = 0.9797)
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A.2 Sensitivity to the LoRA dropout rate

The main-text comparison uses LoRA dropout p = 0.1 to match the design choice for LoRA
in the unlearning components of Section 5.1. However, MC dropout’s uncertainty signal
comes from variation induced by the dropout layers at inference, so a low rate produces less
variation and could in principle understate it. To evaluate this, we re-ran both methods
on all three datasets with dropout raised to p = 0.3, keeping every other hyperparameter
unchanged. Table A.1 reports the resulting AURC.

Table A.1: AURC of prompt-subset and MC dropout at two LoRA dropout rates. Higher is
better.

Dataset Method p=01 p=20.3

BloodMNIST  Prompt-subset 0.9999  0.9999
BloodMNIST  MC dropout 0.9984  0.9984

DermaMNIST  Prompt-subset 0.9852  0.9835
DermaMNIST  MC dropout 0.9689 0.9729

OrganSMNIST Prompt-subset 0.9797  0.9792
OrganSMNIST MC dropout 0.9628  0.9653

Both methods move only slightly under the change of rate. MC dropout improves by
at most 0.004 AURC, consistent with its signal benefiting from a stronger stochastic per-
turbation. Prompt-subset drops by at most 0.002 AURC. This can be explained by the
higher training-time variation, which regularizesthe routings and reduces how much they
diverge across prompt subsets. Prompt-subset still outperforms MC dropout at p = 0.3.

The comparison in Section 5.1 is therefore not an artifact of the dropout rate.
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TrustErase

B.1 Experimental Setup

B.1.1 Training details and configurations

Architectures. Unless otherwise specified, experiments are conducted using Vision Trans-
formers (ViT), specifically the ViT-Tiny, ViT-Small, and ViT-Base variants. All models
share a depth of 12 layers and a patch size of 16 x 16. The architectures differ in their
embedding dimensions (d) and number of attention heads (h): ViT-Tiny (d = 192, h = 3),
ViT-Small (d = 384,h = 6), and ViT-Base (d = 768, h = 12). While the proposed frame-
work is architecture-agnostic and can be applied to other backbones (e.g., CNNs), we report
ViT results in the main paper for consistency with prior work; additional experiments on

alternative architectures are provided in the Appendix B.4.

Training During training, the low-rank matrices A and B are shared across all tasks, while
task-specific passports Cy remain fixed. A hypernetwork variant of TrustFrase is trained
once after all atomic passports are obtained, enabling the synthesis of composite passports
for arbitrary class combinations without retraining. Both stages use AdamW with weight
decay 1 x 10~* and cosine annealing learning rate scheduler, with a learning rate of 1 x 1073
for base training and 1 x 10~* for the hypernetwork, each for 10 epochs. Training uses an
effective batch size of 96 via gradient accumulation. LoRA modules of rank 8, 32, and 64 are
applied to the query and value projection matrices. For competing methods requiring both

learning and unlearning phases, 10 unlearning epochs are applied to ensure fair comparison.
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B.1.2 Hyperparameter Search for Competitors

To ensure a fair evaluation, all competing unlearning methods underwent a hyperparameter
search. For all methods, we searched learning rates in the range [1075, 1072|, considering only
multiples of 10, and used the configuration that achieved the best performance on CIFAR-10.
For SSD and UNSIR, we searched « in the range [107*,10%] and A in the range [107%,5].
All competitor methods were trained using AdamW with weight decay 1 x 10~* and cosine

annealing for 10 epochs, matching our setup.

B.1.3 Hypernetwork Architecture

The hypernetwork H, is implemented as a task-conditioned Transformer encoder that ag-
gregates multiple atomic passports into a single, unified representation. Given a set of N
atomic passports, the module synthesizes a multi-task passport P;,q by integrating compo-
nents selected via a task-specific mask.

Each vectorized atomic passport P; € R™ is projected into a shared latent space using
a linear layer W, € R”*78 A learnable [C'LS] token is prepended to serve as a global
aggregator, and positional embeddings are added to preserve the identity of the component.

The resulting input sequence Zj is
Zo = [zcrs; (WePL + PEy); (WP, + PEy); .. s (W.Py + PEy)).

The fusion logic is controlled by a binary task descriptor m € {0,1}". We utilize this
descriptor to generate a padding mask M applied within the Multi-Head Self-Attention
(MSA) layers. For an attention head with query @, key K, and value V, the attention

weights are computed as

T

K
Attention(Q, K, V') = softmax (Q
V.

Here M;; = —oo for all indices j where m; = 0. This ensures that the [CLS] token only

+)V,

integrates information from the passports designated by the mask, preventing interference
from inactive components.

The backbone consists of 4 encoder layers with 8 attention heads and a feed-forward
expansion ratio of 4. We utilize the final hidden state of the [C'LS] token, hors € R™®) as
a task-conditioned bottleneck. This state is mapped back to the parameter space through a
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linear projection followed by a reshape operation
Phras = Reshape(W,hors +b,) € R,

recovering the passport matrix and distilling inter-task dependencies into a compact latent
vector, enabling the synthesis of a unified parameterization that scales efficiently with the

number of atomic components.

B.2 Parameter Dimensionality and Scaling Behavior

B.2.1 Lemma

Class-independent parameter dimensionality. Let W be a pretrained backbone and
let A € R™* and B € R>" denote the LoRA parameters with fixed rank r. Consider a
classification problem with C' classes, where each class (or unlearning task) is associated with

a fixed passport matrix C, € R™". The model prediction and training objective are

f(z;A,B) = (Wy+BC,A) z, (B.1)
L(A,B) = Eq ) [((f(z; A, B),y)], (B.2)

where ¢ is a smooth and lower-bounded loss function. Then stochastic gradient descent
(SGD) converges to an e-stationary point at rate O(1/y/T), with constants independent of

the number of classes C.

Proof. The only trainable parameters are (A, B), whose dimension is O(r(d+k)) and there-
fore does not depend on C'. Since the passport matrices Cy, are fixed and the loss £ is smooth,
the objective L has bounded-variance stochastic gradients with constants independent of C'.

Standard results for non-convex stochastic optimization [44] therefore yield
E[|VL(Ar,Br)|*] < O(1/VT), (B-3)

which establishes convergence independently of the number of classes. O]

B.2.2 TImplications and Scaling Limits

The lemma establishes that the parameter dimensionality of the optimization problem does

not grow with the number of unlearning tasks K. Per-step compute, however, scales linearly
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as O(K) via the per-task loss aggregation (Equation 5.20). The lemma’s smoothness as-
sumption, combined with the gauge freedom of the passport-LoRA parameterization, means
that for moderate K the shared low-rank subspace has sufficient capacity to express K
near-orthogonal unlearning behaviors without optimization difficulty.

This regime is well-behaved within our scope. At K > 1000, the per-task gradients
{V(aB)Li} increasingly compete for the same low-rank capacity, and the multi-task objec-
tive develops destructive interference. Concretely, when the rank-r subspace cannot simul-
taneously accommodate K task gradients, the pairwise gradients Vs Ly and VA L; for k # j
become non-orthogonal, and a fraction of pairs acquire negative cosine similarity. Under the

aggregated update

K
1
VaBLiotal = e ; VaBLi, (B.4)

the conflicting components cancel while the redundant components dilute the per-task signal,
so SGD progresses suboptimally on individual L even when L. continues to decrease. This
is the gradient-conflict phenomenon studied in the multi-task optimization literature [143,
180, 101], and a related form of interference has been documented post-hoc when combining
independently trained task-specific parameter updates [174].

Two mitigation strategies are natural extensions in this regime: gradient surgery, which
projects per-task gradients onto mutually orthogonal subspaces before aggregation [180],
and task grouping, which clusters passports by gradient similarity and trains each cluster
against an independent (A, B) pair. Both restore the bounded-gradient-variance condition
that underlies the lemma’s convergence guarantee: gradient surgery by removing destructive
cross-task components, task grouping by reducing the effective K per parameter pair so that
the rank-r subspace regains sufficient capacity. We leave a full empirical study to future

work.

B.3 Extensions to Already-Trained Models

TrustErase as presented requires the passport library and the shared LoRA factors (A, B)
to be jointly trained. For deployments where the target model already exists, two extension

routes are possible depending on where the target knowledge resides.

Backbone knowledge: passport-augmented LoRA finetuning. If the unlearning
target is encoded in the backbone itself, a passport-augmented LoRA module can be nat-
urally attached on top of the frozen backbone and finetuned with the multi-task objective

(Equation 5.20), with the target classes included in the per-task losses {Ly}.
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LoRA-encoded knowledge: passport distillation. If the target knowledge already
lives in an existing LoRA adapter (A, Bg.), that adapter can be distilled into a passport-
augmented LoRA via supervised passport distillation. Concretely, a fresh passport library
{Cy} and shared factors (A,B) are trained to match the source adapter’s outputs on the
retain set, while applying the masked forgetting loss (Equation 5.17) on the forget set.
Both routes inherit the pre-commitment requirement: the atomic forget targets must be
specified at finetune or distillation time. Empirical evaluation of these extensions is left to

future work.

B.4 Class Unlearning

Cifar20 evaluation. Here we extend our evaluation to CIFAR-20. Under the setup of
competing methods, Table B.1 demonstrates that our approach achieves perfect forgetting
in single-class scenarios while preserving strong retain performance and privacy guarantees
close to retraining baselines. Table B.2 further shows that, under a uniform-distribution
forgetting objective, we achieve on-par forget accuracy compared to Pre-Forgettable methods
while exhibiting substantially smaller worst-case forgetting gaps, indicating more consistent

and reliable forgetting behavior.

Class metric Original Model ~ Retrain Finetune  Bad Teacher UNSIR Amnesiac SSD Ours

Veh2 D, 95.73+0.00  94.85+0.13 87.75+£1.64  93.59+0.3  93.56+0.32 93.88+0.15 93.124+0.00 94.99+0.08
Dy 95.22+0.00 0.00+0.00  0.04+0.12  4.88+4.12  70.314+5.03 0.00£0.00  0.00£0.00  0.00+0.00
MIA 84.04+0.00 22.96+0.03 38.15+0.08  0.02£0.00  48.98+0.07 1.204£0.00  7.044+0.00 23.74+11.36

veg D, 95.59£0.00 94.5440.21 87.09£1.24 92.92+0.51 93.254+0.35 93.29£0.41 95.714+0.00 94.784+0.14
Dy 97.5740.00 0.00£0.00  0.30+0.29 8.2846.79  89.02+2.41 0.02+0.07  0.00£0.00 0.00+0.00
MIA 91.3240.00 4.4140.01 14.7240.05  0.02£0.00  58.67+£0.04 1.02£0.00  1.8840.00 3.08£1.37

Table B.1: Class unlearning results on CIFAR-20 using ViT-Base Rank 32, evalu-
ating simultaneous forgetting of two classes from a single trained model. Results for baseline
methods are reported from SSD [41].

Convolutional Neural Network evaluation. Although our method builds on LoRA,
originally introduced for Transformers, it is not inherently Transformer-specific. To demon-
strate backbone agnosticism, we evaluate TrustErase on an ImageNet-pretrained VGG-16
by inserting rank-128 passport C-LoRA into the last two classifier layers. As shown in
Table B.3, TrustErase reaches complete forgetting (Accy = 0.0 £ 0.0) with 86.2 &+ 0.2% re-
tained accuracy, within 0.7 points of its retrain reference, and an MIA rate of 0.253 against
the reference’s 0.246, yielding the smallest distance to the oracle of all methods (dist = 0.09,
against 0.11 for Delete and 0.15 for Finetune). The over-forgetting pattern of Table 5.9
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Table B.2: Comparison with Pre-Forgettable Models on CIFAR-20 under the
uniform-distribution forgetting objective. All methods employ LoRA (ranks 32/64)
with ViT-Small and ViT-Base backbones. Atomic passports are trained once, with one
passport per class, and the reported results are averaged over all classes.

Method Accpy T Accyr | GAPp | GAPP™ |
ViT-Small

Pre-Fgt-R32 94.464+0.19 6.854+4.14 1.85 12.00
Pre-Fgt-R64 94.56+0.17 5.70+2.74  0.70 5.00
Ours-R32  75.5942.93 1.90+1.57  3.10 5.00
Ours-R64  83.93+0.86 2.10+1.37  2.90 4.60
ViT-Base

Pre-Fgt-R32 95.414+0.16 7.03+4.67 2.03 14.20
Pre-Fgt-R64 95.654+0.12 5.344+5.46 0.34 21.00
Ours-R32 87.684+1.33 5.29+ 3.01 0.29 11.20
Ours-R64 92.25+0.44 6.0941.99 1.09 5.20

Table B.3: Single-class unlearning performance on CIFAR-10 using an ImageNet-
pretrained VGG-16 with passport C-LoRA rank 128 (3 seeds, meantstd). dist is the aggre-
gate distance to the retrain reference (Eq. 5.23); lower is better.

Method ‘ Accyy Accrt MIA distl

Retrain (full) 0.0 95.240.0 0.32240.01 0.00

Retrain (LoRA) 0.0 86.9£0.4 0.246+0.02 0.00

Finetune 1.3+£0.7 95.1+0.1 0.190+0.02 0.15+0.02
Random Labels 8.1+3.2 76.243.5 0.0004+0.00 0.5940.05
Delete 0.040.0 92.84+0.7 0.2354+0.04 0.1140.04
Bad Teacher 0.0£0.0 11.6+0.6 0.000£+0.00 1.16+0.01
Boundary Expand |[0.0+£0.1 80.7+6.6 0.171+0.08 0.30+0.01
Boundary Shrink [0.2+0.1 68.9+4.1 0.603+0.52 0.76+0.12
SalUn 9.44+6.4 76.34+2.3 0.0004+0.00 0.6140.08
UNSIR 0.34+0.3 63.742.3 0.4404+0.01 0.4440.02
Amnesiac 0.04+0.0 93.34+0.6 0.0354+0.01 0.314+0.01
Ours ‘0.0:N:0.0 86.2+0.2 0.253+0.12 0.094+0.07

recurs: Amnesiac drives MIA to 0.035 where its retrain reference sits at 0.322. These results

confirm that the mechanism transfers effectively beyond Transformers.

B.5 Instance-Level Unlearning

We additionally demonstrate our framework in the instance-level setting, where the goal is
to forget a subset of training samples whose classes remain in the data. The forgotten sam-
ples are assigned to a dedicated forget passport, trained jointly with the retain-all passport
following the main training setup and optimised with the loss-matching objective introduced
below. We evaluate two settings: a canary setting on CIFAR-10, in which the forget set is
constructed so that forgetting is measurable, and unmodified MNIST and CIFAR-10, which
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probe behaviour on natural data and larger forget ratios.

Why the class-level objective does not transfer. The class-level objective masks the
ground-truth label and drives p(yiue | ©) — 0. At class level this is exact, yet at instance level
it targets forgotten samples belonging to classes that remain in training, so a retrained oracle
still classifies them correctly (0.984 on held-out CIFAR-10 forget samples), and driving their
accuracy to 0 is over-forgetting: a confidently incorrect prediction on exactly the forgotten
set is a stronger signal to an adversary than the memorisation it removes.

The target is therefore the behaviour of a model that never observed the data, which
differs in confidence rather than correctness (on CIFAR-10, 1.6 points of forget-set accuracy
but a factor of 48 in predictive entropy). After each epoch we record the per-class distribution
R. of cross-entropy on the validation split, assign each forgotten sample a fixed quantile

according to its difficulty rank within its class,

q; = ) (B.5)

where r; is the loss rank of x; among the n, forgotten samples of its class, measured at the
end of the warm-up epoch, before memorisation flattens the per-sample losses. Its loss is

then matched to the corresponding quantile of the current reference,

* 1 *
4 (‘TJ) = Q%‘ (Ryj) ) 'Cmatch = |€($]) — (x])‘ ) (B6)
’,Dforget‘ D
Zj forget
with ¢(x) = —logp(y | ). The rank-based assignment gives easy samples low and hard

samples high targets, so the forget set reproduces both the marginal and the input-conditional

loss distribution of unseen data.

Canary setting. On unmodified data the quantity to be erased is small: each forgotten
image is redundant given the remaining samples of its class, so the memorised model and
the oracle differ by only 1.6 points on the forget set, and distinguishing methods inside that
margin is unreliable. In the canary setting we therefore construct the forget set from 10%
of the CIFAR-10 training split (4,500 images): each image keeps its pixels, but its label is
replaced by an incorrect one drawn uniformly at random, y; ~ U({0,...,C — 1} \ {y;}).
These pairs can only be predicted through memorisation, meaning assigned-label accuracy
measures memorisation that survived (oracle 0.001), true-label accuracy measures knowledge
that survived (oracle 0.988).

Table B.4 reports both axes together with retained accuracy and MIA against thirteen
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Table B.4: Instance-level unlearning with canaries, CIFAR-10, 4,500 forgotten images (10%),
C-LoRA rank 64 (3 seeds; dist meantstd).

Method Assigned True Retain MIA dist
Memorised model 1.000 0.000 - - -
Retrain oracle 0.001 0.988 0.982 0.946 -
Ours 0.003 0.950 0.976 0.874 0.118+0.057
Finetune 0.010 0.907 0.910 0.799  0.30840.120
Gradient Ascent 0.157  0.703 0.897 0.652 0.81940.082
Wood Fisher 0.080 0.701  0.801 0.496  0.99640.080
Amnesiac 0.129 0.749 0.972 0.008 1.314+0.101
Boundary Expand  0.163 0.321 0.459 0.347 1.95040.235
Delete 0.293 0.364 0.734 0.093 2.016%0.026
Boundary Shrink 0.145 0.165 0.355 0.428 2.1114+0.091
L2UL (adv) 0.998 0.001  0.909 0.646 2.356+0.106
L2UL (imp) 0.998 0.001  0.909 0.647 2.356+0.106
Fisher 0.101 0.103 0.102 0.428 2.383+0.163
SalUn 0.481 0.113  0.524 0.230 2.52840.034
Random Labels 0.362 0.120 0.414 0.197 2.54540.142
Bad Teacher 0.932 0.040 0.933 0.221  2.653%0.078

competitors; here dist sums the absolute gaps to the oracle over all four columns. The
second axis separates failures a single metric cannot: both L2UL variants score 0.998 on
the assigned labels (they remain essentially the memorised model) while retaining 0.91 test
accuracy, so an assigned-label metric alone would report them as healthy; Bad Teacher
retains the memorisation and destroys the true-label knowledge; Fisher and the boundary
methods collapse the model, depressing both axes for reasons unrelated to forgetting. Ours
attains the smallest distance to the oracle; among the competitors only Finetune approaches
the oracle on both axes. Competitor settings were transferred from the class-level protocol,
so their figures are a lower bound. UNSIR is omitted as inapplicable, since it synthesises

noise per forgotten class and an instance-level forget set provides no class to synthesise for.

Unmodified data and scale. In the second setting, without canaries, the forget set
consists of 1% of the training data of MNIST and CIFAR-10. Averaged over both datasets
(three seeds each), the forget passport reaches a distance to the oracle of 0.035, with test
accuracy of 0.989 and forget-set accuracy of 0.997, matching the oracle’s generalization
instead of suppressing it. The result is stable when the forget ratio grows to 50% on CIFAR-10
(dist = 0.026), a regime in which objectives that suppress the ground-truth label destabilize

training, as they oppose the retain pass on half the data.
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B.6 Backbone Statistics Unlearning

Beyond masked and uniform output objectives, we also demonstrate that the proposed
method can be adapted to other unlearning objectives, such as those derived from back-
bone statistics. Specifically, we minimize the KL divergence between the model’s outputs
and those produced by the frozen backbone combined with a randomly initialized classifier,
effectively approximating the pre-learning state. Table B.5 summarizes the results obtained
using these backbone-based statistics. Here, the unlearning gap is defined as the distance to
the pre-learning classifier accuracy, rather than the chance level, as used previously for the
uniform objective. The consistently small accuracy gaps across varying forgetting scenarios
indicate that the backbone statistics objective provides a reliable and predictable unlearn-
ing target. By anchoring to the original backbone’s feature space, this approach preserves
useful representations from the pretrained model. Overall, this method provides a practical
and stable alternative to uniform objectives and demonstrates our framework’s capability to

accommodate diverse unlearning objectives.

Table B.5: Single-class unlearning performance using backbone statistics with
LoRA ranks R8 and R32 on MNIST and CIFAR-10 across various ViT backbones. Atomic
passports are trained once, with one passport per class, and the reported results are averaged
over all classes.

Method | MNIST | CIFAR10

‘ Accyy T Accpy | GAPy | GAPY™ H Accy 1 Accpy | GAPy | GAPP™ |

ViT-Tiny
Ours-R8 |98.52+0.20 7.74412.46 1.46 5.04 88.29+2.02 8.36+12.65 1.14 3.80
Ours-R32|99.24+0.08 8.13£13.31 1.08 3.40 92.874+0.34 8.63+13.05 1.53 3.20
ViT-Small
Ours-R8 [99.07+0.13 1.08425.03 1.64 6.00 94.464+1.15 7.954+£20.95 1.93 9.90
Ours-R32(99.38+0.09 10.57+25.04 1.89 6.14 95.58+£0.33 7.93£21.33 2.35 12.10

B.7 Inference and Training Time Analysis

All runtime measurements were conducted on a NVIDIA H100 GPU for CIFAR-10 single-
class unlearning. Across all competing unlearning methods, the average total unlearning
time is 18.9 minutes, with a standard deviation of 8.7 minutes. The two slowest competitors
are L2UL (32.1 minutes) and Finetune (26.7 minutes).

For a realistic comparison, we consider TrustErase trained for 11 initial tasks (one for
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each class, plus an all-learning task). The total training time for our method is 62.53 minutes,
which is about 32 minutes slower on average than the total training and unlearning time
of competing methods. However, in return, our approach provides instant unlearning for
predefined forget sets without requiring access to the training data or additional training
time. If a forget set is not included in the predefined collection, the second hypernetwork
training phase, which in the worst case learns all possible atomic-passport combinations,

takes at most 1 day. This phase can be carried out after initial model deployment.

B.8 Reconstruction Attack Analysis

We examine whether the shared LoRA bottleneck C' can be reconstructed from publicly
released decomposed adapters. The setting assumes a frozen ViT backbone instrumented
with LoRA adapters on all Q/V projections. For each layer ¢, the victim applies a low-rank
update

AW, = %BKOAZ, (B.7)

where the per-layer matrices { Ay, By} and the shared C' € R™" are private. Before release,
the victim deterministically decomposes C' = C'C5 and publishes
Ay = ChAy, B, = B,C}, (B.8)
so that the public adapter appears as a standard LoRA update AW, = 2B, Aj.
The attacker instantiates its own factors {Ag, Bg} and a shared C, inducing

AW, = 2B,CA,. (B.9)
r
To remain consistent with the public decomposition, C is factored as C = élég, defining

A; = (YA, and l?é = B,C,. The attacker optimizes a combined objective

Ltot = Lcls + )\Lrem (BlO)
where the supervised loss is
1 .
Las = 15 > CE(f(x; Wi+ AWY), y), (B.11)
(z,y)eD
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and the reconstruction loss enforces agreement with the released public factors:

Lie =Y (I = 4l + 1B, - BilI?) (B.12)
¢

Because the LoRA parameterization admits an r x r gauge freedom (basis changes in
C' that can be absorbed by A, and B, without altering AWZ) the inverse problem is highly
underdetermined. As a consequence, many attacker optima match the public factors only
loosely while remaining incompatible with the victim’s private { Ay, By}.

Evaluation uses both parameter-level and function-level metrics. Factor reconstruction
errors (FR-A, FR-B) and update-agreement error Eay quantify alignment with public fac-
tors, while functional fidelity is measured by substituting C into the victim model and
comparing predictions, accuracy, and logit similarity with the true-C' model.

We optimized the attack objective for 20 epochs using AdamW with a learning rate of
1073, weight decay of 107%, and a cosine annealing scheduler. Despite this configuration,
empirically, reconstruction fails. Errors remain large (FR-A~ 0.976, FR-B~ 0.952, Eaw =~
0.947), indicating poor alignment with the released factors. More critically, transplanting
C into the victim collapses performance: Acc(C) = 0.0955 versus Acc(C) = 0.8712, with
negative logit cosine similarity and KL ~ 3.70. Although the attacker achieves low loss on
its own model, optimization exploits gauge degrees of freedom rather than recovering the
true bottleneck.

Under this reconstruction threat model, the shared LoRA bottleneck C'is not identifiable.
The decomposition-based release reveals insufficient structure, and the attacker’s optimiza-
tion converges to degenerate solutions that fail both in parameter space and in function

space. The passport matrix C' therefore remains unrecoverable.

B.9 Audit Protocol and Use Cases

To guarantee the integrity of the unlearning process and foster trust in deployed models, we
design an audit protocol. The objective of this protocol is to provide users with a formal
assurance that the model they receive from a service provider correctly incorporates the
specific unlearning task they requested. The protocol operates under a ‘trust-but-verify’

paradigm, as illustrated in Figure B.1, involving three main entities:

e Verification Authority (VA): The central entity that performs the initial training

and secret distribution. It acts as the root of trust for certifying compliance.
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e Trusted Providers: Entities initially entrusted with all secrets (base matrices and

passports) to handle model serving. They are assumed to be honest-but-verifiable.

e Users: Clients who request specific unlearning tasks (e.g., forgetting a specific class)

and verify the outcomes through the VA.

Beyond verifying the correctness of the unlearning operation itself, the protocol ensures
that the resulting model exhibits functional behavior consistent with the intended task.
Thus, verification encompasses both structural validation, checking that the correct passport
was used, and functional validation, which assesses whether the produced model behaves

similarly to one built with the user’s original task specification.
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Secrets Distribution. After central train-
ing, the VA provisions the base LoRA ma-
trices A, B together with the full set of
original passports {Cy} to a set of Trusted
Providers. Each user U; is securely is-
sued their ground-truth passport C;, which
serves as a non-transferable receipt for task
1. Providers are assumed to be honest-but-
verifiable: they store the secrets and serve
models, but the VA remains responsible for
certifying that the correct unlearning config-

uration has been applied.

Verification Workflow. The verification
process is initiated by the User. After receiv-
ing the unlearned model for task 7, the user
contacts the VA and submits both the re-
ceived model parameters (specifically the de-
composed adapters A}, B!) and their ground-
truth passport C;. Upon receipt, the VA
independently audits the submitted model.
Leveraging the private base matrices A and
B (which are retained securely by the VA), it
extracts the effective passport C; embedded
within the model weights via pseudo-inverse
reconstruction:
C; = B'BjAJAT. (5.12)
Simultaneously, the VA instantiates the
reference ‘honest” model by combining the
secure base matrices with the user’s veri-
fied ground-truth passport C;. The VA now
holds two distinct objects: the ideal pass-
port C; and the passport C; extracted from

VA

v

User Provider

séa
k 3
¥

unlearnRequest(passID)

A, B, C; = getSecrets(passID)

Ci1,Cia = decompose(C;)

M = createModel(A, B, Ci1,Ciz)

M

veri fy(M, passID)

3.
7,

A, B,C; = getSecrets(PassID)

C; = ertract(]\?, A,B)

Ci1,Cip = decompose(C;)

M = createModel(A, B, C;1,Ci2)

verify(M, M, C;, C)

Tesponse

Figure B.1: Overview of the proposed
verification protocol for auditable un-
learning. The protocol follows a trust-but-
verify paradigm involving three entities: a Ver-
ification Authority (VA) that conducts ini-
tial training and distributes secrets, trusted
providers that perform model serving using
designated passports, and users who request
specific unlearning tasks. The VA validates
both the structural correctness of the passport
used and the functional behavior of the result-
ing model, ensuring that the delivered model
faithfully reflects the user’s intended unlearn-
ing request.

the deployed model. Verification consists of checking whether C; is a faithful approximation
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of C; within a predefined tolerance:

1¥(Ci) = $(Co)|| < er, (5.22)

where 1(-) denotes an arbitrary feature mapping and er is a predefined tolerance accounting
for numerical imprecision. If the condition holds, the VA certifies that the provider has
correctly applied the requested unlearning task.

As discussed in Section B.8, structural similarity alone may not suffice; adversarial
reconstruction attacks can exploit small deviations. Therefore, the VA complements the
structural check with a functional verification step, comparing the behavior of the served
model (W, + BC’,-A) against a reference built with C;. Agreement in logits or activations

within er ensures that the unlearning task has been faithfully executed.

Use Cases. This protocol supports multiple deployment scenarios: (i) regulatory audits,
where third parties require verifiable evidence of compliance with ‘right-to-be-forgotten’ re-
quests; (ii) multi-tenant services, where different users demand distinct unlearning config-
urations; and (iii) adversarial settings, where providers must prove that no unauthorized
passport substitution has occurred. In all cases, the combination of structural and func-

tional verification provides lightweight yet auditable guarantees of trustworthy unlearning.
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