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Chapter 1

Introduction

1.1 Motivation

The integration of Artificial Intelligence (AI) with the Internet of Things (IoT) has
revolutionized numerous domains, and healthcare stands as a critical beneficiary of
these advancements. The promise of improved diagnostic precision, personalized
treatment, and enhanced operational efficiency is shaping the future of Healthcare
5.0 [3,4]. However, this transformation is not without challenges. Complex compu-
tational demands, the need for explainable and interpretable models, and stringent
security and privacy requirements hinder the seamless adoption of Al-IoT solutions
in clinical and real-world scenarios. These issues provided the impetus for this re-
search, which aims to develop robust methodologies addressing these pressing chal-
lenges.

Edge devices, a cornerstone of IoT ecosystems, are constrained by limited com-
putational resources, energy efficiency, and memory capacity. Yet, they must per-
form complex inference tasks in real time to enable actionable insights in critical sce-
narios like continuous glucose monitoring or arrhythmia detection. Current Al solu-
tions often rely on cloud computing, introducing latency and risking data breaches.
The need to optimize Al models for resource-constrained environments drives this
research’s focus on model compression techniques such as pruning and quantiza-
tion, ensuring that cutting-edge Neural Networks (NNs) can operate effectively within
the constraints of edge devices.

While Al systems have achieved remarkable performance in various applica-
tions, their black-box nature poses significant challenges for adoption in health-
care. Clinicians and stakeholders require transparent and interpretable solutions to
trust Al-driven recommendations, especially in life-critical situations. This research
emphasizes the development of explainable AI techniques, such as feature-based
knowledge distillation to embed transparency into predictive models. These efforts
aim to enhance user trust and support clinical decision-making by offering clear in-
sights into the reasoning behind Al predictions.

Healthcare data are inherently sensitive, and ensuring their security is paramount.
Conventional centralized learning approaches require data to be collected to train
predictive models, often compromising patient confidentiality and trust. This re-
search prioritizes privacy-preserving methodologies by integrating Federated Learn-
ing frameworks with cryptographic enhancements such as Zero-Knowledge Proofs
and Distributed Ledger Technology. These innovations enable secure, scalable Al
deployments that uphold data privacy without compromising performance, partic-
ularly in decentralized IoT environments.

The motivation for this thesis is rooted in the potential of AI-IoT solutions to
transform healthcare delivery. From enabling real-time monitoring and diagnosis to
facilitating predictive and preventive healthcare, the applications of this technology
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are vast. This work addresses the interdisciplinary challenges required to bridge the
gap between theoretical advancements and practical deployments, ensuring that Al-
IoT systems are not only effective but also trustworthy, interpretable, and secure.

In summary, this research is driven by the pressing need to overcome the techni-
cal, ethical, and operational barriers to Al-IoT integration in healthcare. By focusing
on computational efficiency, interpretability, and security, this work contributes to
the realization of intelligent, impactful, and sustainable solutions for Healthcare 5.0.

1.2 Dissertation Structure

This dissertation is organized to provide a clear and logical flow from foundational
concepts to advanced methodologies and their practical applications. Chapters
and |5|share a similar structure, functioning as self-contained units. Each Chapter
addresses a distinct theme, presents its methodologies, and findings. This design
allows for a modular understanding of the research while maintaining a cohesive
narrative throughout the dissertation.

The research begins with an introduction in where the context, motivation, and
primary objectives of the study are presented. This Chapter lays the groundwork by
identifying key challenges in deploying secure, efficient, and interpretable Al-IoT
systems in healthcare.

The following Chapter, 2} delves into the state-of-the-art technologies and method-
ologies relevant to Al and IoT integration. It discusses the fundamental principles
of edge computing, model compression, and federated learning while highlighting
the critical gaps this research aims to address.

In 3| the focus shifts to optimizing Al models for deployment on edge devices.
Techniques such as pruning and quantization are explored to enable real-time ap-
plications in resource-constrained environments These methodologies are vali-
dated through case studies, including glucose level prediction and microplastic
detection 3.6} showcasing their practicality and versatility.

The discussion on explainability and interpretability is presented in[d This Chap-
ter emphasizes the importance of transparent Al systems in healthcare, introducing
techniques such as feature-based knowledge distillation 4.5 These methods are ap-
plied to real-world scenarios, such as predicting adverse events in Type 1 Diabetes
(T1D) 4.4/ and enhancing medical imaging solutions demonstrating the value of
interpretable models in critical applications.

Security and privacy considerations are addressed in [5| where novel federated
learning frameworks are introduced. These frameworks incorporate Zero-Knowledge
Proofs and Distributed Ledger Technology to ensure data integrity and scalabil-
ity while preserving privacy. The Chapter also details advanced architectures like
dRAIN j.3|and graph-aided federated learning which provide robust solutions
for secure IoT networks.

Finally, [f] synthesizes the findings of this research. This Chapter reflects on the
implications of the results and proposes future directions, aiming to further advance
Healthcare 5.0 by balancing computational efficiency, interpretability, and security.

1.3 Contribution

This doctoral research encompasses a variety of methodologies and applications in
the development of resource-efficient, interpretable, and secure Al systems. The
contributions can be grouped into three main areas:
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1. Integration of Al and IoT
2. Explainability and Interpretability of Models

3. Secure and Privacy-Preserving Systems

1.3.1 Integration of Al and IoT

One of the core objectives of this thesis was to design and deploy Al solutions that
can function effectively on edge devices in IoT environments:

* Model Optimization on Edge Devices: Techniques such as pruning and quanti-
zation were explored to reduce Multiply—Accumulate operations (MACs), mem-
ory requirements, and speed up inference times. These methods enabled NN
to run concurrently on cost-effective, low-power hardware.

* Hardware Acceleration: By leveraging specialized Vision Processing Unit (VPU)
devices (e.g. Movidius Neural compute stick 1 & 2), classification times were
shown to decrease by up to 84.5% and 90%, respectively. These findings con-
tirm that high-performance Al is indeed feasible in constrained IoT scenarios
without compromising portability.

* Cross-Disciplinary Impact: The optimized solutions were successfully ap-
plied in various domains—ranging from crowd detection to real-time microplas-
tic detection and pediatric T1D blood glucose prediction. This extensive ap-
plicability underscores the relevance of lightweight Al for solving real-world
challenges across diverse sectors.

1.3.2 Explainability and Interpretability of Models

A second pillar of this work involved enhancing the transparency of Al systems:

¢ Feature-Based Knowledge Distillation: A novel approach was presented for
pulmonary disease classification, transferring knowledge from complex net-
works to more compact models, thus maintaining accuracy and interpretation
with a lighter computational approach compared to the state-of-the-art.

¢ Explainability in healthcare settings: Statistical methods for the explanation
of the predictive model are applied in a health-related context to optimize
treatment strategies and inform preventive measures.

1.3.3 Secure and Privacy-Preserving Systems

Finally, the research addressed the need for security and data protection in dis-
tributed and resource-constrained environments:

¢ Federated Learning with Cryptographic Enhancements: Through the inte-
gration of Zero-Knowledge Proofs (ZKPs) and Distributed Ledger Technology
(DLT), the thesis introduced a robust framework for data verifiability and reli-
ability in Federated Learning (FL).

¢ Hardware Root of Trust and Distributed Architectures: The combination of
hardware-based security modules with DLT solutions presented with the dRAIN
system, ensures auditable and tamper-resistant data management. This ap-
proach supports strong security guarantees suitable for real-world IoT scenar-
ios.
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¢ Privacy-Conscious Biomedical Applications: Solutions like the triple-regressor
FedROS-ELM for Blood Glucose Level forecasting and the Graph-aided Feder-
ated Learning (GaFL) framework highlight how decentralized, privacy-preserving
methods can deliver clinically reliable predictions. By modeling patient sim-
ilarity via graph-based clustering, GaFL efficiently balances personalization
and data protection, further validating the viability of secure, federated Al in
healthcare.

In summary, this thesis advances the state of the art in designing Al systems tailored
to conditions where computational resources, interpretability, and privacy must be
carefully balanced. By integrating optimization techniques, interpretability frame-
works, and strong security measures, the research provides a comprehensive roadmap
for deploying intelligent, trustworthy, and resource-aware solutions across a wide
range of real-world healthcare applications.



Chapter 2

Background

2.1 Al in Healthcare

Artificial Intelligence (Al) has emerged as a transformative force in healthcare, pro-
viding advanced tools that enhance diagnostic precision, treatment personalization,
and operational efficiency. By leveraging large-scale data and sophisticated machine
learning algorithms, AI systems can analyze complex datasets to uncover patterns
and deliver predictive insights. Applications such as medical imaging, disease fore-
casting, drug discovery, and patient monitoring are now at the forefront of Health-
care 5.0. However, despite its potential, the integration of Al in healthcare is fraught
with challenges that must be addressed to unlock its full capabilities.

2.1.1 The Computational Bottleneck

The Internet of Medical Things (IoMT) is transforming healthcare by enabling in-
terconnected devices to perform real-time monitoring, diagnosis, and data analysis.
However, a significant challenge lies in deploying advanced neural network archi-
tectures on edge devices with limited memory, computational power, and energy
resources. These constraints hinder the execution of complex models locally, increas-
ing dependence on cloud-based solutions, which in turn introduces latency and reli-
ability issues. Another critical factor is inference latency. In applications such as con-
tinuous patient monitoring or emergency alert systems, delays in inference can have
serious consequences. Ensuring real-time responsiveness on resource-constrained
devices remains a pressing problem that demands innovative solutions.

To address these challenges, researchers are focusing on two key areas: model
compression techniques that optimize neural networks for edge devices, and edge
computing frameworks that enable efficient on-device inference. The following sub-
sections explore these approaches in detail.

Edge Computing

Edge Computing plays a pivotal role in addressing the integration challenge by re-
ducing reliance on centralized data processing. In IoMT systems, edge devices can
locally process and analyze data collected from medical sensors, transmitting only
critical insights to central servers. This approach minimizes latency, reduces band-
width usage, and enhances data security by limiting the exposure of raw patient
data [5]. Despite its advantages, implementing Edge Computing in IoMT introduces
challenges related to computational efficiency, resource allocation, and energy con-
sumption. To overcome these hurdles, researchers are optimizing edge algorithms
for resource-constrained environments, such as wearable devices and remote mon-
itoring systems. For instance, in continuous cardiac monitoring, edge devices can
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detect arrhythmias in real-time without transmitting sensitive data, ensuring both
timely intervention and data privacy.

Pruning for Model Compression

Pruning, first introduced by LeCun et al. in [6], is a key technique for optimizing
neural networks by removing redundant parameters, such as unnecessary connec-
tions or neurons, without significantly affecting model performance. By reducing
the size and complexity of the network, pruning minimizes the computational load
during inference, making it ideal for resource-constrained IoMT devices.

This technique has demonstrated effectiveness in real-time applications, such as
blood pressure monitors and arrhythmia detection systems [7], where rapid and ac-
curate predictions are essential. Structured pruning methods, which target specific
elements like entire layers or channels, provide predictable improvements in effi-
ciency while maintaining the functional integrity of the model [8]. These methods
also simplify deployment by ensuring compatibility with hardware accelerators op-
timized for structured computations.

Unstructured pruning, on the other hand, offers higher compression ratios by re-
moving individual weights based on their contribution to the network. Although
it can yield more compact models, this approach often requires additional post-
processing steps, such as sparse matrix representations, to fully exploit the computa-
tional benefits. Regardless of the method, pruned models empower IoMT devices to
deliver precise, energy-efficient predictions while reducing latency, which is critical
in applications requiring immediate interventions.

Quantization for Model Compression

Quantization reduces the numerical precision of neural network parameters and ac-
tivations, transitioning from 32-bit floating-point representations to lower-bit for-
mats such as 16-bit, 8-bit, or even binary. This reduction dramatically decreases
memory usage, computational demand, and power consumption, making it par-
ticularly well-suited for IoMT devices, such as portable ECG monitors or glucose
Sensors.

Quantization-aware training (QAT) has emerged as a robust approach to mit-
igate the accuracy loss typically associated with quantization. By incorporating
quantization effects during training, QAT ensures that the resulting models perform
nearly as well as their full-precision counterparts. This technique is especially ad-
vantageous in medical applications, where even slight accuracy deviations can have
significant implications.

Post-training quantization is another widely used method, where a pre-trained
model is converted into a lower-precision format. While simpler and faster to imple-
ment, this approach may introduce more noticeable accuracy degradation compared
to QAT. Advances in mixed-precision quantization, which selectively quantize spe-
cific layers or operations based on their sensitivity, strike a balance between model
size and performance.

Quantization not only enhances model deployability on constrained hardware
but also supports compatibility with hardware accelerators designed for integer
arithmetic, further boosting inference speed [9]. Together, these capabilities posi-
tion quantized models as indispensable components of IoMT systems, enabling real-
time, reliable analytics in environments with stringent resource constraints.
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2.1.2 The Importance of Explanation

The interpretation of results and the explainability of Al models in healthcare rep-
resent fundamental pillars for bridging the gap between Al and clinical practice. In
a field where the stakes involve human lives, the ability to provide transparent and
interpretable insights is not merely an added value but a necessity. Clinicians re-
quire not only accurate predictions but also a clear understanding of the reasoning
behind these predictions to make informed decisions, trust the models, and adapt
treatments effectively.

Explainable Artificial Intelligence (XAI) aims to enhance transparency by shed-
ding light on how AI models arrive at their predictions. Methods like Grad-CAM
(Gradient-Weighted Class Activation Mapping) and LIME (Local Interpretable Model-
Agnostic Explanations) provide insights into feature importance and model behav-
ior, making these black-box systems more interpretable. These methods offer clini-
cians a quantitative understanding of the factors influencing a model’s output, thereby
fostering trust and facilitating integration into medical workflows.

Beyond statistical tools, the design of inherently interpretable systems also plays
a crucial role.

Grad-CAM: Gradient-Weighted Class Activation Mapping

Grad-CAM [10] (Gradient-Weighted Class Activation Mapping) is a popular tech-
nique for visualizing and interpreting the decisions made by deep neural networks,
especially in computer vision tasks. It builds upon the concept of Class Activation
Mapping (CAM) [11] by utilizing the gradients of a specific target class flowing into
the final convolutional layer of a convolutional neural network (CNN). Grad-CAM
produces a coarse localization map that highlights the regions in the input image
most relevant to the model’s decision for the given class.

To generate these class activation maps, Grad-CAM computes the gradient of
the class score (logits) with respect to the feature maps of the last convolutional
layer. These gradients are then globally averaged to obtain weights, which are sub-
sequently multiplied by the corresponding feature maps. Finally, a ReLU operation
is applied to emphasize only the positive contributions of the feature maps. The
resulting localization map highlights the pixels in the input image that have a sig-
nificant influence on the final prediction.

A key advantage of Grad-CAM over other visualization methods is its ability
to preserve the spatial information of the feature maps while incorporating class-
specific gradients. This allows Grad-CAM to produce class-discriminative and spa-
tially coherent heatmaps, making it particularly suitable for tasks like object detec-
tion and fine-grained image classification. Additionally, Grad-CAM can be seam-
lessly integrated with other interpretability techniques (e.g., Guided Backpropaga-
tion) to yield more precise visual explanations. By offering a straightforward and
intuitive way to reveal the inner workings of CNNs, Grad-CAM has become a valu-
able tool for increasing transparency and trust in deep learning models, aiding both
developers and domain experts in diagnosing model behavior and identifying po-
tential biases or errors.
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LIME: Local Interpretable Model-agnostic Explanations

LIME [12] is a versatile technique designed to explain individual predictions of ma-
chine learning models. Unlike methods tied to specific algorithms, LIME is model-
agnostic, meaning it can be applied to any black-box model, regardless of its un-
derlying architecture. LIME approximates the complex model locally around the
instance being explained by a simpler, interpretable surrogate model, such as a lin-
ear regression or decision tree. This local approach ensures that the explanations are
highly relevant to the specific prediction under scrutiny.

The primary advantage of LIME lies in its ability to highlight local interpretabil-
ity, focusing on the contributions of features to individual predictions rather than
global model behavior. By perturbing the input data and observing how these
changes affect the model’s output, LIME identifies the most influential features for a
given instance. These perturbations are weighted to ensure that the surrogate model
is a faithful representation of the black-box model’s behavior in the vicinity of the
data point.

The need for interpretability goes beyond technical considerations; it also ad-
dresses ethical, regulatory, and psychological dimensions. Transparent models are
essential for ethical Al deployment, complying with medical regulations, and fos-
tering user confidence. By making Al outputs understandable and actionable, ex-
plainability bridges the gap between advanced technologies and practical clinical
applications, as also mentioned by Maccaro et al. [13]. In summary, the integration
of explainability into Al systems for healthcare is not merely a technical challenge
but a multidimensional endeavor. It ensures that Al can support clinicians in pro-
viding patient-centered care while maintaining trust, accountability, and ethical re-
sponsibility. As Al continues to advance, explainability remains a cornerstone of its
effective and safe adoption in the medical field.

2.1.3 The Privacy Dilemma

In the era of Healthcare 5.0, vast amounts of patient-centric data offer unprece-
dented opportunities for personalized medicine, early disease detection, and pre-
dictive analytics [14]. However, leveraging this sensitive information also raises
serious concerns about unauthorized access and data misuse, which can lead to
identity theft, breach of patient confidentiality, and the erosion of trust in health-
care services [15]. This tension between advancing data-driven healthcare and pre-
serving stringent privacy standards constitutes the “privacy dilemma.” To address
it, researchers and organizations are exploring a range of privacy-preserving tech-
nologies, including Federated Learning (FL) which keeps data local while sharing
only model parameters—Zero-Knowledge Proofs (ZKPs), and Distributed Ledger
Technologies (DLTs). Together, these approaches aim to strike a balance between
harnessing the full potential of medical data and maintaining the highest levels of
security and compliance within the healthcare domain.

Federated Learning

Presented in [16] FL is an emerging machine learning paradigm that offers a novel
solution to the challenges of data privacy, security, and regulatory compliance, espe-
cially in domains like healthcare, where protecting patient information is paramount.
Unlike traditional centralized approaches—which gather vast amounts of raw data
into a single repository—FL keeps data localized, with each participating device or
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institution training a model on its own dataset and then transmitting only model
updates or gradients to a central server. This decentralized framework significantly
reduces the risk of exposing confidential information to unauthorized parties and
aligns with stringent regulations such as the General Data Protection Regulation
(GDPR) in the European Union or the Health Insurance Portability and Accountabil-
ity Act (HIPAA) in the United States. One of the most widely adopted methods for
aggregating locally trained models in this setting is Federated Averaging (FedAvg),
a process in which the central server computes a weighted average of the model
parameters received from each participant; the resulting global model is then broad-
cast back to all nodes for the next round of training. This iterative cycle continues
until convergence, capitalizing on each participant’s locally available data without
ever requiring that data to leave the institution where it resides. Nevertheless, im-
plementing FL in a real-world environment presents unique challenges, including
heterogeneity in data distributions, which may vary widely among different hospi-
tals, clinics, or wearable sensor devices, differences in network bandwidth, and sus-
ceptibility to adversarial behavior. Nevertheless, FL can provide immense benefits
to healthcare: enabling the aggregation of diverse clinical information from wear-
able device measurements, imaging data, and laboratory tests to electronic health
records into more robust and generalizable predictive models that can assist diag-
nosis, personalized treatment plans, or patient monitoring [17].

Zero-Knowledge Proof

Zero-Knowledge Proof (ZKP) technology fundamentally relies on transforming the
statement to be proven into a well-defined computational representation, often an
arithmetic circuit, so that the correctness of each operation (e.g., additions, multi-
plications) can be rigorously verified without exposing any underlying inputs [18].
In practice, this means expressing the function or condition in a gate-by-gate man-
ner, which enables cryptographic techniques (such as polynomial commitments or
pairing-based cryptography) to validate the final result without revealing interme-
diate data. Beyond these classical “arithmetic-centric” ZKP constructions, garbled
circuits, a secure computation method originally introduced in the context of multi-
party protocols, can also be adapted to serve as a foundation for zero-knowledge.
In a garbled-circuit-based ZKP, the circuit is “garbled” (or encrypted) so that neither
the prover nor the verifier can glean any private details from its internal structure, yet
they can still confirm the correctness of the outcome. Essentially, the prover commits
to an encrypted version of the circuit and their inputs, and then interacts with the
verifier in a way that convinces the latter that the final output is accurate—without
disclosing how each gate was computed or what the inputs were. This dual ap-
proach—arithmetic circuits for direct polynomial-based proofs, and garbled circuits
for secure evaluation—illustrates the versatility of ZKP frameworks. By employing
these techniques, healthcare applications can verify operations on sensitive patient
data, such as diagnostic calculations or personalized treatment recommendations,
fully confident that no unauthorized party (or even the verifier itself) will gain ac-
cess to the underlying patient information [19].

Distributed Ledger Technology

Distributed Ledger Technology (DLT) provides a decentralized and tamper-proof
framework for recording and verifying transactions or data changes. In traditional
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blockchain-based systems like Bitcoin and Ethereum, information is grouped into se-
quential blocks, each cryptographically linked to the previous one, creating a trans-
parent and verifiable chain of records distributed across multiple nodes [20,21]. This
inherent distribution limits the influence of any single authority and facilitates con-
sensus among participants, helping to ensure data integrity and resist unauthorized
modifications. Beyond standard blockchains, Directed Acyclic Graph (DAG)-based
ledgers such as IOTA or Hedera Hashgraph store transactions in a network of inter-
linked “vertices” rather than in linear blocks, potentially enabling higher scalabil-
ity and faster transaction confirmation under specific network conditions. Whether
blockchain- or DAG-based, DLT solutions also support features like decentralized
identity management.

When integrated into healthcare environments, DLT can facilitate secure patient
record management, enable transparent sharing of medical test results among au-
thorized parties, and streamline regulatory compliance by providing robust trace-
ability of data access and modifications. Furthermore, tokenization mechanisms can
be employed to incentivize data sharing in research contexts, while cryptographic
techniques ensure that sensitive information remains confidential. This convergence
of distributed ledgers, privacy-preserving Al, and healthcare applications holds the
potential to not only strengthen data governance and patient trust, but also to pro-
mote innovation in clinical decision-making, telemedicine, and personalized treat-
ment strategies.

2.1.4 The case study of Diabetes

Since many sections in this thesis address issues related to the management of glycemic
levels in people with diabetes, an introduction to the topic is necessary. Type 1 dia-
betes (T1D) is a metabolic disorder with an autoimmune aetiology, also referred to as
Type 1 Diabetes Mellitus (T1DM). In 2021, there were 6.7 million deaths attributable
to diabetes worldwide among individuals between 20 and 79 years of age. This
figure represents 32.6% of the total number of deaths among people younger than
60 [22]. If not treated properly, T1D can lead to both short- and long-term compli-
cations, including micro- and macro-vascular diseases that can damage the kidneys,
eyes, liver, and circulatory system [23]]. Although T1D has no cure, it can be man-
aged through daily insulin administrations aimed at keeping the glycemic level in
the euglycemic range, i.e., between 70 and 180 mg/dL.

The management of T1D remains a challenge due to its nature, which precludes
the implementation of effective and consolidated prevention methods. Consequently,
many studies have focused on nutritional, genetic, and immunomodulatory aspects
to prevent or delay disease onset [24-26]. While these approaches are promising,
their large-scale application remains difficult because of inherent complexity. The
conventional treatment of T1D relies on exogenous insulin administration to main-
tain the correct blood glucose level (BGL), typically between 70 and 180 mg/dL [27].
At present, insulin administration is performed based on the patient’s current BGL,
thereby introducing potential timing-related complications. Indeed, clinical practice
usually involves correcting non-euglycemic situations only after they have reached
suboptimal or dangerous levels. A feasible way to address this issue is to implement
preventive strategies rather than merely corrective measures.
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Two main technologies are employed for BGL monitoring: capillary blood glu-
cose measurement and continuous glucose monitoring (CGM). Capillary measure-
ment provides an accurate snapshot of the current BGL, whereas CGM enables con-
tinuous glycemic monitoring over time, with sampling periods of up to one sam-
ple per minute. CGM is therefore a powerful tool for preventing undesirable or
hazardous glycemic conditions. Moreover, the introduction of predictive methods
for glycemic levels in close connection with CGM devices has been shown to im-
prove the quality of life of T1D patients, partly by reducing the fear of hypoglycemic
episodes [28]]. Despite CGM devices having greatly enhanced disease management [29],
frequent hyperglycemic (CGM > 180 mg/dL) and hypoglycemic (CGM < 70mg/dL)
events are still reported in clinical practice.

Currently, a major area of T1D research lies in the development of data-driven
predictive methods for BGL, with the aim of predicting future levels accurately. Two
main predictive approaches are employed:

* Regression of glucose levels, which uses capillary or interstitial measurements to
forecast the actual glucose value;

* Classification of glycemic states, focusing on euglycemia, hypoglycemia, or hy-
perglycemia (often giving special attention to the onset of hypoglycemia) [30].

An additional subdivision is whether the model uses a univariate or a multivariate
dataset. Univariate approaches rely on a single variable (often just glucose itself),
whereas multivariate approaches leverage multiple variables. Although multivari-
ate methods have greater intrinsic complexity and require aligning heterogeneous
data in time, they may introduce noise and uncertainty that can compromise per-
formance [31]. Several studies comparing univariate and multivariate models have
shown that, for BGL regression tasks, their performance is broadly comparable, with
only minor differences. In [32], this concept is discussed in detail by comparing three
distinct feature sets.

State of the art in glycemic level prediction Although numerous physiological-
based mathematical models exist for predicting future glycemic levels [33,34], re-
cent research has mainly shifted toward data-driven models. Machine learning and
neural network/deep learning approaches are frequently adopted, with neural net-
works typically yielding superior results as shown in [35]. Several methods have
also been proposed to update model training online, capturing more recent changes
in the glycemic trend [36]. A widely accepted metric for evaluating the performance
of BGL forecasting is the Root Mean Square Error (RMSE), formally defined in Sec-
tion Briefly, the smaller its value, the better the predictive performance.

Within the broader category of machine learning techniques, Bunescu et al. [37]
leverage a three-compartment physiological model of blood glucose dynamics to
derive features for a Support Vector Regression (SVR), trained on patient-specific
data. Their model is validated on data from five T1D patients in a private dataset.
Similarly, Georga et al. [38] present a Random Forest regression technique for per-
sonalized glucose prediction in T1D. This multivariate approach incorporates CGM
data, physiological features, and lifestyle information. In [39], Sparacino et al. pro-
pose a first-order AR model with time-varying parameters, estimated at each time
step through recursive least squares. They test multiple forgetting factor values with
a 30- and 45-minute PH on CGM data of 28 T1D patients from a private dataset, at-
taining results sufficiently accurate to mitigate critical adverse events.
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In the realm of neural networks and deep learning, various well-established ar-
chitectures have been successfully applied to glucose prediction, sometimes achiev-
ing the top performance reported in the literature [40,41]. Some entirely new models
have also been proposed for this specific task. Mosquera-Lopez et al. [42] introduce
an LSTM recurrent neural network with a corrective module, targeting a 30-minute
PH. Training is performed on data from more than 4,000 patients in a private dataset,
and tested on an additional 10 patients. Li et al. [43]] adopt a recurrent Convolu-
tional Neural Network (CNN) to predict glucose levels for both simulated patients
in the UVA /Padova simulator [44] and 10 patients from a private dataset, with 30-
and 60-minute horizons. In [32], Butt et al. applied a BILSTM network to three fea-
ture sets (univariate and multivariate), while Martinsson et al. [45] employed LSTM-
based RNNs using a univariate approach. Khadem et al. [46] integrated MLP and
LSTM predictions within an ensemble framework, and Nemat et al. [47] presented
three distinct ensemble learning strategies incorporating Linear Models, VLSTMs,
and BiLSTMs, each combined differently and fed into a Meta-Learner. Furthermore,
Acuna et al. [48] proposed three approaches of increasing complexity—XGBoost, 1-
D CNN, and a Transformer-based model—achieving comparable performance, with
the Transformer ultimately outperforming the alternatives.

Overall, while these methods vary in approach and complexity, they share the
common goal of improving glycemic control and, ultimately, the quality of life for
individuals with T1D. In the quest to balance accuracy, computational efficiency,
and data privacy, researchers continue to explore novel architectures, online learn-
ing methods, and secure computing environments. The outlook is promising, as
technological advancements and large-scale data availability pave the way for in-
creasingly refined models with tangible benefits to T1D management.
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Chapter 3

Al for Edge devices

Nowadays, the Internet of Things (IoT) is playing an increasingly crucial role in
healthcare, thanks to the widespread adoption of smart devices capable of receiv-
ing, recording, and transmitting patient data. However, the large amount of data
generated by modern healthcare sensors requires appropriate technologies to store
and process such sensitive information securely. To address these needs, more and
more solutions are turning to Al within IoT infrastructures to facilitate data process-
ing and enhance patient outcomes.

Moreover, the advancement of embedded systems, i.e., combinations of hard-
ware and software designed for a specific function, has led them to represent one of
the key solutions in managing healthcare data streams generated by a multitude of
monitoring devices [49]. Such systems allow for a decentralized approach, shifting
computational tasks closer to the data sources—a concept known as edge comput-
ing [50]. Adopting edge computing solutions in healthcare settings enables better
scalability of architectures by avoiding excessive reliance on the Cloud and reducing
dependence on an always-on Internet connection [51]. Consequently, this leads to
lower overhead and power requirements than those typically needed by large data
centers. In addition, edge computing strengthens robustness against cyber threats,
safeguarding patient data by limiting the amount of information that must travel
over networks. This privacy-by-design feature greatly reduces one of the most vul-
nerable phases for external attacks in healthcare environments.

In addition, edge computing also addresses latency issues by minimizing the dis-
tance between data acquisition points and processing nodes. Think of all the control
systems in the automotive [52-55] and industrial robotics sectors [56], which require
real-time processing; similarly, in healthcare, critical applications such as surgical
robotics and acute patient monitoring demand immediate decision-making. A de-
centralized approach reduces latency in two ways: first, it decreases network traffic,
and second, it brings the decision layer physically closer to the data source [57].

At the same time, the growth of deep learning has propelled Al to the forefront,
especially in key areas of medical imaging and diagnostics, fueling the need for high-
performance edge computing systems that can support cutting-edge Deep Neural
Networks (DNN) algorithms. However, the constraints of embedded systems, com-
bined with the computational intensity of certain DNNs, demand careful algorithm
selection and optimization to provide real-time patient feedback and maintain high
standards of care. Often, even starting from an excellent baseline solution, the need
arises to streamline the algorithm, reducing the computational load to enable com-
petitive performance and cost-effectiveness for healthcare applications.

Several tasks exemplify the synergy between Al and embedded systems in health-
care: detecting abnormal events such as sudden patient falls [58], analyzing human
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movement patterns [59], managing congestion in clinical facilities, securing wire-
less medical networks [60]], identifying patients through biometrics, leveraging geo-
textual hierarchical clustering for epidemiological surveillance [61]], and monitor-
ing pedestrian flow around hospitals. These examples highlight how combining Al
with embedded systems can transform and enhance healthcare services, ultimately
improving patient care and operational efficiency.

3.1 State of the art

The growing interest in embedded solutions equipped with Al deep learning algo-
rithms has led to the definition of specific compression and acceleration techniques
for the prediction phase. The aims are to strictly adhere to the real-time constraints
and to decrease the boards” overloads. Below, we present a review of the main ap-
proaches and techniques.

As reported in [62], pruning is the first type of model reduction, based on the
evaluation of the parameter’s importance. This method removes parameters identi-
fied as unimportant subject to classification performance constraints and optimizes
the reduced Neural Network to maximize performance. Two types of pruning exist:
(i) non-structured, in which Neural Network regularity and sparsity are not taken
into account resulting in cache and memory access inefficiency; and (ii) structured
pruning in which Neural Network regularity is an additional constraint.

The non-structured pruning approaches provide interesting performance, espe-
cially in terms of compression. In [63], Han et al. propose an iterative pruning
technique for all the weights under a certain threshold after which retrain and op-
timize the remaining Neural Network. This method reduces memory requirements
with a compression factor equal to 9. In [64], Guo et al. propose an approach that
they call dynamic Neural Network surgery. This method allows recovering a critical
but pruned connection based on a post-cut evaluation. The compression factor of
this method reaches 17.7. Eventually, Li et al., in [65], manage to achieve a compres-
sion factor equal to 82 by restating the threshold tuning problem into a constrained
optimization problem.

The structured approaches have slightly reduced compression gains when com-
pared to the non-structured ones, but they usually couple Neural Network com-
pression with better prediction and acceleration. In [66], Liu et al. use L1 regulariza-
tion on the scaling factor of the Batch Normalization layers to train compact Neural
Networks, reaching a compression factor and a prediction acceleration equal to, re-
spectively, 6.6 and 1.43, without any drop in the top-5 accuracy value. Conversely,
ThiNet, presented in [67]], prunes filters by using the next layer statistics information
instead of the current layer, obtaining 16.63 compression, 3.3 acceleration, and 0.52%
top-5 accuracy drop for the VGG-16 net.

A second technique to reduce NNs size is quantization: this can concern weights,
activations, or both. Among the weights quantization techniques, the Binary Con-
nect (BC) ( [68]) uses only two possible weights: —1 and +1. Tests on the ImageNet
dataset show a 19.2% top-5 accuracy drop, but with a compression factor equal to 16
for the weights and a significant speed-up due to the complete removal of any multi-
plication. Moving from BC, the Binary Weight Network (BWN, [69]]) better approxi-
mates the Neural Network to the starting CNN through a scaling factor, showing an
improvement in the top-5 accuracy, which drops only by 6.2%, and slightly worsen-
ing in terms of memory and speed. The Binarized Neural Network (BNN, [70]) ex-
tends quantization to both weights and activations. It shows a 29.8% top-5 accuracy
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drop and a drastic decrease in memory usage. Similarly, the XNOR-Network [69]
is an extension of BWN: it leverages the binary operations to approximate convolu-
tions, achieving a 58 speed up in classification times and top-5 accuracy drops equal
to 11% and 16% for AlexNet and ResNet-18, respectively.

A third Neural Network reduction technique is model distillation, whose aim is
to transfer knowledge from a larger Neural Network (teacher) to a smaller distilled
one (student). This approach finds a first excellent application in the Noisy Teacher,
where Sau et al. ( [71]) propose a noise-based regularizer to improve the perfor-
mance from 99.03% (teacher) accuracy to 99. 14% (student) in the MNIST dataset.
In another study, Romero et al.( [72])propose FitNets to train a thinner and deeper
model on CIFAR-10 dataset. The student net reaches 91.63% accuracy from 90.18%
of its teacher, decreasing from 9 to 2.5 million parameters.

Other techniques require the implementation of specific Neural Network strate-
gies, such as the application of depthwise and pointwise convolutions, such as [73]
on MobileNets, and filters size and number reduction, such as [74] on SqueezeNets.
Lastly, the low-rank factorization technique is used to accelerate NNs by finding an
approximate low-rank tensor (or matrix) close to the starting tensor and easier to
decompose [75[76].

The case of Diabetes management: normally, machine learning techniques are
validated on laboratory setup, and, when they are applied in practice, they are
performed directly on servers or centralized processing units. The task of future
glycemic levels prediction makes no exception, as most systems that perform real-
time prediction exchange data between an edge device, only used to gather informa-
tion, and the cloud, where the actual glucose level forecasting is performed [77,78].
This is mainly due to the memory limits of edge-computing devices. Nonetheless,
the drawback of such systems is that they constantly require an internet connection
to work; this is not arguable with regards to medical devices, because an interrup-
tion in the signal may result in missing decision support to the user. However, the
increasing development of new, more powerful and dedicated hardware, combined
with the widespread use of IoT (Internet of Things) tools, is enabling the emergence
of a branch of Al known as inference at the edge [79,[80]. This involves the machine
learning models being run directly from a proximity device using data collected
from associated sensors. Taking into account also the increasingly telemedicine-
oriented approach [81,82], it is clear that the possibilities given by inference at the
edge can be exploited to create predictive models that work in real-time with patient
data to both improve the quality of life of patients and increase the ability of the
physicians to extract useful information from the sensor data. Compared to systems
that run on the cloud, edge computing can provide more reliable real-time service,
with low latency, and they are not limited by internet connectivity.

3.2 Datasets

In this section, a brief overview of the datasets employed in the subsequent analyses
is provided. Each dataset will be described in terms of its origin, scope, and key
characteristics. Presenting these datasets at the outset will help establish a clear
context for the analyses to follow and underscore their relevance to the research
questions at hand.
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Face mask dataset Consisting of 1406 images divided equally into 2 classes. One
of the key resources utilized in this study is a private, request-access dataset specif-
ically constructed for the analysis of masked versus unmasked facial images. Intro-
duced here for the first time, this dataset consists of 1406 images evenly divided into
two classes: “with face mask” and “without face mask” (see Figure [3.1). Notably,
it is generative in nature: the masked images were produced by accurately overlay-
ing a mask onto the original unmasked images. Furthermore, the dataset encom-
passes images of varying dimensions ranging from 222x124x3 to 1258x1024x3 pixels
thereby reflecting a level of heterogeneity that more closely aligns with real-world
conditions.

FIGURE 3.1: Images belonging to the two classes of the dataset.

Microplastic dataset A synthetic dataset has been generated according to [83]. The
data simulate the signals generated by the particle traversal through the measure-
ment system over time, approximating them as Gaussian functions. Each Gaussian
function within the dataset is characterized by distinct parameters such as mean and
standard deviation mapped to capture the variability in the sizes of microplastics
that may be present in the flow. We added noise to the signal to simulate poten-
tial measurement interference, mimicking real-world conditions in which extrane-
ous factors can affect the accuracy of the readings. The signal depends on several
parameters: the signal amplitude variation (4), the signal-noise ratio (SNR), and the
a priori probability (P;) of finding the particle in the signal. Each signal has a length
of 41 samples and is labeled with 0 or 1, indicating the presence or absence of the
particle. Each realization of the dataset is composed of 1000 signals resulting in a ma-
trix of shape 1000 x 41 and a ground-truth vector with a dimension 1000 x 1. In this
paper, all the generated signals have SNR equal to 0.05, P; = 0.5 and A € [0.6,1.4],
by varying these parameters, it is possible to reconstruct a realistic range of particle
sizes that reflects the natural heterogeneity of microplastics.

Simulated patients dataset Data were produced for 10 pediatric patients by run-
ning several simulations in the UVA /Padova simulator [44]. Such a tool allows to
generate different scenarios for in silico patients by only providing a meal schedule.
For each day of simulation, we considered a baseline 5-meal schedule including 45,
20, 70, 20, 80 g of carbohydrates ingested at time 8:00, 10:30, 13:00, 17:00, 20:00,
respectively. To make the simulation more realistic, each meal time was shifted
by an amount of time randomly chosen from a uniform distribution of 60 min-
utes, whereas each amount of ingested carbohydrates was randomly modified by
an amount of grams taken from a uniform distribution of £20¢. The simulator is
able to determine the optimal insulin boluses to be injected for each meal of a spe-
cific patient, and can thus provide the glycemic evolution for each subject for a pre-
set number of days. However, the tool allows the user to modify the insulin bolus
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value, and to include a sensor error in the CGM readings. Data are generated with a
1-minute sampling.

Two different datasets were generated on a scenario consisting of 30 days of sim-
ulation with 5 meals per day. The first scenario has no errors in sensor reading and
insulin administration, as automatically computed by the simulator, and thus cor-
responds to an ideal T1D management. Differently, we created the second scenario
using the same meal schedule as the first scenario, but by including CGM sensor
errors and by forcing the presence of hyperglycemic and hypoglycemic events. We
were able to achieve such a goal by first allowing the UVA /Padova simulator to
run a simulation with its own optimal bolus control; then, we extracted the vector
of injected boluses and added random noise taken from a uniform distribution. In
particular, each bolus consisting of I insulin units was modified according to the

equation 3.1}
[=1+z 3.1)

where z is a random value taken in the interval [—3,3]. In practice, each bolus was
increased or decreased by no more than 3 units of insulin from its optimal value.
The modified bolus vector was given as effective bolus vector to the UVA /Padova
to run the simulations for this scenario. This makes such a scenario more realistic,
because in real life the increase or decrease in blood sugar levels occurs mainly due
to an inaccurate estimate of the amount of carbohydrates ingested, or to deviations
in correction dosing [84]: we added noise on insulin boluses to simulate human
error.

The datasets consist of information on blood glucose levels and data on insulin
(bolus, basal, and injection were added together and considered as a one) and fi-
nally carbohydrate intake. Specifically, the final datasets consider Insulin-On-Board
(IOB) as insulin feature, which was manually generated by exploiting a mathemat-
ical model [85]. IOB is a quantity referred to the amount of rapid-acting insulin
still active in the patient’s body after a bolus injection, and thus provides deeper
information on the recent history of insulin injections compared to the punctual in-
sulin values themselves. The range of time for considering insulin still active is
roughly between 2 and 8 hours [86]. IOB is estimated differently among the main
insulin pump companies, but in all cases its calculation is based on insulin action
plots which forecast the percentage of residual insulin as a function of time. For the
Insulet pump, which is the one we selected when using the simulator, the active in-
sulin time is equal to 3 hours and the shape of insulin action plot is linear [85]]. Thus,
the value of IOB for each timestamp t was computed as:

179

IOB(t) = ) a(iyu(t —1i) (3.2)
i=0

where u(t — i) represents the insulin injection at timestamp t — i, and a(i) = 1 —
/180 is the coefficient corresponding to the insulin decay curve. It is worth not-
ing that only past insulin values (i.e., corresponding to timestamps < t) are used to
compute the IOB. Specifically, 100% of the latest insulin injection value contributes
to IOB(t), whereas the contribution linearly decreases to 0 for older values in the
previous 3 hours. Straightforwardly, the first 3 hours of data of each patient were
not used to train the predictive models, as they were used to initialize the IOB val-
ues. A graphical example of 5 days of data concerning the CGM sensor reading, the
ingested carbohydrates, and the IOB of a sample patient generated with a 1-minute
sampling using the simulator and the pre-processing are reported in Figure
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FIGURE 3.2: Graphical example of 5 days of data generated for pa-
tient child#007. Many hyperglycemic (G > 180mg/dl) values can be
observed due to the modification of the optimal bolus values.
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3.3 A Practical Approach to the Analysis and Optimization
of Neural Networks on Embedded Systems

To overcome the limitation presented in the section[3.]]we have implemented a stan-
dardized optimization method for porting NN to embedded devices, which is valid
regardless of the Al classification task, algorithm pipeline, and board type [87]. The
universality of the proposed method stems from the assumption that there is no NN
suitable to solve any classification problem and different NN adapt differently to
different microcontrollers. In particular, our method is based on three steps:

1. Best trade-off step: it helps to search for the best NN solution between different
pipelines for a specific board in use.

2. Optimization step: starting from the NNs identified in the previous step, it
evaluates different optimization techniques searching for further improvements.

3. Explanation step: evaluates the classification criteria correctness for the task at
hand with LIME interpretability algorithms.

The application task to pragmatically utilize the proposed method is the de-
tection of crowded states. Historically, this problem was approached with regres-
sion [88]], detection [89-91]], or density estimation methods [92], but the best results
in terms of performance have been recently obtained with the advent of convolu-
tional Neural Networks [93]/94]. To date, the state of the art related to the crowd
counting problem has always focused unilaterally on performance aspects, while
few edge implementations emerge.

3.3.1 Microcontrollers and Al integration

Unlike Personal Computers, typically, microcontroller boards rely on light architec-
tures, tuned to perform fewer and application tailored-tasks. This is due to size and
power constraints that translate into memory and computational limits. Indeed,
microcontrollers usually have: (i) small Flash memory to host data (few MBs), (ii)
small RAM memory (few hundreds kBs), (iii) reduced clock speeds (hundreds of
MHz), and (iv) small data bus width (8/16 bits). An important aspect to consider is
the power-to-performance ratio (typically in the tens of yW/MHz range). Indeed,
power consumption and processing power are both critical factors for algorithm de-
signers, especially when the goal is to avoid the overloading of embedded systems.
From this point of view, it is important to have a trade-off between power consump-
tion and algorithms complexity.

The offline deployment of NNs on embedded systems requires a two steps pro-
cess: first, it requires defining and training the NN on a Workstation and, then, tun-
ing the trained Neural Network on the chosen microcontroller. The design must
take into account the capabilities of the physical device on which the Neural Net-
work will be deployed. The constraints to deal with are the following;:

ROM,c > Parametersnn (3.3)
RAM,c > Activationsnn (3.4)

NNcomplexityg; opg < samples in a window

(3.5)
MCUFLOPS/ s fsensor sampling rate/s
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Equation 3.3 constrains the number of NN parameters to load in the available
ROM,,c storage capacity of the read-only memory of the microcontroller. Equa-
tion 3.4 limits the number of activations and depends on the amount of available
RAM. When managing NN, the layers that impact the most on RAM are the con-
volutional ones. Hence, a trade-off arises between classification performance, which
depends mostly on the number of convolutional layers, and time performance, which
may suffer the memory overload. Equation3.5represents the constraint for real-time
applications: the ability to process the data on time and without losses.

Above inequalities can be rewritten as:

ROM,c > Weightsyy (3.6)
RAM,c > Activationsnn (3.7)
Tinference < TAcquisition (3 8)

It is worth noting that these constraints depend exclusively on the NN archi-
tecture. When porting Neural Networks on embedded systems, however, we also
need to consider additional burdens, such as the memory needed in pre- and post-
processing phases (input and output Neural Networks buffers) and the execution of
other concurrent programs. These constraints, combined with the growing need for
edge implementations, have increasingly pushed the search for high-performance
optimization solutions. However, as often happens, optimization leads to an even
greater degree of abstraction, leading to a trust decline that users pour on models.
For this reason, it is necessary to combine the explainability of the model with the
optimization process.

In the next sections, we present the edge system, the Neural Network, and the
application chosen for the study.

Edge System In this work, we choose the STM32F767ZIT6U to develop our em-
bedded system prototypes. We based our choice on the presence of a state-of-the-art
microcontroller with excellent processing capabilities, and wide availability of pe-
ripherals for industrial applications with sufficient memories for NN porting and
execution. The main characteristics of the device are:

¢ 2 MB of Flash Memory;
* 512 kB of static RAM;
e Max fclock =216 MHz.

In the study, we set the maximum clock speed in all the tests.

We used STM32CubelDE for software development and to interact with the de-
vice. STM32CubelDE is an open-source IDE and toolchain system which allows,
among the others, to inspect ST Microelectronics 1Cs and assess in advance, before
code assembly, portability issues related to memory requirements. For each sup-
ported Neural Network, we evaluated its main deployment characteristics: ROM,
RAM, Multiply and Accumulate operations (MACs), and quantity of parameters.
We dissected the analysis of the total RAM into three components: input, Neural
Network, and output RAM. These components refer to the Neural Network input
layer, the hidden layers, and the Neural Network output layer, respectively. We
trained and optimized all the models considered in this work on a workstation. We
verified NN instances on both the embedded system and the workstation to obtain
a deep insight into the parameters and the configurations impact on performance.
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Neural Networks In this work, we focused on MobileNets [73], whose full model
is reported in Table This Neural Network class implements an architecture with
highly efficient convolutional layers called depthwise separable convolutions, and

this makes them highly optimized for embedded and mobile applications.

TABLE 3.1: Complete MobileNet architecture for binary classifica-
tion. Dw Conv and FC indicate depthwise convolutions and fully
connected, « the width multiplier, and p the resolution multiplier.

Type/Stride Filter Shape Input Size
Conv/s2 3xXx3x3x32-w 224-p x224-p x 3
Dw Conv/sl 3x3x32-« 112-px112-px 32 -«
Conv/sl 1x1x32-ax64-a 112-px112-px 32 -«
Dw Conv/s2 3x3x64-« 112-px112-px 64 -«
Conv/sl 1x1x64-ax128-« 56-0x56-px64-«
Dw Conv /sl 3x3x64-u 56-px56-px128 -«
Conv/sl 1x1x128-ax128-a | 56-p x56-p x 128 -«
Dw Conv/s2 3x3x128 -« 56-px56-px128-a
Conv/sl 1x1x128-ax256-a | 28-px28-px 128 -«
Dw Conv/sl 3 x3x256-« 28-p x28-px256-«
Conv/sl 1x1x256-ax256-a | 28-px28-p x256-«
Dw Conv/s2 3 x3x256-« 28-p x28-p x 256 -«
Conv/sl 1x1x256-ax256-a | 28-px28-px256-wa
5x | Dw Conv/sl 3x3x512-« 14-px14-px512 -«

Conv/sl 1x1x512-ax512-a | 14-px14-p x 512 -«
Dw Conv/s2 3x3x512-« 14-px14-p x512 -«
Conv/sl 1x1x512-ax1024-a | 7-px7-px1024
Dw Conv/s2 3x3x1024 -« 7-px7-px512-n
Conv/sl 1x1x1024-ax1024-a | 7-px7-px1024 -
Avg Pool/s1 7-0x7-p 7-0x7-px1024-wa
FC/s1 1024 - o x 2 1024 - a x 2
Softmax Classifier 1x1x2

DepthWise separable convolutions make use of two hyperparameters with a
value in the range [0, 1], the width multiplier «, and the resolution multiplier p. The
former controls the number of channels or channel depth, whereas the latter controls
the input image resolution. We trained the MobileNets in full and shallow versions,
where the shallow version reduces the number of consecutive convolutional layers
from 5 to 1, varying their characteristic parameters « and p, and considering only
RGB images.

Application Choice The method presented in Section will also evaluate the
algorithm’s performance aspects. Therefore, it is necessary to choose a practical ap-
plication as an example, without which it would be possible to analyze only the
computational parameters. However, we emphasize the method’s independence
from the application. The purpose of the section is to define an approach and not to
provide a specific case study.

The application example refers to crowded and uncrowded state classification
in video surveillance contexts and social monitoring. Two main reasons have led
to this choice: the first is related to porting since the classification task represents
a versatile approach for a computer vision problem in an embedded environment.
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The second is an interpretability reason: treating crowd detection as a classifica-
tion task can conduct different Neural Network learning logics. LIME, which is the
method’s third part, can highlight these training phenomena and hopefully explain
some Neural Network performance behaviors. Relating to the example state of the
art the best results in terms of performance have been recently obtained with the
advent of convolutional Neural Networks [93,94].

According to this, to address the problem we trained, validated and tested sev-
eral MobileNets versions on Fudan Shanghai Tech dataset [93]]. The dataset includes
15,000 samples of 100 different scenes between indoor and outdoor environments,
randomly divided into two sets: a training set of 9000 samples and a test set of 6000
samples. The criteria behind this particular dataset choice were the following:

¢ High number of samples;

* Average people per image consistent with typical values for indoor and out-
door workplace video surveillance systems;

¢ Excellent images starting resolution;

¢ Images from different contexts being able to represent a factor in favor of net
generalization ability in the prediction phase.

Concerning the training phase, the classifier’s state division threshold was set
to 20 people, maintaining a conservative approach between scene volumes and in-
stances quantity for the image. Therefore, an unbalanced binary problem has been
addressed, with a training set consisting of 2230 samples belonging to class 1 (crowd
less than 20 people) and 6770 of class 2 (crowd greater than 20 people).

3.3.2 Compression Method

The propose method is divided into three steps. Firstly we present the best trade-off
step. In this phase, information is extracted from the NN, e.g., RAM, ROM storage
memory, and compared with the constraints due to the device itself. Secondly the
optimization step is explained. In this step, we consider three different approaches:
regularization, pruning, quantization, and their possible combined use, so that the
computational burden can be reduced and the inference time can be improved with-
out degrading the goodness of the models. Finally, we present a possible approach
to explain the logic behind model decisions, an operation that becomes even more
important as a result of the network modifications made in the optimization step.

Best Trade-Off Step In the first of the method three steps, ROM and RAM mem-
ories, MACs operations, and the number of parameters were extracted for each NN
structure. By referring to the first two equations discussed in Section [3.3.1) Neural
Networks that do not fit the board’s limits in terms of total RAM, ROM, or both,
were removed.

Once obtained, the only implementable ones, to assess both performance and
computational burden factors, the Neural Network choice was based on the best
trade-off between accuracy, Ti ference board, and loss factor .

To burst these parameters, we conventionally indicate as Py-Net the NN imple-
mented in Python on the workstation, whereas we indicate as C-Net the NN loaded
on board and so implemented in C language.

As accuracy values, Py-Net performances on the entire test set were used, since,
in the preliminary assessment, the relative error-index L2 between the Py-Net (Full
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Neural Network) output layer and the C-Net one never exceeded the critical value of
0.01 (cross-validations based on external test sets always returned 100% accuracy).
Relating to the example, to achieve better accuracies and address the unbalanced
problem, the class weights method was applied during the training phase, correlat-
ing weights to sample distribution, as in Equation 3.9}

1 o Total samples
N classes  Class ;samples

Class ;j weight = (3.9)

Concerning the other two best trade-off parameters, to understand networks be-
haviors either on a single image or on streams of images (up to 100 frames), dif-
ferent smaller random test sets of 1, 10, 50, and 100 images were created. When
a test set shows multiple images, every frame has its time inference. Over these
test sets, the Ty ference boara i terms of means (Tiy ference boara [Ms]) and standard devi-
ations (07 [ms]) was analyzed. Mean and standard deviation values were

inference board

carried out for each implementable NN on all test frames and on all test sets. Ac-
Cording to this, we expressed Tinference board — Tinf board £ UW [ms]/ Tinference pc —

Tinfpe o v [ms], and the loss factor = Tinferencetonrd o g B=p+ 0g-

inf pc Tinference pe

In this Wo;k, we focused on RGB images to bfette; exploit database characteristics
and the capabilities of the chosen LIME explainers. However, a similar investigation
also on grayscale images is conducted in [95].

Two more steps refine the best trade-off. The former is a canonical optimization
step based on regularization, pruning, and quantization techniques to improve Neu-
ral Network speed and system resource utilization. The latter aims to highlight the
superpixels that mostly influence the classifier decision-making for each image, and

quantify the global goodness through the Intersection Over Union parameter.

Optimization Step In this step, the aim was to investigate the impact of several
mechanisms to improve Neural Network performances and understand the sensi-
tivity of parameters to the different optimization techniques. To obtain a proper
real-time application, both performance and computational parameters were ana-
lyzed: accuracy and time inference represent performance metrics, whereas RAM,
ROM, and MACs represent computational metrics. Furthermore, we analyzed the
impact of the number of the Neural Network on all metrics.

Among all the possible ways to optimize a Neural Network [62], three different
approaches were considered:

* Regularization;
* Pruning;
e Quantization.

Regularization and Pruning were executed in parallel, then the resulting nets
from the previous optimization steps were quantized as follows below. The first
approach is related to specific regularization attempts applied on the best trade-off
to enhance performances. Specifically, the three considered regularization attempts
are:

1. Attempt R1: addition of a L2 regularization penalty = 0.0005 on layer 17 (“dense”
with kernel regularizer).
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2. Attempt R2: addition of L2 regularization penalty = 0.001 on layer 17 (“dense”
with kernel regularizer).

3. Attempt R3: addition of L2 regularization penalty = 0.005 on layer 17 (“dense”
with kernel regularizer) and L2 regularization penalty = 1 x 107> on layer 15
(last depthwise convolution with activation regularizer on reLUs).

For R1, the L2 value equal to 5 x 10~* on weights has been chosen by considering
Alex Krizhevsky, et al. [96] observation, according to which small-weight regulariza-
tions for convolutional Neural Networks act not only as such but even as learning
improvers. Additionally, Simonyan et al. [97] used 1 x 107> as weight decay to de-
velop a CNN for the ImageNet dataset, founding this a promising quantity. Follow-
ing Reed et al. [98]], a 0.001 value has been chosen and selected between the good
tests for R2. Finally, R3 includes both weight and activation L2 techniques and was
dictated by the positive result.

The second approach is a pruning method that deletes sequentially, first, and
then simultaneously the Neural Network’s bottlenecks in terms of time inference.
Indeed, we profiled layer-by-layer different parameters, among which also the time
inference. Five pruning attempts have been performed:

1. Attempt P1: the value stride is equal to 2 on layer 15, used in all subsequent
tests and intended to lighten the dimensional change on pooling.

2. Attempt P2: removal of layers 9-10.

3. Attempt P3: removal of layers 5-6.

4. Attempt P4: removal of layers 5-6 and 9-10.

5. Attempt P5: removal of layers 0-1, 5-6, and 9-10.

The last approach is an 8-bit quantization which aims to evaluate how pixels,
weights, and layer outputs representation reduction from 32 to 8 bits influences the
global and layer-by-layer effectiveness in terms of all parameters. In practice, the
quantization has been applied on all the Neural Networks resulting from the prun-
ing and regularization. This approach required different steps including;:

¢ The creation of a Keras “quantization aware model” from the starting Neural
Network, to partially rebuild Neural Network architecture in order to facilitate
the following steps.

¢ The training and validation of a quantization-aware model. It is worth noting
that this Neural Network topology is not quantized yet.

¢ The conversion from Keras retrained quantization aware model (-h5) to the
TensorFlow Lite model (.tflite).

e The evaluation of TensorFlow Lite model times and results.

We have to observe that quantization and pruning have a unique strategy ap-
proach, passing from 32 to 8 bits and starting from layer-by-layer analysis, respec-
tively. Differently, regularization depends strictly on the application, so even if it
is included as a technique within the method it does not have a unique way of
implementation. As mentioned above, the method’s second step, composed of all
the techniques discussed above, is essential to improve the real-time application in
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edge trying to minimize any kind of performance loss. It represents a reference step
particularly significant to all the borderline cases where a starting Neural Network
cannot be ported to the edge because of its excessive memory usage, allowing one
to estimate and assess the goodness of alternative solutions.

Explanation Step There are several approaches to explain the logic behind model
decisions. In this study, Local Interpretable Model-Agnostic Explanation (LIME) [99]
has been used. This algorithm processes the image to be explained and the model
prediction on this image. Then, it divides the image into superpixels, and analyzing
the local decision boundary, returns as output the most influencing superpixels in
conditioning the decision in a specified class. In practice, the algorithm’s output is a
binary mask of important superpixels.

In order to better understand the optimization steps impact, the LIME inter-
pretability algorithm was exploited, applying it to the same 500 test samples used in
the accuracy evaluation. The LIME algorithm creates an explainer for each image,
and it returns an explanation for the specific frame. This latter is a mask that iden-
tifies the most relevant superpixels of the frame, those contributing the most to the
correct classification outcome. From these masks, we computed the IOU (Intersec-
tion Over Union) coefficient for each test image, processing the masks of the original
NN and that of the simplified one. After that, we investigated if accuracy and IoU
trend lines correlate to demonstrate whether the optimization process affects the de-
cision criterion.

3.3.3 Results and Discussions

Best Trade-Off Table 3.2|reports the behavior of every RGB MobileNet in terms of
the principal investigation parameters. A complete analysis is shown in [95]. Among
all these nets only two (described in black on Table are portable on the chosen
edge device, respecting all memory constraints. Hence, the best trade-off choice be-
tween these is represented in Table the two accuracy values are similar, with a
small superiority of the deep model, but shallow structure shows, simultaneously, a
time inference of 145.38 £ 0.740 [ms] and a §8 factor of 2.213 + 0.070 lower than those
demonstrated by the same deep version. The mandatory hard real-time constraint
guided the shallow model as the best trade-off for this study, despite the small per-
formance leak.

TABLE 3.2: Computational and performance aspects of the tested

RGB MobileNets.
Neural Networks | Parameters | ROM [kB] | RAM [kB] =IN + NET + OUT MACs Acc [ADIM]
Deep 128 50 819,618 3.13 MB 733.45 =196.81 + 536.83 + 8B | 49,486,206 0.880
Shallow 128 «50 475,811 1.82 MB 733.45 =196.81 + 536.83 + 8B | 27,611,533 0.774
Deep 160 &25 213,586 823.63 724.62 = 307.20 + 417.41 + 8B | 21,456,078 0.822
Deep 128 a25 213,586 834.32 465.03 = 196.61 + 268.41 + 8B | 13,733,070 0.812
Shallow 160 a25 123,346 481.82 724.62 = 307.20 + 417.41 + 8B 12,558,798 0.841
Shallow 128 «25 123,346 476.13 465.03 = 196.61 + 268.41 + 8B 8,038,350 0.800

TABLE 3.3: Best trade-off method application over the two possible
RGB choices.

Neural Networks | Acc [ADIM] | T, + ™ [ms] | B+ o [ADIM]

Deep 128 25 0.812 430911 £1.468 | 32.823 £2.398
Shallow 128 25 0.800 285.873 £0.728 | 30.610 £ 2.328
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Optimization We analyzed and investigated parameter behavior layer by layer.
This was helpful to understand on which layers RAM and ROM memories reside
and where MAC operations are carried out in greater numbers, but especially to de-
note the best trade-off time inference layers bottlenecks. Figure [3.3illustrates this
latter aspect: the horizontals bars represent the layers times inference on board from
the first C net layer (with “0” index) to the last nineteenth (with “18” index), com-
piled from up to down on the right y-axis. The left y-axis specifies the type and
output dimensions of each net layer: the first layer type is a 2D standard convolu-
tion with (64 x 64 x 8) filters, while the last layer type is non-linearity and its output
is a double neuron as binary classification expects.

In the Optimization Step section, specific pruning tests have been listed. The
reason for these specific executions can be explained by observing figure [3.3|itself.
Firstly, confirmation takes place: the layer time inference strictly depends on input
and output dimensions and input and output filter quantity. However, there is an-
other distinguishing factor: with these parameters being equal, the depthwise con-
volutions demonstrate their higher efficacy concerning the standard convolutions.
This is visible by comparing the time’s inference of layer 0 (standard) with layer 1
(depthwise) or layer 5 (depthwise) with layer 6 (standard) and 9 (depthwise) and 10
(standard). These same layers couples represent the principal dimensionality redun-
dancies of the best trade-off MobileNet structure. In this way, the executed pruning
steps not only have focused on the critical time inference net bottlenecks but even
on the layer with feature maps dimensionality already present in the architecture.
However, the same approach has not been implemented for layer 2, where no re-
dundancy was highlighted. The last remaining peak was represented by layer 16: to
reduce successfully the pooling impact over time, the strides of layer 15 have been
increased from (1 x 1) to (2 x 2).

Conv2D/i64,64,8) 1 Fo
D Conw2D/ {64,64,58) 1 F1
Conv2D/ (64,64,16) -2
r Conv2D/(32,32,16) r3
Conv2D/(32,32,32] 4 -4
y Conv2D/(32,32,32) -3
ConvaD/(32,32,32) 1 [ o
y Conv2D/ (16,16,32) 7
Conv2D [/ (16,16,54) [
 Conv2D/{16,16,64) 1 -
Conv2D/(16,16,64) I
Dw Comv2Dy/ (8,5,64) 4 1
Conv2D/(5,8,128) 4 iz
* Dw Conv2D/(4.4,128) e
Conv2D/(4,4,256) - 14
D Conw2D/(4,4,256) - 15
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FIGURE 3.3: RGB Best trade-off: time inference layer by layer.

Figure 3.4 helps to understand how each optimization technique improves sev-
eral study parameters. Except for accuracies, that have values already € [0, 1], each
of these is normalized respect to all the 16 tests executed (8 of Keras and 8 of tflite)
plus the best trade-off, namely starting point. The first key to the reading of this
Figure[3.4|regards the pruning tests. The first five blue charts highlight remarkable
progressive savings in terms of time inference and MAC operations, which reach
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61.9% and 62.6%, respectively in P5, with a decrease of 6 C layers on the structure.
Memory remains almost invariants to pruning applications, as well as accuracies
evaluated on a random portion of 500 elements go from 0.832 of the starting point
to 0.842 of P5, highlighting performance improvement in parallel to that computa-
tional. The three R1-R3 regularization tests have been carried out by adding definite
values of L2 regularization following some state of art experiments and reporting
only the interesting results among all the executions. In the study case, the weights
regularization has been applied on dense layer 17, while the activations regulariza-
tion on layer 15. The performances of these three tests are 0.822, 0.816, and 0.796,
with respect to the 0.800 start accuracy on all the 6000 test set images. None of the
computational parameters has been worsened by this technique, as can be seen on
last three blue charts of Figure

A further reading key of Figure 3.4]is represented by the “standard” and “quan-
tized” charts. The gain on parameters, such as MACs, RAM, and ROM memories,
and time inference, for both pruning and regularization techniques, is visible. Table
quantifies each variation in terms of means and standard deviations, normalized
to the parameter’s maximum values over the whole of the represented tests. Re-
markable mean decreases of 73.3% and 43.2% are highlighted by ROM and RAM
values, respectively, that establish very low variances over the tests. MAC opera-
tions meanly enhance by 29.3%, but most of all 8-bit quantization reduces tests time
inference by 50.9 & 13.4%, by meanly losing only the 0.002% in accuracy terms, be-
coming a key technique for hard real-time application. The last expected data are
the invariance of C layers to quantization.

P1 P5 R1
Tinference — Standard T inference T inference — Standard Tinference
L —— Quantized L L —— Quantized L

FIGURE 3.4: Optimization tests over best trade-off. P(i) means Prun-

ing test while R(i) means Regularization tests, both executed on Keras

(on blue) and quantized TensorFlow lite (on red) versions. (a) P1-P4
tests. (b) P5, R1-R3 tests.
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TABLE 3.4: Relative gain for each investigation parameter due to
quantization effect in terms of mean and standard deviation over the
whole optimization tests.

Investigation Parameters % & o
Time inference 0.509 £ 0.134
Accuracy —0.002 £ 0.001
MACs 0.293 £ 0.082
Number of Pars 0.011 £ 0.001
ROM 0.733 +0.017
RAM 0.432 4 0.003

Explanation Figure ,b show accuracies and intersections over unions for each
test, for pruning and regularization, respectively. These graphs indicate two events:
firstly, the trends of accuracy and IoU are largely similar to each other. Exceptions are
steps P3 to P5, where trends are opposites. On all tests small variations are outlined,
being able to observe substantial stability of both performance and interpretability
factors. Table[3.5|reports these aspects for each execution. The low variances of these
parameters between the eight tests mean not only having a certain safety margin in
correct classification, but even LIME criteria remain the same for most of the test set
images explainers. Finally, another aspect is represented by the low average value
of IoU over the eight tests, equal to 0.394. Investigating a typical human detection
problem through a classification task may involve not so high IoU values: LIME
superpixels, differently by detection boxes, cannot isolate people one by one but act,
including the densest areas of the image, without geometrical restrictive rules. This
implies that the size that the superpixels union area of the two classifiers can reach
over is large. Consequently, there are low values of IoU.
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FIGURE 3.5: Interpretability results from over-optimization tests: ac-

curacy and intersection over union trends. (a) P1-P5 tests. (b) R1-R3
tests.
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TABLE 3.5: Explainability trends: accuracy and IoU (in terms of mean
and standard error) on each pruning and regularization test on 500

images test set.

Test | Accuracy | loU + 0
P1 0.810 0.434 +0.009
P2 0.786 0.344 + 0.009
P3 0.822 0.357 + 0.009
P4 0.798 0.374 £ 0.001
P5 0.842 0.340 = 0.009
R1 0.822 0.436 +0.010
R2 0.816 0.466 = 0.009
R3 0.796 0.403 = 0.009
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3.4 Prediction of glucose concentration in children with type
1 diabetes using neural networks: an edge computing ap-
plication

Despite the large amount of works presented for the forecasting of future glycemic
levels and the noteworthy results they achieve, all the papers mentioned in
focus on the prediction of glycemic levels of adult subjects. Indeed, there are few
works in the literature that aim to predict blood glucose levels specifically in pe-
diatric patients. Children represent the most challenging diabetic population, be-
cause pediatric patients go through a period of rapid growth, physiological and hor-
monal changes along with complex individualization and socialization processes.
This often results in a significant decline in the quality of disease management,
treatment adherence, and glycemic control [100,101]. Among the most remark-
able studies, Mougiakakou et al. [102] tested two different neural network mod-
els on real data of four T1D pediatric patients, after pre-processing features with a
glucose-insulin metabolism model. They achieved the best results (average RMSE
= 22.24+13.4mg/dl) using a feedforward neural network. Dassau et al. [103]] pro-
posed a hypoglycemia prediction algorithm that combined five different predictors
to assess the risk of incoming hypoglycemia in the following 35 minutes in children
with T1D, validating the system on 22 subjects. The decisions of the five models
were combined through a majority vote, and the ensemble model identified 91% of
the hypoglycemic events with sufficient advance. Finally, De Bois et al. [104] tested
six different data-driven models on data of ten virtual T1D children generated using
the UVA /Padova simulator [44]. They generated for each patient 29 single days with
a three-meal daily scenario, exploiting the simulator’s built-in bolus calculator and
treating each day as a standalone set of data. For a PH of 30 minutes, they achieved
the best numerical performance using a Gaussian Process with a dot-product kernel
(average RMSE = 5.2 +2.0mg/dl). Conversely, the LSTM model resulted in the one
with the greatest clinical accuracy, as 97.46% of its predictions fell into zones A and
B of the Clarke Error Grid [105]], corresponding to accurate predictions.

In the light of what is present in the literature, the contribution of this work,
published in [106]], is twofold. On the one hand, we implement two state-of-the-art
models for the prediction of glycemic levels, and apply them to the specific task of
the prediction in pediatric patients; such models improve the performance of the
models currently studied in this field. On the other hand, we implement these mod-
els on an edge computing system, thus laying the foundations for the future creation
of embedded devices capable of forecasting blood glucose levels in order to improve
patients” quality of life and aid medical diagnosis; we evaluate the feasibility of such
prediction-at-the-edge system on two different boards in terms of prediction accu-
racy and execution time. To our knowledge, this is the first attempt to implement a
pediatric-specific glucose prediction model on an edge-computing system.

3.4.1 Edge system
For this work we have used the generated data set of simulated patients presented

in[3.2 used to train predictive models.

Optimization of network models A Precision Medicine approach was used to
tune the predictive models, which involves choosing the hyper-parameters opti-
mally and individually for each different subject. In this work, we implemented
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FIGURE 3.6: Schematic representation of the proposed Convolutional
Neural Network.
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FIGURE 3.7: Schematic representation of the proposed LSTM Recur-
rent Neural Network.

and optimized a CNN and an LSTM recurrent neural network, because such models
achieve the most promising performance in the literature [107]. Both networks were
trained using a subset of the available data and then tested on subsequent data of the
same in silico patient without being updated again. The networks have a sequence-
to-label architecture, as the expected output is a single value corresponding to the
expected blood glucose value in 30 minutes. After splitting the data into Training
(70%), Validation (20%), and Test set (10%), the models were built.

The proposed CNN is a 1D-CNN, with one-dimensional kernel, consisting of
two convolutional layers with ReLU activation function, each followed by a Max-
Pooling that cuts the parameters in half by taking, in pairs, only the largest value.
To complete the model, the convolutional layers are followed by a dense layer with
ReLU activation function, and an output neuron that provides the final regression. A
schematic representation of the proposed CNN model is reported in Figure The
choice of hyper-parameters was made by performing a grid search on the validation
set, based on a range of parameters including values identified through preliminary
tests and parameters reported in the literature [107]. The optimization was done
with respect to the kernel size and the number of feature maps.

The proposed LSTM model consists of a first LSTM layer, a dense layer with
ReLU activation function, and an output layer that returns the predicted CGM value.
Also in this case, the model was optimized in terms of the number of neurons in the
first LSTM layer and in the dense layer by investigating both parameters identified
in preliminary tests and parameters reported in the literature [107]. A schematic
representation of the proposed LSTM model is reported in Figure

Both models take as input a (3 x 30) matrix of values, corresponding to the last 30
minutes of the 3 feature values. Such parameter was identified in preliminary tests,
as it provides the models with enough information to capture the recent trend of the
features. We found empirically that using longer monitoring periods did not im-
prove performance. With regards to the strategy chosen to train both networks, the
Stochastic Gradient Descent (SGD) optimizer is adopted, which requires a learning
rate (0.0001), a momentum (0.9) and a clip Value (0.5), which is a necessary parame-
ter to prevent the gradient explosion phenomenon in deep neural networks, improv-
ing the prediction quality. The training of both model was performed by splitting
the data into mini-batches of 1400 samples (i.e., approximately one day of data) and
setting the maximum number of epochs to 200. Finally, to prevent overfitting, the
early stopping strategy was adopted, which stops training if the performance on the
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validation set does not improve within a fixed number of consecutive epochs.

Two different evaluation metrics are used to thoroughly evaluate the perfor-
mance of the models. Root Mean Square Error (RMSE) is utilized to assess numerical
accuracy, as it provides a numerical estimate of how close the predicted values are
to the real ones. Let us consider a prediction performed at timestamp f. Defined
P(t + PH) as the prediction performed at time ¢ regarding the future glucose value
CGM(t+ PH), and considering a time series with a total of T timestamps to be pre-
dicted, the RMSE is defined as:

T—-PH

RMSE — J T*ZPH (CGM(t+ PH) — P(t + PH))? (3.10)
t=1

where PH is the considered prediction horizon. The smaller the RMSE value, the
better the performance. In addition, we considered the Clarke Error Grid (CEG)
analysis as a measure of the clinical accuracy of the predictions produced. The CEG
consists in a grid which is divided into 5 zones, from A to E, which plots the actual
and the predicted CGM values on the horizontal and the vertical plot axis, respec-
tively. Values in zones A and B represent good or acceptable glucose predictions;
values in zone C represent mistaken predictions that may lead to unnecessary treat-
ment; values in zone D represent a dangerous failure to predict; finally, values in
zone E represent a completely wrong prediction that would lead to erroneous treat-
ment [[105].

Edge system description In order to test the feasibility of the predictive models of
being implemented and utilized on an edge system, we needed to identify the target
hardware. Our choice fell on two different devices: a Raspberry Pi4, chosen for its
low cost and high computational capability, and a Coral DevBoard, a developer kit
containing a Tensor Processing Unit (TPU) processor which is useful for accelerat-
ing the execution of machine learning models. The Raspberry Pi4 has a Broadcom
BCM2711 quad-core Arm Cortex A72 of 1.5GHz processor, with 4 GB of memory.
Furthermore, in order to be able to carry out the tests, we chose to use Raspbian OS
(a Debian-derived ISO) as operating system. Python and Mendel Development Tool
(MDT) were also installed. The former is necessary to perform tests directly on the
Raspberry; the latter is used to give commands to the Coral DevBoard, and therefore
allows its set-up and use. The Coral Devboard has a quad Cortex-A53, Cortex-M4F
CPU, with 1 GB LPDDR4 RAM, and it has a 4 TOPS (8bit) TPU accelerator for ma-
chine learning processes. The operating system running on the DevBoard is Mendel
Linux. We installed and utilized all the dependencies necessary to run the model on
the board using the Py CoralAPI.

Edge system implementation Both datasets were provided as input, as sequences
of the last 30 minutes of values, for two models compared: CNN and LSTM. The
models were implemented and trained on Google Colab through the use of the open
source libraries of Keras and TensorFlow. Through this API, the networks were
trained and the hyperparameters optimized.

Although the single models were trained on two different datasets, topologically
the trained networks do not differ, in terms of hyperparameters. Therefore, the num-
ber of algebraic operations performed by a single network is invariant with respect
to the dataset. Having made this consideration we decided to implement on the edge
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device only the models trained on the dataset including more hypo/hyperglycemic
events, as it is more similar to a real use case.

For the implementation of the models on edge computing architectures, it is nec-
essary to perform a quantization step that differs depending on the architecture on
which inference is going to be performed. In order to perform regression tasks
on the Rasperry, we chose to use the quantization in .tflite format, that transforms
the model keeping output variables in float32 format. This optimization, namely
dynamic range quantization, provides latency close to fully fixed-point inference.
However, the outputs are still stored using floating point so that the speedup with
dynamic-range operations is less than a full fixed-point computation, as reported
on the official TensorFlow web page [108]. From now on we will refer to the model
obtained with this quantization as .tflite.

For the implementation on the Dev Board, it was necessary to transform the mod-
els in their 8-bit representation, in order to execute them exploiting the full potential
provided by the Coral’s TPU. In this case, the quantization method to be used is
known as full integer quantization. Applying this approach requires to provide a
representative dataset, in order to calibrate variable tensors such as model input, ac-
tivation functions, outputs of intermediate layers, and model output. As a represen-
tative dataset it would theoretically be sufficient to provide a set of 100-500 sample
data, taken between the training and validation set. In our case, a dependence of the
goodness of the quantization on the subset of data passed to the model as a repre-
sentative dataset was noted. In fact, it was not sufficient to use data taken randomly
from the training or validation set but it was necessary to use ordered data, given
the time series forecasting nature of the task. At the end of this quantization proce-
dure, all input and output values are taken to uint§. From now on we will refer to
the model obtained with this quantization as uint§.

Due to the 8-bit nature of the quantization required to exploit the capabilities of
the Coral Devboard TPU processor, a problem arose for our regression task. The
range of values of the dataset varies between 10 and 600 mg/dl, whereas the val-
ues that can be represented with 8 bits are 256. Consequently, we pursued two ap-
proaches. The first consists in avoiding any pre-processing of the input data, and
then reconstructs the possible overflow cases obtained in the output through a post-
processing of the data, maintaining the granularity of the prediction at 1 mg/dl. The
reconstruction was done following the procedure set out in the algorithm [1} It as-
sumes that a decrease of glucose concentration of more than 50 mg/dl in a single
minute is very unlikely or impossible. In this case, we post-process the prediction
and sum 255 to the predicted value.

The second approach consists in the application of a normalization step in the
pre-processing phase, remapping the data values between 0 and 255. Such an ap-
proach avoids problems related to overflow, but it takes the granularity of the pre-
diction to approximately 2.33 mg/dl. Then, we de-normalized the predicted values
to compute the evaluation metrics. This could introduce inaccuracy in the predic-
tions.

The Raspberry and DevBoard were used for the calculation of inference times, to
be compared with the performance limits that our application requires (less than the
sampling period of the sensor, i.e. 1 minute). At each timestamp, the edge system
takes as input the 30 most recent values of the features (i.e., the data of the in silico
patient produced by the simulator), computes the latest value of the IOB, and per-
forms a prediction of the future blood glucose level. A representative schematic of
the experimental system can be seen in Figure
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Algorithm 1 Output reconstruction algorithm

10:
11:
12:
13:

reconstructed_pred =[] > initialization of variables
overflow = False

deltaY =50

For i,x in enumerate (tflite_uint8_model_prediction): > Start of the for loop

if x >= 240 then
if overflow and (x - tflite_uint8_model_prediction[i-1]) >= deltaY: then
overflow = False
else if not overflow and (x - tflite_uint8_model_prediction[i+1]) >= deltaY:
then
overflow = True
end if
end if
delta = 255 if overflow else 0
reconstructed_pred.append(x + delta) > End of the for loop
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FIGURE 3.8: Schematic representation of the experimental setup dur-
ing the test phase with edge systems.
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3.4.2 Results and Discussion

As aresult of the grid search performed on the Discovery set, the optimal configura-
tion of the CNN comprises a number of filters equal to 26 for the first convolutional
layer, 20 filters for the second convolutional layer, and a Kernel size equal to 1x5
on both. Note that, due to the shape chosen for the filters and to the structure of
the input matrix, in the first CNN layer the convolutions are performed on different
timestamps of the same feature. With regards to the LSTM model, the optimal con-
figuration resulted in 64 neurons for both the LSTM and the fully-connected layer.
Once the models were optimized, predictions were performed on the Test set, and
the RMSE and the CEG were computed. With regards to the CEG values, only those
from the second dataset were evaluated, as they present more hypo- and hyper-
glycemic values and are thus more similar to a real-life scenario.

Table3.6|reports the average values and their standard deviation of the tests per-
formed using the different versions of the models. As expected, the results achieved
by the baseline model on the standard dataset are better than those achieved on the
dataset with outliers. The LSTM model outperforms the CNN on both datasets, both
in terms of average RMSE and CEG results. In particular, with regards to the real-
istic dataset, the LSTM achieves an RMSE of 16.3 + 4.7 mg/dl, which is noteworthy
if compared to other studies presented in the literature concerning the prediction on
pediatric T1D patients. Also, 99.0% of its predictions fall in zones A and B of the
CEG and thus represent clinically accurate or acceptable predictions, whereas 1.0%
of predictions fall in zone D. The latter mainly correspond to failures of predicting
hypoglycemia. No predictions fall in zones C and E.

A comparison with the results achieved in the literature can be only partial, be-
cause, as explained in the Introduction, there are a limited number of studies ad-
dressing the prediction task on pediatric patients, and only one of them exploits the
UVA /Padova simulator. The model tested on data from 4 real pediatric patients by
Mougiakakou et al. [102] that achieves an average 22.1 mg/dl RMSE is outperformed
by both the proposed models; however, it is known that forecasting glycemia of real
patients is though compared to virtual patient, because some unpredictable events
might be present. De Bois et al. [104] tested the same 10 virtual children of the UVA /-
Padova simulator we utilized; they achieved an average RMSE of 5.2 mg/dl which
outperforms both the proposed models in all configurations in terms of numerical
accuracy; nonetheless, the clinical accuracy of their best model (zones A+B) is 97.5%
and it is outperformed by our models, which both achieve accuracy above 99.0% in
their best configuration. However, it must be considered that the two datasets have
been generated with different meal and bolus schedules, so this comparison is just
qualitative.

Edge system results and discussions The results reported in Table 3.6 refer to the
models trained without having carried out the normalization of the input values.
The expected increase in the RMSE values of the models implemented on the edge
devices can be observed; however, this variation differs between the two quantized
representations of the networks. With regards to models quantized using dynamic
range quantization for implementation on the Raspberry, the RMSE values increase
by a maximum of 0.4 mg/dl for the CNN, whereas there is no difference for the
LSTM. Again, the LSTM model outperforms the CNN in terms of numerical accu-
racy, achieving an RMSE of 16 + 4.7 mg/dl, and 98.9% of its predictions fall in zones
A and B of the CEG. This result is of particular interest because it is similar to the
performance achieved on datasets composed of data of adult T1D patients, and it
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TABLE 3.6: Results of the tests performed with the proposed mod-
els CNN and LSTM. In this test, the normalization step was not per-
formed in the pre-processing phase. The results refer to the RMSE
[mg/dl] achieved on both the ideal (no-error) and the realistic (hypo-
hyper) dataset. Such results are reported in terms of average RMSE
=+ standard deviation. The CEG results are referred only to the re-
alistic dataset, and its results are reported as percentage on the to-
tal dataset. For each neural network, we reported the results for the
model implemented on Google Colab, for the model implemented on
Raspberry (.tflite float32 format), and for the model implemented on
the Dev Board (.tflite uint8).

Model | RMSE (no-error) RMSE (hypo-hyper)  CEG (A;B;C;D;E)

CNN 222+25 232423 87.0; 12.0; 0.0; 1.0; 0.0
LSTM 13.5+34 16.3 =47 93.8;5.2;0.0;1.0; 0.0
CNN .tflite / 23.6£20 85.7;13.6; 0.0; 0.7; 0.0
LSTM .tflite / 163 +4.7 93.7;5.2,0.0;1.1; 0.0
CNN uint8 / 40.1+£111 754;20.8;0.0;1.2;2.5
LSTM uint8 / 35.0£13.3 82.4;12.5;0.0;1.5; 3.6

is achieved on the edge device, without resorting to cloud computing. A graphical
example of the predictions is reported in Figure where we report as an example
data of two patients for whom the best and the worst performance is achieved in
terms of RMSE. The LSTM prediction is closer to the true CGM value compared to
the CNN, which produces more oscillatory predictions; however, the LSTM tends to
overestimate both hyperglycemic and hypoglycemic peaks.

Nonetheless, it is worth noting that only 0.7% of predictions of the CNN model
fall outside the A and B zones of the CEG, compared to 1.1% of the LSTM; conversely,
the LSTM produces more predictions that fall in zone A (93.7% against 85.7% of the
CNN). This may be explained considering that the LSTM is more capable of perform-
ing accurate predictions in the euglycemic range, which translates into better RMSE
and a larger percentage of predictions in zone A, whereas it may miss some hypo-
glycemic events; on the contrary, the CNN has a larger RMSE and a larger amount of
predictions in zone B of the CEG, corresponding to errors in the euglycemic range,
whereas it is more capable to predict hypoglycemia. Examples of the CEG are shown
in Figure where we report as an example data of two patients for whom the
best and the worst performance is achieved in terms of CEG percentage in zone A.
In conclusion, the CNN may be more appropriate to predict critical hypoglycemic
events when implemented in .tflite, although its average numeric accuracy is worse
than that of LSTM. However, it should be taken into account that results achieved on
virtual patients are, in general, slightly better than those obtained on real patients,
thus performance may deteriorate when testing on a real dataset.

A different analysis applies to the models on which the full integer quantization
was performed for implementation on the Coral DevBoard. Indeed, this quantiza-
tion technique, that casts the values from float32 to uint8, has more significant effects
on the goodness of prediction. In particular, the overflow that is observed when
glycemic values are above 255 mg/dl considerably increases the RMSE scores, and
generates some predictions that fall in the dangerous E zone of the CEG. For this rea-
son, as explained in section [3.4.1 two different approaches were chosen. The second
one, which involved an initial pre-processing of the data, gave considerably better
results than the first one, and they are reported in Table In particular, the re-
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FIGURE 3.9: Graphical examples of the best and worst predictions
performed by the CNN (left) and LSTM (right) using different edge
devices. We computed the confidence interval for the predicted val-
ues, that are 2.01 for the worst .tflite, 2.14 for the worst uint8, and
1.09 for either the best .iflite and uint8, respectively. Nonetheless, we
do not report such an interval in the figure because its values are
too small to be observed in the graphics. The glycemic index val-
ues shown in the figure are normalized between 0 and 255, thus, to
obtain the real glycemic values, we need to multiply by 2.33.

TABLE 3.7: Results of the tests performed with the proposed mod-
els CNN and LSTM, on which was carried the normalization step
in the pre-processing phase. The results refer to the RMSE [mg/dl]
achieved on the realistic (hypo-hyper) dataset. Such results are re-
ported in terms of average RMSE =+ standard deviation. The CEG
results are referred only to the realistic dataset, and its results are re-
ported as percentage on the total dataset. For each neural network,
we reported the results for the model implemented on Google Colab,
and for the model implemented on the Dev Board (.tflite uint8 for-
mat).

Model ‘ RMSE (hypo-hyper) CEG (A;B;C,D;E)

CNN 21.8+2.3 87.8;10.9;0.0;1.1; 0.0
LSTM 16.0+34 93.7;5.5;0.0; 0.8; 0.0
CNN uint8-normalized 24.7 +5.5 87.6;9.8;0.0; 0.9; 0.0
LSTM uint8-normalized 21.2 £ 8.6 87.4;7.5,0.0;5.1; 0.0
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FIGURE 3.10: Clarke Error Grids resulted by the best and worst pre-
dictions of the CNN (left) and LSTM (right) using different edge de-
vices. Predictions falling in the safe zones A and B are plotted in
green; predictions in zone C are plotted in yellow; predictions falling
in the dangerous zones D and E are plotted in red.
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TABLE 3.8: Maximum inference time obtained in the test phase in

milliseconds. The inference times are reported for each model, CNN

and LSTM. They were calculated: for the models saved in TensorFlow

saved model format over the Colab online TPU, for the .tflite model

format over the Raspberry and for the .tflite format quantizated in
uint8 over the Coral DevBoard.

Model ‘ Colab TPU (TF Saved Model) Raspberry (.tflite) Coral DevBoard (.tflite uint8)

CNN 0.085 101.56 18
LSTM 0.086 70.3 12

sults obtained for the models in Google Colab do not differ substantially from those
achieved without the normalization; conversely, the uint§ implementation of such
models achieves considerably better performance than those obtained with the first
approach. It must be considered that the granularity of the prediction increases from
1mg/dl to 2.3 mg/dl. In spite of this drawback, we can still consider this approach
better than the first one, because the increase in granularity obtained is not critical
from a clinical point of view. It is worth noting that, although the LSTM model
outperforms the CNN in terms of RMSE (21.2 4 8.6 and 24.7 £ 5.5mg/dl, respec-
tively), 5% of the predictions produced by the LSTM fall in the D zone of the CEG,
corresponding to a failure of predicting dangerous events. This situation shows the
LSTM model to be weaker to the uint8 representation, which brings it a greater drop
in accuracy. This is probably due to the narrowness of the model, which has only
one LSTM plane. Given the limited number of mathematical operations required to
achieve an output, the conversion step of the model to uint8 fails to optimize the
weights with the new integer values. On the contrary, only 0.9% of the predictions
produced by the CNN fall in the D zone, proving that this latter model is more
clinically accurate and reliable when implementing the models in uint§, despite the
better numerical accuracy achieved by the LSTM model.

A further comparison between the different implementation concerns the actual
inference times obtained, which returned largely satisfying results. We reported in
Table (3.8 the worst-case results for each model and hardware to show compliance
with the time constraints posed by the application. The inference times for both
models in all three representations are far below the limit imposed by the applica-
tion, i.e. 1 minute. However, the total times in the case of a real application should
also take into account the times necessary for: signal collection by the sensors, pre-
processing of the raw data, and displaying the results on an appropriate Graphic
User Interface (GUI). Nonetheless, the time for a single inference operation to be
summed are, in the worst case, the ones of the CNN performed in .tflite format by
the Raspberry, corresponding to 101.56 ms. We can therefore assert that inference
times, covering at most 0.17% of the total time limit imposed by the application, are
not one of the parameters to be optimized in the case of a real implementation of the
system. Furthermore, looking at Table [3.8| and comparing the data obtained in the
tests of the two Edge systems, a consistent acceleration can be observed with the use
of the Coral DevBoard when compared to the Raspberry’s performance, although
it does not reach the performance of Google Colab TPU. This result is in line with
Google’s own claims [109].
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3.5 Image sensors and VPU acceleration for data analysis and
classification

With the objective of evaluating the performance increases obtained on a Raspberry
Pi device, through the use of VPU (Vision Processing Unit) Movidius™ Myriad 2 and
Myriad X accelerators. We have developed a system for the classification of images
of subjects with or without face masks [110]. Evaluating the average prediction times
in a binary classification task using the face mask dataset presented in[3.2]

3.5.1 Model implementation on VPU

To perform the classification task we used the MobilnetV1 network, which is part
of the family of networks developed specifically to perform predictions on devices
with limited computing capability. Its main feature is to use instead of the normal

M/ g /_: /j
G

(a) Standard Convolution Filters
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(b) Depthwise Convolutional Filters

FIGURE 3.11: Standard convolution filter compared to Depthwise
Separable Convolution filters [1].

convolution operation the Depthwise Separable Convolution [1].

The latter involves the replacement of the classic convolutional layer with two layers,
thus redefining the convolutional filter used during the calculation as shown in the
figure The computational cost of an operation of convolution is:

Ccompututionul.conv = (DK . DK “N-M- DF ' DF) (311)

where M is the number of input channels N the number of output channels, DK - DK
the size of the kernel and DF - DF the size of the feature map.

On the other hand, as far as Depthwise Separable Convolution is concerned, the
computational costs are divided between the two layers as follows:

Ccomputational.depth = (DK DM Dp- DF) + (N M- Drp - DF) (3.12)
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Thus comparing the two approaches, the reduction in computational cost will be:

Ccomputational.depth . 1 1 )

+ = (3.13)
D%

Ccompututional.conv N

obtained as the ratio of (3.12) to (3.11).
All the training phase of the models has been made on the PC (HP Pavilion

equipped with Intel® Core i7 9th Gen 2.60GHz CPU). As language of high level
it has been chosen Python. In order to handle the dataset were used the functions
of OpenCV to uniform the dimensions of the images in input to the net (resizing
to 224x224x3). In order to execute the train of the network, the API (Application
programming interface) of TensorFlow and Keras have been chosen because of their
wide use and the excellent performances demonstrated in the field of machine learn-
ing. The technique used for the training is the Transfer Learning, a methodology that
allows to reuse most of the parameters (weights) of a neural network, previously
trained on a problem similar to the one we have to solve. Allowing us to concen-
trate our efforts only on the training of the last layers that are usually those dedicated
to the classification. In our case the chosen network is the MobilinetV1 pre-trained
on ImageNet, an open source dataset containing more than 14 million images. The
model has been trained in three versions:

* MobilnetV1(H.1): steps.per.epoch=34, epoch=5, learning.rate=0.01;
* MobilnetV1(H.2): steps per epoch=34, epoch=20, learning.rate=0.001;

* MobilnetV1(FT): same training hyperparameters of the previous one but once
completed the training it has been effected a phase of fine-tuning of 10 epochs
that has carried the trainable parameters of the model from 2050 to 6146.

For the edge system, a Raspberry Pi Model 3B+ was used, equipped with an
ARM Cortex-A53 CPU (1.4GHz 64-bit quad-core) and 1GB of RAM shared with the
graphics card. The operating system installed on the Raspberry Pi was Raspbian OS,
derived from Debian. To conduct the tests, the Raspberry Pi was configured with the
necessary software for performing image classification tasks using the TensorFlow
framework. The files in the SavedModel format, along with a Python script for im-
age classification, were loaded onto the device. To enhance system performance,
the same Raspberry Pi was augmented with two Intel Movidius™ Neural Compute
Sticks, NCS1 and NCS2. These devices, leveraging Myriad 2 and Myriad X Vision
Processing Unit (VPU) technologies, provided efficient support for artificial intelli-
gence workloads. To prevent memory overload on the Raspberry Pi, only the essen-
tial files for the testing phase were transferred to the device. Specifically, the portion
of the database containing images not used during the models’ training phase was
included, along with eight additional images unrelated to the generative dataset, to
assess the networks’ generalization capabilities. For classification tasks utilizing the
NCS and NCS2 accelerators, the OpenVINO™ Software Developer Toolkit [111] was
employed to generate the .xml and .bin files required for executing the network mod-
els. Using OpenVINO™’s Inference Engine, a program was developed to load the
trained network models onto the NCS devices and retrieve classification result re-
ports. For comparison purposes, the same computer used during the training phase
was also employed for classification. To ensure consistency and comparability of
results, the classification program used on the PC was identical to the one deployed
on the Raspberry Pi.
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3.5.2 Results and Discussion

As far as the classification task is concerned, table shows the training results
in terms of accuracy and loss. Such results are obtained through a 5-fold cross-
validation using the face mask dataset presented in[3.2}

TABLE 3.9: The average values of accuracy (valacc), and
loss(val.loss).

- MobilnetV1 (H.1) | MobilnetV1 (H.2) | MobilnetV1 (FT)

val.acc 0.8945 0.9709 0.9818
val.loss 0.4474 0.3615 0.3318
4calculated using 5-fold cross validation.

Tests were also performed to check that during the transformation of the models,
from .pb files to their intermediate representation, there was no loss of information.
In order to perform these tests, the classification results of the individual models
in the various formats (.pb and intermediate representation of OpenVINO™2020.3
and OpenVINO™2021) were compared. From the results obtained in the aforemen-
tioned tests it is possible to state that no loss of information occurred during the
transformation of the models.

Classification tests on Edge system were performed by submitting a batch of 30
images, extracted with random logic from the dataset before the training phase. The
test was repeated 25 times for each model and configuration. The average classifi-
cation times and their coefficient of variance were then calculated for comparison.
However, it must be taken into account that the Raspberry device having installed
the Raspian operating system does not allow to control all processes that the ma-
chine is running. Therefore, in order to standardize the data obtained without intro-
ducing errors due to slowdown of the device caused by back processes, we followed
a very precise workflow. The tests were carried out following these steps: (1) once
the device is turned on, we disable the wi-fi internet connection and wait 1 minute
before opening the command prompt, (2) once the command prompt is turned on
we work for 15 minutes,(3) we wait 5 minutes before starting the operations again.

Table shows the mean classification time values T in milliseconds and the

coefficient of variation ¢ (standard deviation divided by the arithmetic mean). Com-
paring the NCS2 with the i9 CPU shows that in all three trained models the classi-
fication times between the two systems are comparable. Looking at the table about
the MobilNetV1(H.2) and observing the elements in green, it is possible to see av-
erage classification times that are only one millisecond apart. Instead, as far as the
coefficient of variation is concerned, the results obtained show a value that is very
low for the networks executed on Neural Compute Stick devices, almost indifferent
between the two versions.
While it results a higher value both for networks executed on CPU from pc and di-
rectly on Raspberry without the accelerators. During the test operations of the first
model on a non-accelerated device there was a temperature rise that led the CPU
to thermal throttling, a situation that has certainly affected the classification timing
of the model. In fact, it can be seen that the first model shows a particularly high
coefficient of variation, element in red, during the testing phase on Raspberry Pi.
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TABLE 3.10: shows the mean classification times, T, expressed in mil-
liseconds and the coefficient of variation, ¢.

MobilnetV1 (H.1)
Hardware | CPU (TensorFlow) | Raspberry (TF) | NCS | NCS2
T (ms) 30.08 440.28 62.412 | 40.102
o4 0.080 0.261 0.014 | 0.003
MobilnetV1 (H.2)
Hardware | CPU (TensorFlow) | Raspberry (TF) | NCS | NCS2
T (ms) 38.93 396.50 62.774 | 38.975
o 0.079 0.060 0.004 | 0.003
MobilnetV1 (FT)
Hardware | CPU (TensorFlow) | Raspberry (TF) | NCS | NCS2
T (ms) 33.77 401.45 62.782 | 40.078
o 0.090 0.095 0.003 | 0.004
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3.6 Efficient Detection of Microplastics on Edge Devices with
Tailored Compiler for TinyML Applications

Microplastics, defined as synthetic particles or polymeric matrices ranging from
1 ym to 5 mm, are an escalating environmental concern due to their resistance to
biodegradation and prevalence across marine, freshwater, and terrestrial ecosys-
tems [112-114]]. Addressing their detection aligns with the United Nations” Sustain-
able Development Goals to conserve marine ecosystems [115]. Advanced detection
methods, such as Fourier Transform Infrared (FTIR) and Raman spectroscopy [116],
combined with Al-driven approaches [117,[118], provide robust frameworks for wa-
ter quality monitoring. However, implementing these technologies on IoT devices in
resource-constrained environments necessitates lightweight and efficient Al models.

TinyML, a research field dedicated to adapting machine learning models for
low-power microcontrollers, plays a pivotal role here. Techniques like quantization
and pruning enable the deployment of efficient neural networks (NNs) on devices
with limited computational and memory resources [119}120]. TinyML applications
span diverse areas, including wearable health monitors and industrial anomaly de-
tection [121},122]], where on-device processing reduces latency and improves pri-
vacy [123].

To advance this field, we propose a novel framework based on the ONNX API for
compiling high-level, quantized models directly into native C code. This approach
circumvents reliance on inference engines like ONNX Runtime or TensorFlow Lite,
enabling;:

¢ Lower latency and energy consumption;
* Reduced memory usage by eliminating inference engine overhead;
¢ Enhanced portability across diverse microcontrollers.

The framework supports quantization and is benchmarked across multiple mi-
crocontrollers, showing superior performance in terms of responsiveness, memory
efficiency, and energy consumption.

3.6.1 NeuralCasting Compiler

We present NeuralCasting, a Python-based compiler designed to convert ONNX
format models into native C code. This approach optimizes the deployment of NNs
on edge devices, particularly bare metal boards with limited memory and compu-
tational power, where the lack of an operating system complicates the deployment.
Frameworks like Google’s TFLite and Microsoft’s ONNX Runtime allow the deploy-
ment of NNs on embedded systems; nevertheless, they require an inference en-
gine, introducing an overhead in memory usage and inference time on edge devices.
Moreover, compatibility issues often arise on bare metal microcontrollers, where an
additional abstraction layer is undesirable and challenging to deploy.

NeuralCasting’s architecture utilizes the ONNX format as its foundation, i.e., a
Direct Acyclic Graph (DAG). In ONNX, nodes take the form of tuples containing the
node’s name, the name of the incoming edges, and the name of the outgoing edges.
NeuralCasting parses these nodes, converting them into an internal data structure
holding the metadata of the operators and connecting the network using memory
references. This enables graph traversal and sequential C code generation based on
the operator type (e.g., Gemm, ReLU, Convolution) and metadata (e.g., the kernel
size of the Convolution).
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FIGURE 3.12: The workflow of NeuralCasting for the C code genera-
tion. The kernel is implemented in Python. During the DAG traver-
sal, native C code is generated from templates. Indeed, the templates
are expanded using the information stored in Op.py (acquired from
the original ONNX model). Finally, the C code generated for the oper-
ator is appended to the current generated code of the entire network.
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The C code generation occurs through the information stored inside the inter-
nal DAG, used as an intermediate representation by the compiler. Successively, the
kernel accesses a hand-crafted C template, univocally related to the operator. The
templates contain placeholders to expand into generated C code, ranging from simple
macros to more complex sections of code, such as indexing to ensure broadcast-
ing between matrices and tensors of different sizes. The information to expand the
placeholders is inside the node. Finally, the kernel appends the generated C to the
main generated code, created from the previous operators analyzed during graph
traversal. Figure shows the pipeline used by the compiler for generating C
code.

NeuralCasting provides flexibility in memory allocation regarding the weights
and biases of the models, allowing allocation either in the process’s data segment
or the heap, depending on requirements. It relies on a compiler flag -alloc, which
can be set to heap for heap allocation or data for data segment allocation as global
variables. Concerning the allocation in the heap, C code and binary files containing
weights and biases are generated and read within the program through a specific
nn_alloc function that allocates memory in the heap. Similarly, an nn_free function
deallocates memory. To prevent memory fragmentation, allocate weights once at
the program’s start and deallocate them at the end. For data segment allocation,
weights are compiled internally in the data segment, eliminating the need for ex-
ternal sources. Considering our microplastic detection task, which demands high
performance with relatively small matrices, we chose to allocate in the data seg-
ment to maximize performance. Moreover, deploying on bare metal chips without
an operating system introduces additional difficulties and risks related to manual
dynamic memory allocation.

Also, NeuralCasting provides the generation of parallelized C code using OpenMP,
through a -parallel flag settable to omp, for the automatic generation of OpenMP
clauses. Furthermore, a -n_threads flag allows to define the number of threads used.
Considering our small-sized models, using a single thread was optimal, as paral-
lelization did not enhance performance due to the overhead of thread management.

Compared to other state-of-the-art frameworks like TFLite and ONNX Runtime,
NeuralCasting currently offers fewer optimizations. It lacks inter-layer optimiza-
tions, node fusion, and architecture-specific optimizations. However, NeuralCast-
ing generates code for bare metal edge devices, making it optimal for small models
where advanced parallelization and vectorization are unnecessary. Generating na-
tive C code enhances portability across architectures, and the absence of an inference
engine eliminates overhead, improving performance in terms of both memory usage
and inference time.

Integration of Quantization in NeuralCasting Due to the growing need to com-
press models and optimize performance on edge devices, NeuralCasting presents an
extension to support ONNX quantization units, such as QGemm, QAdd, QSigmoid,
and other fundamental components of quantized NNs.

A quantized ONNX model can be exported via the ONNX API, using a repre-
sentative dataset and performing post-training quantization. The ONNX Q units
provide necessary quantization data, such as scaling factors and zero points.

Supporting quantization in a compiler significantly enhances the deployment of
machine learning models on resource-constrained devices. It reduces model size
and computational requirements, resulting in faster inference, lower latency, and
improved performance, essential for real-time applications. Additionally, quantized
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models consume less energy, extending battery life in portable devices. Integrat-
ing quantization into a compiler allows developers to focus on model development
while ensuring efficient, high-performance deployment across various hardware
platforms.

Quantization was integrated into NeuralCasting similarly to the integration of
traditional float operators. Indeed, NeuralCasting is based on the ONNX format,
generating native C code using the information inside each unit. ONNX provides
units specifically designed for quantized operators, named Q-Units. For example,
QLinearConv, QLinearMatMul and QGemm. Moreover, it provides a specific Quan-
tizeLinear Q-Unit for the quantization of weights and activations, and a Q-Unit for
de-quantization (i.e., to re-convert the integers to floating point), called Dequantize-
Linear. These units present specific attributes for quantization, such as zero points
and scaling factors. The quantization hyperparameters are used by NeuralCasting to
generate C code for the quantized operators. Figure reports a Quantized MLP
model, where the quantized input feeds a series of Quantized Generalized Matrix
Multiplications (QGemm). Finally, the resulting quantized tensor is de-quantized
to provide the float32 output tensor. As presented in Figure each quantized
operator provides the necessary scaling factors and zero points for the inputs and
outputs. For example, considering a QGemm operator, the linear quantization used
applies the linear quantization definition to a floating point Gemm defined in
resulting in the equation:

SW * Sx
qQy =
Sy

with the pre-computed factor qpias:

- (qw * qx + gbias) + Zy (3.14)

Jbias = 9b — Zx - qW (3.15)

where sy is the scaling factor of the weights matrix, s, is the scaling factor of
the input tensor, s, is the scaling factor of the output, qw is the quantized weights
matrix, gy is the quantized input tensor, z, is the zero point of the output tensor, qy
is the quantized bias vector and z is the zero-point of the input tensor.

ONNX does not provide a quantized unit for the GRU. As a result, it was im-
plemented in NeuralCasting by combining elementary operators based on the equa-
tion (see Figure [3.13). Finally, lookup tables based on 256 points have been
implemented for the activation functions to improve inference time.

Models Description We employed two distinct NN architectures to analyze and
process our data: Multilayer Perceptrons (MLPs) and Gated Recurrent Units (GRUs).
These models were selected due to their proven effectiveness in handling different
data types. Below, we provide a detailed description of each model, including its
structure, functioning, and the specific methods used for training.

¢ Multilayer Perceptrons (MLPs): MLPs represent a foundational class of ar-
tificial NNs extensively utilized for a wide range of pattern recognition and
classification tasks. An MLP is structured with an input layer, one or more hid-
den layers, and an output layer, where each node, apart from the input nodes,
functions as a neuron equipped with a non-linear activation function. This
layered architecture enables MLPs to approximate complex, non-linear func-
tions, making them particularly effective in scenarios that require the learn-
ing of complex patterns and relationships within data. The training of MLPs
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is typically conducted using back-propagation, a gradient-based optimization
technique that minimizes the error between the predicted and actual outcomes.
The output of a neuron in an MLP can be represented as:

y=1f (fwixi + b) (3.16)
i=1

where f is the activation function, w; are the weights, x; are the inputs, and
b is the bias. Despite their relatively simple architecture compared to more
advanced models, MLPs remain a cornerstone in the field of machine learning
due to their robustness and versatility in handling diverse datasets.

¢ Gated Recurrent Units (GRUs): GRUs are a specialized form of recurrent neu-
ral networks (RNNs) designed to address some of the limitations inherent in
traditional RNNSs, such as the vanishing gradient problem [124]. GRUs incor-
porate gating mechanisms. Specifically, update and reset gates, which modulate
the flow of information across the network. This allows GRUs to maintain and
update information over long sequences more effectively, making them highly
suitable for tasks involving sequential data, such as time-series forecasting and
natural language processing. The equations describing a GRU are:

zy = 0(Wox; + Uzhe 1 + b,)

re = 0(Wext + Ughy_1 + by)

h = tanh(Wrxt + r: © Uph¢_1 + by)
hy = (1 —2)©hyq+2z Ohy

(3.17)

where z;z; is the update gate, riis the reset gate, h; is the new hidden state,
h is the final hidden state, W and U are weight matrices, b is the bias vector,
concatenation of (b,; by; by), and ® denotes element-wise multiplication. The
streamlined architecture of GRUs facilitates faster training times and reduces
computational demands while still providing competitive performance. The
ability of GRUs to capture temporal dependencies with greater efficiency un-
derlines their importance in modern NN applications, particularly in contexts
where data exhibits sequential or temporal characteristics.

Experimental Setup A Neural Architecture Search (NAS) process was executed
to select the network designated as the final model to be trained and deployed on
devices. For the MLP, a greedy grid-search approach was applied, considering the
number of layers (1, 2, 3) and the number of neurons per layer (8, 16, 32, 64) as
parameters. Similarly, for the GRU, the same approach was applied to determine
the most effective hidden size (8, 16, 32, 64). The steps involved included:

e Parameter Initialization: Setting the initial values for the number of layers
and neurons per layer as per the grid search ranges;

* Model Generation: Constructing various network architectures by systemati-
cally varying the number of layers and neurons;

* Training: Each generated model was trained using the designated dataset;

¢ Evaluation: The performance of each model was assessed based on specific
metrics, i.e., accuracy and computational efficiency. In cases where multiple
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models achieved similar accuracy, the architecture with the lower computa-
tional cost was chosen;

¢ Selection: The model with the optimal performance metrics was selected as
the final architecture for deployment.

This approach ensured a comprehensive exploration of potential network con-
figurations, allowing the identification of the most effective model for the given ap-
plication.

Once we identified the architectures designated for porting to edge systems, we
proceeded to quantize them. We chose to perform float32 to int8 quantization using
either the native functions provided by ONNX Runtime and via NeuralCasting.

The models were quantized via Post-Training Quantization (PTQ), i.e. the quan-
tization was carried out at the end of the model training phase. Usually, an approach
via Quantization Aware Training (QAT) is preferable, as including the quantization
process within the training allows a higher accuracy recovery. Nonetheless, in this
case, the PTQ was preferred for several reasons. First, the microplastic detection
task relies on a binary classification, which is little affected by small approximations
of the output tensor. Consequently, the difference between the accuracy via PTQ
and QAT is negligible. Furthermore, QAT is notoriously expensive from a computa-
tional point of view as it involves a simulation of the quantized model in the forward
pass of training. Considering an expensive NAS algorithm such as Grid Search, this
approach would have proven to be unnecessarily expensive from a computational
point of view, with minimal gains in terms of accuracy.

After quantizing the models, we conducted 100 tests using 100 synthetically gen-
erated datasets (according to parameters reported in Section[3.2) to compare the per-
formance of both the original and quantized versions of the MLP and GRU models.
This comparison was performed by implementing a Student’s t-test on the popula-
tions of the accuracies obtained from the 100 tests between the original models and
their quantized version. Moreover, the comparison in terms of accuracy between
the two quantized versions of the model was not carried out since the two models
perform the same mathematical operations exploiting the same quantization ranges
as explained in subsection thus resulting in two perfectly equal models at the
level of inference results.

Deployability on MicroController Unit (MCU) The quantized versions of the MLP
and GRU models were tested on edge devices. In particular, the C implementation of
the code is flashed into a set of microcontrollers with characteristics that cover a var-
ied performance range. The following MCUs were chosen: STM32H747XI -M7 /M4
with a dual-core ARM Cortex-M/ at 480 MHz and Cortex-M4 at 240 MHz processor,
nRF52840 with an ARM Cortex-M4 CPU with FPU running at 64 MHz processor,
and ESP32-PICO-D4 with a dual-core Xtensa 32-bit LX6 microprocessor at 240 MHz.
We tested the microcontrollers using their respective development boards: Portenta
H7 for the STM32H747XI, Arduino Nano 33 BLE for the nRF52840, and M5StickC
Plus for the ESP32-PICO-D4. Tests were also performed on a single-board computer,
Raspberry Pi 4, which has a Broadcom BCM2837B0 processor, Cortex-A53 (ARMvS)
64-bit SoC, with a frequency of 1.4 GHz. The technical specifications of the devices
are shown in Table Each microcontroller and single-board computer was cho-
sen to represent a broad spectrum of processing power and memory capabilities,
providing a comprehensive assessment of the model’s scalability and adaptability
across different hardware platforms. For each MCU, inference was performed on
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both models 10,000 times, and the execution time of each inference was measured.
Finally, the mean, maximum, and standard deviation of the execution times were
calculated. To better compare performance on different device power consumption,
memory occupation was evaluated.

TABLE 3.11: Technical Specification of the devices tested powered at

5V
Frequency | Current | Power | Voltage
Board MCU Memory [MHz] (A] (W] V]
Portenta H7 STM32H747XI-M7 | 2MB Flash, IMB RAM 480 0.12 0.6 5
STM32H747XI-M4 240 0.12 0.6 5
Arduino Nano 33 BLE nRF52840 1MB Flash, 256KB RAM 64 0.02 0.1 5
M5StickC Plus ESP32-PICO-D4 | 4MB Flash, 520KB SRAM 240 0.5 2.5 5
Raspeberry Pi 4 SoC BCM2711 8GB LPDDR2 SDRAM 1800 0.48 24 5

3.6.2 Results and Discussion

The NAS process resulted in the best parameters identified for the MLP being one
layer and eight neurons. Instead, the optimal hidden size for the GRU was deter-
mined to be eight. After quantization, 100 tests were performed to compare the orig-
inal and quantized models: the original MLP model and the quantized MLP model
achieved the same average accuracy of 0.991 + 0.001. The conducted Student’s t-test
indicated that the difference between the distributions was not significant (p-value =
0.733). For the GRU, the original model showed an average accuracy of 0.993 £ 0.001,
whereas the quantized model demonstrated a slight drop in accuracy (0.985 =+ 0.001).
This difference was statistically significant (p — value < 0.05).

TABLE 3.12: Performance in terms of latency time relating to the MLP

model, using ONNX Runtime and NeuralCasting for deployment, on

different HW architectures. The acronym N.A. means Not Available,
i.e. the framework is not supported by the platform.

Hardware Platform Inference Time [ys] Maximum Time [us]
NeuralCasting | ONNX Runtime | NuralCasting | ONNX Runtime

x86_64 Intel(R) Core(TM) i7-10750H CPU @ 2.60GHz 0.63 +0.59 3220+ 497 400.00 624.00
Portenta H7 - STM32H747X1 -M7 46.28 £3.01 N.A. 56.00 N.A.

Portenta H7 - STM32H747XI -M4 46.16 £2.91 N.A. 54.00 N.A.

Arduino Nano 33 BLE 407.62 £19.51 N.A. 474.00 N.A.

M5StickC Plus 63.55 + 1.86 N.A. 71.00 N.A.

Raspeberry Pi 4 6.72 +£2.29 45.85+1.81 33.00 87.97

TABLE 3.13: Performance in terms of latency time relating to the GRU

model, using ONNX Runtime and NeuralCasting for deployment, on

different HW architectures. The acronym N.A. means Not Available,
i.e. the framework is not supported by the platform.

Hardware Platform Inference Time [ys] Maximum Time [ys]
NeuralCasting | ONNX Runtime | NuralCasting | ONNX Runtime
x86_64 Intel(R) Core(TM) i7-10750H CPU @ 2.60GHz 1.104+0.90 1320 +£1.76 133.00 63.20
Portenta H7 - STM32H747X1 -M7 211.60 = 3.86 N.A. 247.00 N.A.
Portenta H7 - STM32H747X1 -M4 211.89 £3.95 N.A. 252.00 N.A.
Arduino Nano 33 BLE 1964.81 +11.16 N.A. 2001.00 N.A.
M5StickC Plus 255.59 +3.35 N.A. 262.00 N.A.
Raspeberry Pi 4 9.74 £3.71 109.42 +3.53 55.00 194.78

Upon deploying the software on the different devices chosen, the results in terms
of power consumption, memory occupation, and inference time were evaluated.
Considering the power consumption of the algorithms, as shown in Table it
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can be seen that there is a variation based on the characteristics of the chosen plat-
form. For the sake of brevity, the consumption figures in a single column for both
the GRU and the MLP implementation as the values were found to be identical. The
lower power consumption during the task execution is around 0.02 W for the Ar-
duino Nano 33 BLE Sense platform, while the higher consumption is reached by
the M5StickC Plus, which is 0.44 W. It was seen, as shown in Table that the
RAM and Flash used are a bit higher for the GRU model compared with the per-
centage required for the MLP for all the platforms. Overall, the STM32H747XI-M7
had the lowest resource usage, whereas the nRF52840 exhibited the highest RAM
consumption, indicating that both models show consistent resource usage patterns
across different microcontrollers, which is crucial for optimizing model deployment
in resource-constrained environments.

In addition, it is worth mentioning that directly compiling the network in C is ad-
vantageous compared to using an inference engine on embedded systems. Besides
the additional abstraction layer, the inference engine requires no negligible memory
space on small edge devices. Instead, directly compiling the network into C requires
only the storage relating to the weights and biases of the model and the algorithms of
the operators, respectively, in the data segment and the text segment of the program.

TABLE 3.14: Resource Utilization of GRU and MLP Models on vari-
ous Microcontrollers, for each cell, is reported the ratio between the
used MB and the total available MB

GRU MLP
RAM Flash RAM Flash
[MB/MB] | [MB/MB] | [MB/MB] | [MB/MB]
STM32H747XI-M7 | 0.15/0.52 | 1.51/7.86 | 0.14/0.52 | 0.14/0.78
STM32H747XI-M4 | 0.12/0.29 | 0.08/1.04 | 0.12/0.29 | 0.07/1.04
nRF52840 0.12/0.26 | 0.08/0.98 | 0.12/0.26 | 0.08/0.98
ESP32-PICO-D4 0.10/0.33 | 0.27/1.31 | 0.10/0.33 | 0.27/1.31

MCU

A more in-depth analysis is required for the evaluation of inference.

Table shows the results for the quantized MLP model in terms of mean in-
ference time, standard deviation, and maximum time. Where possible, results for
the Neural Casting and ONNX Runtime implementation were compared. Using
the native C code generated by NeuralCasting, there is an evident increase in infer-
ence time with the degradation of the hardware characteristics. The result achieved
with Raspberry Pi 4 is about an order of magnitude smaller than the results ob-
tained by the reference computer. Considering the MCU set, the best inference time
is 41.16 4= 2.9 us reached by Portenta H7 (core M4). When analyzing the maximum
times, to avoid high out-of-range values of the inference time, a washout operation
was carried out to eliminate possible initial fluctuations in the execution of the first
100 tests. The same behavior was found for the GRU model (showed in Table [3.13).
Clearly, the inference time increases as the hardware characteristics degrade, using
the C code generated by NeuralCasting. The result obtained with the Raspberry Pi
4 is approximately an order of magnitude lower than the results from the reference
computer. Among the MCU set, the best inference time is 211.60 4 3.86 us, achieved
by the Portenta H7 (core M7). Furthermore, for all MCUs tested, it was not possible
to implement the ONNX runtime version of the algorithms due to incompatibilities.

In the case of the x86_64 experiments, the standard deviation is relatively high
compared to the mean due to the distribution of the measurements. In fact, out
of 100,000 experiments, 99,989 measurements were in the order of 10~7, 6 in the
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order of 107, 4 in the order of 107>, and 1 in the order of 10~*. Such sporadic
outliers influence the standard deviation considerably, inflating it by several orders
of magnitude. A similar discussion concerns the measurements of the Raspberry Pi
4.

In Figure a bar plot shows the result previously discussed, in this way was
possible to highlight the inference time distribution among the selected devices.

FIGURE 3.15: The latency of the MLP and GRU models on differ-

ent hardware platforms are reported in the current bar chart, where

blue bars showcase the average and standard deviation related to the

quantized MLP, while orange bars refer to the quantized GRU model.

For each microcontroller, the experiments were repeated 10,000 times

for statistical significance. The boards considered for the experiments
are reported in Table providing technical specifications.

This approach leverages a custom TinyML compiler to enable energy-efficient
Al models on low-power edge devices, ensuring real-time detection of microplastics
with minimal latency crucial for timely environmental monitoring.
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Chapter 4

Interpretation of results and
explainable Al for healthcare

4.1 State of the art

In medical applications, explainability and interpretability of Artificial Intelligence
(AI) models are paramount. Clinicians must not only rely on the predictive perfor-
mance of Al systems but also understand the reasoning behind these predictions
to make informed decisions and foster trust. Explainable AI (XAI) addresses this
necessity by providing insights into the model’s decision-making processes, either
through statistical methods or by embedding interpretability into the model design.

Statistical approaches, such as SHAP, LIME, CAM etc., are widely used to ex-
plain AI outputs by quantifying the importance of individual features. These meth-
ods help clinicians understand which variables most influence predictions, offering
transparency and increasing trust in Al systems. However, these post hoc techniques
are computationally expensive, limiting their deployment in real-time or resource-
constrained environments.

By contrast, designing Al systems with built-in interpretability offers an alterna-
tive. For example, layered meta-learning models divide complex tasks into sub-tasks
managed by specialized models and aggregate their outputs through a meta-learner,
ensuring traceability of decisions. Similarly, the Tandem framework enhances med-
ical image segmentation by combining segmentation predictions with confidence
maps, enabling clinicians to evaluate the reliability of results directly. These "by de-
sign" methods embed interpretability within the model architecture, ensuring trans-
parency while reducing the overhead of additional explanatory computations.

A critical innovation in combining explainability and efficiency is Knowledge
Distillation (KD). KD allows smaller, more efficient student models to replicate the
performance of larger, more complex teacher models. This technique is particularly
valuable in healthcare, where computational resources may be limited. According
to [125], KD methods can be categorized as follows:

* Response-based Knowledge: This approach focuses on aligning the student
model’s outputs with the teacher’s predictions using techniques like minimiz-
ing Kullback-Leibler (KL)-Divergence between logits [126,127].

¢ Feature-based Knowledge: Here, the student model learns from intermedi-
ate feature representations of the teacher, as introduced in Fitnets [128]. While
this method often enhances performance, it incurs higher computational costs
[129].
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* Relation-based Knowledge: This focuses on capturing relationships between
data elements, such as instance-to-instance or feature-to-feature relations, help-
ing the student model internalize complex patterns [130,(131].

Feature-based Knowledge Distillation (FD) is particularly relevant in healthcare
for its ability to transfer both performance and interpretability. FD has been ex-
tended to explainability distillation paradigms, integrating KD principles with XAI
requirements. Such methods allow smaller models to inherit the teacher’s explain-
ability alongside its performance, making them suitable for practical applications in
critical fields like healthcare.

Despite these advancements, challenges remain, particularly the computational
expense of combining KD and XAI. Methods like CAM, Grad-CAM [132}133], and
auxiliary models [134] often require significant resources. Recent approaches ad-
dress these limitations: Rao et al. [135] introduced adaptive teacher-student learn-
ing to reduce model parameters, while Sha et al. [136] employed KD in federated
learning to enhance privacy and computational efficiency. Similarly, Kim et al. [137]]
optimized KD for high-resolution pathological images, balancing performance and
computational cost.

In the healthcare context, FD has demonstrated potential in creating efficient, in-
terpretable models. For example, transferring intermediate features from a teacher to
a student model has proven effective in reducing training complexity while preserv-
ing transparency [138]. This capability is crucial in medical scenarios, where models
often operate in resource-constrained environments or directly on edge devices, as
seen in real-time glycemic event prediction.

In conclusion, explainability and Knowledge Distillation are complementary strate-
gies addressing the dual challenges of performance and transparency in healthcare
Al By integrating interpretability into model design and leveraging KD for efficient
knowledge transfer, these methods are paving the way for scalable, explainable Al
systems in medical applications.

4.2 Dataset

In this section, a brief overview of the datasets employed in the subsequent analyses
is provided. Each dataset will be described in terms of its origin, scope, and key
characteristics. Presenting these datasets at the outset will help establish a clear
context for the analyses to follow and underscore their relevance to the research
questions at hand.

Ohio TIDM The Ohio T1DM dataset was initially available to participants in the
first and second Blood Glucose Level Prediction (BGLP) Challenge in 2018 and 2020
and then became publicly available to other researchers. In this work, we consider
the original format [139] and its expansion [140] as a single dataset. It contains
eight weeks of data concerning continuous glucose monitoring, insulin, physiologi-
cal sensor, and self-reported life-events of twelve adults suffering from T1D (five fe-
males and seven males, aged between 20 and 60, each using the Medtronic Enlite™
CGM sensor and a fitness band), all following a Continuous Subcutaneous Insulin
Infusion therapy(CSII). More detailed information about the dataset can be found
in [139[140].

We decided to pursue a univariate approach, so CGM sensor data is used alone
as an input feature of the proposed model. In order to test the multivariate vari-
ant of the models, and provide a fair comparison between different approaches, we
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utilized only the features that are in common between the datasets; furthermore,
in order to develop a system as autonomous as possible and to reduce the burden
on the patient, we only considered the features collected by sensors and without
the direct involvement of the user. After this selection, the four considered features
are CGM sensor read values, injected insulin, skin temperature, and galvanic skin
response.

Private Validation Dataset (UCBM) The Unit of Endocrinology and Diabetology
of Campus Bio-Medico University (UCBM) Hospital provided anonymized CGM
data of five T1D patients (all males), all using Dexcom G5 CGM sensor, aged be-
tween 32 and 43 (average 38.6 = 5), HbAlc between 5.7 and 8.4, weight between
67 and 95 kg, daily insulin requirement per kg between 0.07 and 0.85 Ul/Kg/die
(average 0.49 £ 0.29). Three patients use CSII, whereas two follow a Multi-Injection
Therapy (). Every patient was monitored for a period ranging from 3 to 14 days (av-
erage 8 £ 3.8), for a total of 40 days, during which they regularly performed physical
activity. Predicting glucose levels of T1D patients during physical activity is particu-
larly tough due to quick variations occurring [36]. It is worth noting that the patients
from the UCBM dataset utilize a different CGM sensor than patients from the public
dataset.

2D immunofluorescence ADPKD Is a collection of RGB immunofluorescence im-
ages of human tubules engineered from epithelial cyst-lining cells affected by Au-
tosomal Dominant Polycystic Kidney Disease (ADPKD) [141]]. Each image is paired
with a binary image indicating the shape and size of cysts within the tissues. We
adhered to the preprocessing methods described in the paper. For simplicity, we di-
vided the dataset into a fixed train-validation-test split, ensuring that images from
the same tubule were kept separate as recommended by the authors. The dataset
providers committed to making it available to anyone upon request for reproducibil-

ity.

3D liver Tumor LiTS Liver Tumor Segmentation Benchmark (LiTS) [142], consists
of 3D CT scans of liver tumors. For this dataset, we followed the preprocessing steps
proposed in [143]. Both datasets exhibit high variability in the size of detectable
objects, and each acquisition may contain many target objects.

Lung X-rays It is a publicly available clinical dataset of lung X-ray images, con-
sisting of four classes: Covid (3,616 samples), Normal (10,192 samples), Lung Opac-
ity (6,012 samples), and Viral Pneumonia (1,345 samples), for a total of 21,165 sam-
ples [144,145]. Each image initially has a resolution of 299x299 pixels and is paired
with a 256x256 pixel segmentation mask of the lung.

UVA/Padova simulator The UVA/Padova simulator [146] is a widely recognized
in silico tool for Type 1 Diabetes (T1D) research, providing a virtual environment in
which researchers can test and refine glycemic control strategies before progressing
to clinical trials. By incorporating validated mathematical models of glucose-insulin
dynamics in the human body, it captures critical factors such as insulin sensitivity,
carbohydrate metabolism, and daily variability. Users can specify individualized
meal scenarios, defining the carbohydrate content and timing of meals, while the
simulator automatically administers a basal-bolus insulin regimen based on each
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subject’s insulin-to-carbohydrate ratio. This level of granularity allows for rigor-
ous testing of various glycemic control approaches, including conventional thera-
pies and advanced closed-loop algorithms, under standardized and reproducible
conditions. Furthermore, the simulator has gained broad acceptance as a reliable
pre-clinical framework, bridging the gap between purely theoretical work and real-
world patient studies, and thereby accelerating the development of safer, more ef-
fective treatments for T1D.



58 Chapter 4. Interpretation of results and explainable Al for healthcare

4.3 Tandem: a Confidence-based Approach for Precise Med-
ical Image Segmentation

The advancement of Al technologies and machine learning algorithms and their in-
tegration into medical imaging and decision support systems is ushering in a new
era of precision medicine, enabling more accurate diagnoses and treatments [147]].

Furthermore, this technology has shown exceptional proficiency in detecting
complex medical conditions, such as cysts in tissues affected by Autosomal Dom-
inant Polycystic Kidney Disease (ADPKD), as well as tumor masses. There are still
challenges because these objects come in a wide range of sizes, which makes it dif-
ficult for neural networks. In this situation, small objects have little impact on the
traditional cost function used to train the models, which makes them likely to ignore
clinically significant objects.

Based on previous studies that have used U-Net-like models to segment variable-
sized clinical targets in tissues affected by ADPKD, we aim to enhance these models
with an automatic confidence estimation tool. Our approach in the work presented
in [148] involves a flexible architecture integrating prediction refinement into deep
segmentation models. This aims to reduce prediction errors and assist clinicians
by providing a mechanism to measure the model’s confidence in its predictions,
regardless of the size of the objects being analyzed and across different regions of
the images.

In our study, we emphasize the limitation of the current solutions by focusing
on the segmentation of cysts engineered using cells from ADPKD patients and the
detection of tumor masses in liver tissues. For the first target, we utilized a dataset
from the Istituto di Ricerche Farmacologiche Mario Negri IRCCS, containing RGB im-
munofluorescence images of human tubules engineered from cyst-lining cells. This
research builds upon the work of Monaco et al. [149]. For the second target, we
selected the well-known Liver Tumor Segmentation Benchmark (LiTS) [150], which
consists of CT liver 3D images.

Summing up, this work aims to improve segmentation accuracy for clinical ob-
jects by adapting deep learning segmentation solutions to provide a size-invariant
self-assessment of their predictions. The main contributions of this study are sum-
marized as follows:

¢ Introduction of a novel segmentation solution, Tandem (Tandem Analysis for
Neural Detection and Evaluation Model), which integrates a classifier with a
segmentation model jointly trained to produce a confidence map alongside the
usual model prediction.

¢ Evaluation of the proposed strategy on two different medical image segmen-
tation tasks involving 2D and 3D acquisitions.

¢ Practical evaluation of the Tandem procedure to generate a reliable confidence
map of the predictions to assist clinicians in model evaluation.

We apply our framework to two datasets, encompassing 2D and 3D medical im-
ages presented in the section 4.2}
4.3.1 Tandem architecture and experimental setup

To improve medical segmentation models and ensure reliable self-evaluation of their
predictions, we propose Tandem, an end-to-end pipeline for enriching the output of
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FIGURE 4.1: Pipeline diagram of Tandem

a neural network tailored to segmentation tasks. This is achieved by a self-evaluation
head that provides a confidence measure for different parts of the prediction. Fig-
ure illustrates the main components of our framework, which include a segmen-
tation neural network and a classifier to estimate the error of the different parts of
the original prediction. The key concepts of this architecture are explained in more
detail in the following section.

Tandem architecture As previously mentioned, our approach uses classification to
improve segmentation results. Our pipeline is not architecture-specific, so the two
neural networks for segmentation and classification can be selected according to the
specific requirements of the use case.

Starting with an input image of size D x H x W x C (where D is included for 3D
images, H and W are the other spatial dimensions, and C is the number of channels),
the first model S(-, 65) produces a prediction with the same spatial dimensions and
C’ channels, representing the number of classes to segment.

The classifier C(-,6.) acts then as a sliding window, scanning the segmentation
prediction along with the associated input image to detect inconsistencies. It refines
the segmentation output by merging its predictions, thus contributing to the final
segmentation result. To scan the input image with the classifier, we divide it into
non-overlapping square patches of dimensions d x h x w (where 4 is included for
3D images) such that the dimensions along each axis are divided evenly into the
corresponding original image dimensions.

The classifier’s input is a tensor of size d x h x w x (C + 1), where the channels
consist of the original image channels concatenated with the first step’s prediction.
We refer to these 4-dimensional patches as enriched patches. These enriched patches
are then passed to the classifier, which predicts a label for each patch, considering the
segmentation prediction. The classifier’s output is then a binary prediction for each
patch of the input image, which is compared with a ground truth label according to
the following rule:
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¢ True: If either the prediction detects a target that is present in the patch ground
truth, or if the model finds no target and there is indeed nothing in the ground
truth.

¢ False: If the prediction detects a target that is not present in the ground truth,
or if the model fails to detect a target.

A target is marked as detected if the prediction patch has an Intersection over
Union (IoU) of at least t4; with the corresponding ground truth patch. In our exper-
iments, we set this threshold to 0.4, but this value can be adjusted depending on the
specific requirements of the problem. To reduce the prediction noise, we also intro-
duced a size cutoff below which targets within the patch are not considered. This
means that any patch containing only targets with a total number of pixels below the
cutoff value is treated as empty. Although this cutoff value can be arbitrarily small,
we found in our experiments that a well-chosen value helps the model to focus on
relevant targets, improving overall performance. The ground truth labelling process
used during training is illustrated in Figure

The overall model is finally trained on both tasks simultaneously. Let x represent
the input image, y the ground truth segmentation, and y the classification ground
truth based on the segmentation prediction. The global loss function is defined as:

L=Ls (]25/ ]/) + D“Ccl(]?cl/ yd)
¥s = S(x, 95) (41)
Ja = C(p[x D 7s), 0c),

where p[-] denotes the operation of splitting the input into patches and « is a
tunable coefficient balancing the contributions of the two-loss components. Since
the classification labels y.; depend on the segmentation model’s predictions, the sec-
ond term of the loss can directly influence the first model, leveraging the additional
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TABLE 4.1: Segmentation results for dataset and target size
Pr Re TIoU
Small Medium  Large | Small Medium  Large | Small Medium  Large
cyst Base 0.485+0.056  0.764+0.046 0.799+0.023 | 0.664+£0.109 0.748+0.049 0.685+0.017 | 0.381+0.022 0.605+0.013 0.584+0.011
Tandem | 0.494+0.022 0.737+0032 0.795+0.044 | 0.691+0.058 0.773+0.030 0.698-0.039 | 0.403+0.010 0.605+0.005 0.59-0.022
LiTS Base 0.049+0.011  0.224+0016 0.537+0.042 | 0.363+0052 0.556+0.030 0.781+0.035 | 0.045+0.010 0.190+0.010 0.467-0.035
Tandem | 0.056+0.015 0.256+0.039 0.483+0.059 | 0.435+0.082 0.600+0.046 0.809-+0.019 | 0.052+0.014 0.217+0.026 0.433+0.045

penalty for its errors. The two loss functions £s and L. can be any losses typically
used for segmentation and classification tasks.

Finally, this pipeline produces the first step of segmentation prediction and the
pathed correctness classification as output.

Experimental Setup ADPKD dataset. For the Tandem backbones, we used a U-
Net++ as the segmentation model and a ResNet18 as the classifier. The model was
trained for up to 30 epochs until convergence on the validation set, using the Adam
optimizer with a learning rate of 1 x 107%, tuned with a cosine annealing with a
warm restart scheduler. The loss function £s combined binary cross-entropy (BCE)
and Jaccard loss, utilizing their inverse-weighted versions as proposed in [143] to
make the network focus more on small-sized targets. We employed Binary Focal
Loss with parameters « = 0.1 and 7y = 2 for the classification component. These
parameters were determined by a grid search to correct the imbalance of labels in
this subtask. The patch size used for the classification inputs is 128 pixels. This
value was chosen to be large enough to capture larger cysts, but not too large to be
meaningful for smaller cysts.

LiTS Dataset. For this dataset, the tandem backbones consisted of a 3D U-Net
and a 3D ResNet18 [151]]. The training pipeline for the baseline model was inspired
by [143]. Specifically, we trained the models for 100 epochs using Focal Loss (x =
0.25, v = 2) with an inverse weight variation for £, and Focal Loss (¢« = 0.1, 7 = 2)
for £L.. We employed the Adam optimizer with a learning rate of 1 x 10~%, which
was reduced by 20% at epochs 50 and 80. The classifier input patch size for this
dataset is 32 pixels.

Following these setups, we trained the segmentation models in their baseline and
tandem fashions to compare the effects of our method on segmentation performance.
Then, we analyzed the classifier’s performance to measure its strength in providing
insights into segmentation output errors. The following section presents the results,
averaging over 5 repetitions to improve statistical significance. All the experiments
were conducted on a fixed train-validation-test split as provided by the datasets
authors.

All experiments were implemented using the PyTorch framework on an Intel
Core i9-10980XE CPU @ 3.00GHz and two NVIDIA RTX A6000 GPUs. Each experi-
ment took approximately 2 hours for the ADPKD dataset and 12 hours for the LiTS
dataset. We observed no significant variation in the training time required for base-
line models and their tandem counterparts. The code used for the experiments is
available online[l]

4.3.2 Results and Discussion

Table |4.1| reports the segmentation performance comparison of the models trained
alone or within our pipeline for the two datasets. The baseline models mentioned in

Thttps:/ / github.com/simone7monaco/tantem-segmentation
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each dataset’s respective papers are compared with their Tandem-enhanced coun-
terparts.

Tandem models generally improve recall (Re) and intersection over union (IoU)
across most size categories, with particular regard on smaller sizes, with particularly
notable enhancements for small and medium-sized objects. In the ADPKD dataset,
Tandem slightly improves precision (Pr) for small objects (1.85% increase), performs
marginally worse for medium (3.53% decrease) and gets roughly equivalent results
for large objects compared to the Base model. For recall, Tandem consistently im-
proves performance for small (4.07% increase), medium (3.34% increase), and large
objects (1.9% increase). IoU results also indicate that Tandem outperforms the Base
model for small objects (5.78% increase), matches the Base model for medium ob-
jects, and slightly improves for large objects (1.03% increase).

In the LiTS dataset, Tandem shows better precision for small (14.29% increase)
and medium-sized objects (14.29% increase), but a lower precision for large objects
(10.05% decrease) than the Base model. Recall improvements are significant for
small (19.83% increase), medium (7.91% increase), and large objects (3.58% increase)
in Tandem. IoU results are better for small (15.56% increase) and medium-sized
objects (14.21% increase), but slightly lower for large objects (3.38% decrease) with
Tandem than the Base model. Notably, the performance on this dataset is signifi-
cantly poorer than on the previous one, particularly for small and medium targets,
highlighting the task’s increased complexity; while this dataset is commonly used
for liver detection benchmarks where models perform well, few studies focus on
tumor detection.

Overall, the Tandem model effectively enhances recall and IoU, which are cru-
cial for medical segmentation tasks, particularly for smaller and medium-sized ob-
jects. However, there is a trade-off with a slight reduction in precision for larger
objects, suggesting a need for further tuning or model adjustments to achieve op-
timal performance across all size categories. Finally, considering segmentation ca-
pability alone, it is important to note that some of the observed variations are rel-
atively minor, indicating that the performance of a network trained with the Tan-
dem procedure is quite comparable to one trained with a baseline approach. The cru-
cial distinction, however, is that the Tandem method not only avoids performance
degradation but also offers slight improvements, while additionally providing a self-
evaluation of the model predictions.
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FIGURE 4.5: P-R curves for the Tandem confidence maps both on LiTS
and ADPKD datasets.

To quantify the Tandem method’s capacity for providing reliable confidence maps,
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Figure 4.5/ displays the precision-recall curve of the Tandem models on the classifi-
cation subtask, categorized by target sizes. This plot illustrates the tradeoff between
the precision and recall metrics on test patches as the classifier threshold varies to
determine whether a prediction is considered correct or wrong. The dashed lines rep-
resent the ISO-F1 curves, indicating points on the plane associated with specific F1
scores. Each patch is labelled according to the size category of the object it contains,
as per the ground truth.

In the ADPKD dataset, the model performs best for medium-sized targets, fol-
lowed closely by large and small sizes. The performance across all three sizes is
comparable, indicating that the confidence maps generated by the Tandem method
are stable and reliable regardless of the detected cyst size. The three curves exhibit a
slightly horizontal orientation, with the medium-sized targets achieving a maximum
precision of 0.8 as they approach the best recall values. Large and small targets fol-
low closely, reaching around 0.7 maximum precision. This horizontal orientation of
the PR curves suggests that the classifier maintains relatively high precision across
a wide range of recall values, indicating a balanced performance in detecting posi-
tive and negative instances. The high F1 values achieved in these regions of the plot
further underscore the overall effectiveness of the classifier.

In the tumor dataset, the model shows the highest performance for large-sized
targets, with the corresponding PR curve positioned at the top. This curve is not
completely flat but slopes downward slightly. When the F1 score reaches 0.8, the
recall is approximately 0.9, and the precision is around 0.8. This indicates robust
performance for large tumors, maintaining a high balance between precision and
recall, and effectively managing both true positive detections and minimizing false
positives.

The PR curve for medium-sized targets is slightly lower and exhibits a moderate
increase. Although it does not achieve an F1 score of 0.8, it reaches its best per-
formance with an F1 score above 0.6, with both precision and recall around 0.6 at
the highest recall values. This indicates a reasonable performance for medium-sized
tumors, but highlights that there is still room for improvement to achieve higher
precision and recall.

For small-sized targets, the PR curve shows a steep decline, with the best perfor-
mance, or "knee," occurring at an F1 score of about 0.5, with recall at 0.5 and preci-
sion at 0.6. This suggests that detecting small tumors remains a challenging task for
the model, as indicated by the lower F1 scores and the sharper drop in performance
metrics.

Overall, the variations in performance across different target sizes in the tumor
dataset highlight the increased complexity of this detection task. Despite these chal-
lenges, the high F1 scores achieved in specific regions of the plot further reinforce
the classifier’s overall effectiveness.
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4.4 Development of an Explainable Deep Learning-Based De-
cision Support System for Blood Glucose Levels Fore-
casting in Type 1 Diabetes Using Edge Computing

Two main issues still limit the real-life utilization of a machine learning-based deci-
sion support system that predicts blood glucose on an edge device. First, the predic-
tive algorithms that perform best are usually those that are more complex and take
as an input several heterogeneous types of data in addition to CGM, such as insulin
injections or amount of carbohydrates ingested by the patient [152]. This makes it
difficult to implement these models on a microcontroller and, above all, takes for
granted the integration of the device to be developed with an insulin pump that
provides information on basal insulin, insulin boluses and ingested carbohydrates,
in addition to the CGM device [153]. Second, there is no guarantee that a patient
is willing to make therapeutic decisions based on information provided by a deep
learning algorithm, which is by nature a ‘black box’. User acceptability of machine
learning algorithms is one of the challenges of eXplainable Al (XAI), a branch of Ar-
tificial Intelligence whose aim is to develop methods that make machine learning
algorithms interpretable.

This work, presented in [154], aims to overcome the practical limitations of real-
life utilization of machine learning decision support system to predict the blood glu-
cose level by introducing the following main contributions:

1. the development of an LSTM-based deep learning model that, taking a 30-
minute time sequence of CGM values as an input, predicts the glycemic value
in advance of PH = 30 minutes with a univariate approach. In addition, in or-
der to test the limits of the implemented framework, 11 additional PHs, rang-
ing from 5 to 60 minutes, are investigated;

2. the utilization of Local Interpretable Model-Agnostic Explanations (LIME) [12],
one of the most prevalent algorithms for explainability, which aims to conduct
an analysis of model explainability. This is done to enhance the interpretabil-
ity of the model for the user, making it easier to understand how and why the
model arrives at its conclusions;

3. the implementation of the model on a microcontroller to simulate the commu-
nication and reception of data from a CGM sensor and perform inference on
an edge device.

In the following sections, we have first introduced the data used to validate our
approach, detailing the deep learning model employed and outlining the experi-
mental procedure followed for its training. Subsequently, we described the tools
implemented for conducting the explainability analysis. Finally, we elaborated on
the devices and the experimental setup utilized for edge inference.

4.4.1 Data generation and Model Training

Using the UVA /Padova simulator [146] presented in section 4.2l we have generated
30 days of CGM data of 10 adult T1D subjects. In order to make the dataset more
realistic, we followed the approach presented in [155]: for each simulated day, we
randomly varied the number of meals between 3 and 5, taking as a reference the
amount of carbohydrates presented in the Dietary Reference Intakes for Carbohy-
drate [156] and varying this amount by a random quantity of +10%, while randomly
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varying the consumption time by & 30 minutes. In order to simulate human error on
carbohydrate counting and to force hypo/hyperglycemic events and, thus, to make
data more difficult to predict [157], we randomly modified the optimal insulin bolus
computed by the simulator by adding random noise sampled from a uniform distri-
bution in the interval [—3, 3]. Finally, we adopted a simulated Guardian RT sensor, in
order to make the generated CGM data even more similar to those observed in real
life.

The structure of the proposed model and the choice of hyperparameters was
designed and optimized in our previous study [155] and consists of an input-layer
taking in a time series of 30 CGM-data, corresponding to 30 minutes, an LSTM-layer
consisting of 30 units with hyperbolic tangent (tanh) activation function, and a dense
layer consisting of 15 units with Rectified Linear Unit (ReLU) activation function.
The output, depending on the PH chosen in the training phase, is a single numerical
value corresponding to the CGM value predicted in advance of PH minutes. It is
worth stressing that the goal of this study is not to develop the best possible glycemic
predictor, but rather to investigate the explainability and the edge implementation
of a well-established method.

The training of each model was performed in order to specialize each of them
on a specific subject, and consists of two phases. The first is a Leave-1-Patient-Out
training in which the model is trained using data from all but one subject (the data
being divided into 70% Training and 30% Validation), while the second is a Precision
Medicine training in which the model is re-trained on the previously excluded sub-
ject on which the test will also be performed (the data being split into 50% Training,
20% Validation and 30% Test). It is proven in the literature that this methodology
yields the best results in terms of performance [155]. Before being given as an input
to the neural networks, the data were pre-processed according to the Z-Score stan-
dardization; in particular, for the first training, mean and standard deviation were
calculated on all the input data, whereas for the second training they were calcu-
lated only on 70% of the data of the subject of interest, corresponding to the Training
and Validation data (50% + 20%). Furthermore, in order to prevent overfitting, three
techniques were adopted: Early Stopping, L2 Regularization and Dropout. Thus, a
total of 120 models were trained, each specialized in predicting the blood glucose of
a specific subject with a PH of 5 to 60 minutes (thus, 12 models for each of the 10
patients). The model was implemented in Python using the open-source libraries of
Tensorflow and Keras.

The performance of the model was evaluated in terms of Root Mean Square Er-
ror (RMSE) and Clarke Error Grid Analysis (CEGA). The former is a metric that
evaluates the numerical accuracy of the predictions, and is defines as

RMSE — \/Zﬁl[y(ti + PH)N_ 7(t; + PH|t;))2

being y and 7 the true glycemic value and its prediction performed with a predic-
tion horizon PH at time t;, averaged over all the N predictions. The latter is a metric
specific to the blood glucose prediction task that relates model predictions to ac-
tual values, discerning predictions that would lead to correct clinical decisions from
those that would lead to incorrect or seriously incorrect clinical decisions, such as
not recognizing a hypo/hyperglycemic event or recognizing a hypo/hyperglycemic
event that is not really occurring; it can be regarded as a measure of clinical accuracy
of the predictions.
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4.4.2 Explainability Analysis

LIME [12] is an agnostic Explainability algorithm, i.e., applicable to all types of ma-
chine/deep learning models, which provides "local" explanations, i.e., referring to a
single model prediction and not to the model itself. Specifically, it generates a linear
model around the input associated with the prediction and provides the "Feature Im-
portance” (FI) as an explanation, i.e., the ranking of the features, namely the inputs,
most relevant to the model in making that prediction. In particular, to each feature
(namely the input CGM data) it assigns a positive weight if this pushed the predic-
tion towards a high blood glucose value, whereas it assigns a negative weight if this
pushed the prediction towards a low blood glucose value. The greater the absolute
value of the weight, the greater the contribution of the input data to the prediction.
The analysis carried out in this study consists of calculating, for the models with PH
= 30 and 60 minutes, the average FI of the input separately in two situations: in the
2 hours following each meal and in the rest of the dataset (i.e., fasting), in order to
highlight any recurring patterns.

4.4.3 Inference on Edge Device

In order to investigate the feasibility of the implementation on the edge device, mod-
els predicting blood glucose with a PH = 30 minutes were converted into tflite for-
mat in order to be executed by the microcontroller. Specifically, the device selected
to perform inference is the Arduino Portenta H7 [158]], based on a dual Arm Cortex
M4 and M7 processor. This microcontroller was chosen for its ability to perform cal-
culations on data in float32 format, which allows the converted models to be loaded
without having to quantize them and thus preserving their performance. In ad-
dition, this device was also chosen for its integrated Bluetooth Low Energy (BLE)
module, which is essential for simulating the device’s communication with a device
providing CGM data. The BLE architecture involves two main actors: the Periph-
eral, i.e., the device that has the data (e.g., a sensor) and the Central, i.e., the device
that requests the data. Specifically, in our experimental setup BLE communication
is implemented between a personal computer (simulating the CGM sensor, the role
of which is to provide a CGM value when requested), Arduino Portenta H7 and an
application to visualize the prediction. The personal computer sends data and sim-
ulates the behavior of the CGM sensor; however, for reasons related to the use of
libraries, it acts as a Central entity, modifying the Feature defined on Portenta H7,
which acts as a Peripheral. We leveraged the Python library Bleak for generating
Central entities. This enables establishing connections to multiple Peripherals, fa-
cilitating the reading and updating of characteristics. Specifically, the PC writes the
CGM values to a specific characteristic defined by Portenta H7, called the "Receive
Characteristic", while reading the prediction made on the edge on another character-
istic, also defined by Portenta H7, called the "Send Characteristic". The library used
for BLE communication is ArduinoBLE [159]. In order to handle the different data
rate existing in commercially available CGM sensors, a linear interpolation function
was implemented on the Portenta H7 which, once the number of data needed to
cover the 30-minute time interval has arrived, generates a sequence of 30 values to
be given as an input to the model to perform inference. Finally, M5StickC Plus is the
microcontroller used to simulate the data reception application. The implemented
code contains a callback function that is triggered every time new data is written to
the Characteristic. It has its own screen, which is used to display the read value. A
schematic of the architecture can be found in Figure
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FIGURE 4.6: Schematic diagram of the simulation performed with PC
(CGM device simulator), Arduino Portenta H7 for prediction calcula-
tion, and App to visualize the data

4.4.4 Results and Discussion

Table shows the results in terms of RMSE (mg/dL) and CEGA percentages on all
subjects at varying PHs considered.

PH ‘ RMSE ‘ Clarke Error Grid Analysis
[min] ‘ [mg/dL] ‘ A(%) B((%) C((%) D(%) E (%)
5 2.13 99.99  0.01 0 0 0
10 4.19 99.92  0.07 0 0.01 0
15 6.84 99.29  0.62 0 0.09 0
20 9.59 9741  2.26 0 0.33 0
25 12.09 9458 4.71 0 0.70 0
30 14.22 9195 7.05 0 1.00 0
35 16.10 8894  9.86 0 1.20 0
40 17.98 85.61 12.76 0 1.63 0
45 19.61 82.82 1550 0 1.68 0
50 21.28 79.55 1854 0 1.90 0
55 22.34 77.62 2027 0 2.11 0
60 23.56 7460 2294 0 2.46 0

TABLE 4.2: RMSE and average CEGA percentages on all subjects, varying
PH

Competitive results are shown (14.22 mg/dL on average for PH = 30 min) when
compared to the literature [152,[160], especially considered that better results were
obtained from much more complex models with a multivariate approach. A graph-
ical depiction of the glucose forecasting with a PH of 30 minutes compared to the
reference glycemic values of the 10 in silico patients is presented in Figure .7} Fur-
thermore, very good results were obtained with regard to the percentages belonging
to the different zones of the Clarke Error Grid: as can be observed in the tables,
most of the predictions are within zones A and B, with very few predictions (always
less than 2.5%) within zone D. In the cases of PH < 10 minutes, it can be observed
that all hypo/hyperglycemic events are predicted: although the short notice may
not allow them to be avoided, their recognition can certainly help preventing severe
hypo/hyperglycemic episodes [161].

Table [4.3]focuses on the performance of the models predicting CGM values with
a PH of 30 minutes, comparing the results obtained by performing inference on Ar-
duino Portenta H7. With regard to the inference performed on the microcontroller, as
expected since no quantization was carried out, the performance in terms of RMSE
is in line with that obtained on the personal computer: the differences are due to
the fact that the inference results are calculated only on a portion of the test set data.
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FIGURE 4.7: Graphic examples of glucose levels forecasting for the 10
in silico patients.
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Subject | RMSE  RMSE Portenta Diff | Clarke Error Grid Analysis
| [mg/dL] [mg/dL] [mg/dL] | A(%) B(%) C(%) D(%) E(%)
#01 15.79 15.04 0.75 9098 7.77 0 1.24 0
#02 14.72 11.52 3.20 90.29 893 0 0.78 0
#03 12.57 9.88 2.69 95.28  4.52 0 0.20 0
#04 13.71 10.31 3.40 93.05  6.09 0 0.86 0
#05 12.79 9.9 2.89 9427 492 0 0.81 0
#06 15.51 10.65 4.86 90.23 892 0 0.85 0
#07 15.65 11.45 4.2 9211 718 0 0.71 0
#08 13.22 9.89 3.33 94.84 501 0 0 0
#09 15.16 12.16 3.00 87.78 10.00 0 2.23 0
#10 13.11 9.82 3.29 90.69 7.16 0 2.15 0

TABLE 4.3: RMSE of models with PH = 30 minutes by inference performed
on PC and Arduino Portenta H7, absolute difference between respective per-
formances; CEGA percentages of models with PH=30 minutes

With regard to the communication and inference time, they are always around 1 sec-
ond. This is largely suitable in a practical application, since most commercial CGM
devices have a sampling period of at least 1 minute [162].

Figure |4.8| presents the result of the Explainability analysis for Subject #01, who
is also representative of the remaining subjects. On the top left are the average Fls
after meals with a PH of 30 minutes and, as can be observed, the most recent values
have strongly positive FIs. The reason could be that the most recent CGM values
serve the model to understand the trend in blood glucose, which on average tends
to rise after meals. In contrast, older values have strongly negative Fls: the reason
could be that, since the corresponding CGM input values (center of Figure 2) are
still high, the model has been receiving high values for at least 10 minutes, so it
expects that after 30 minutes blood glucose will start to fall and therefore associates
a negative FI with these values. A mirror-like behavior is shown on the bottom left,
where average fasting FIs with a PH of 30 minutes are shown. In this case, the most
recent input values to the model have negative Fls, as they tend to be lower values
than the average. Slightly less recent input values, on the other hand, have positive
Fls as the model, having received more than 10 values (corresponding to 10 min) of
CGM tending to be low, expects blood glucose to rise again within 30 min. On the
right side, two graphs that mirror those depicting a PH of 30 minutes are reported,
reflecting a PH of 60 minutes. In this case, a more uniform distribution of FIs was
expected. Actually, this is not the case, as for both PHs the models show a very
similar behavior, with only the most recent 10 minutes of CGM showing recurring
patterns in terms of Fls.
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4.5 Feature-Based Knowledge Distillation for Explainable De-
tection of Pulmonary Diseases

The computational cost of Al systems in healthcare is a significant challenge for
resource-constrained environments where traditional, expensive technologies are
not feasible. In order to lower the inference computational burden of any NN, Hin-
ton et al. [126] introduced the Knowledge Distillation (KD) paradigm. This tech-
nique compresses the knowledge learned by a large teacher model into a smaller,
more efficient student model. By enabling high performance with lower resource re-
quirements, KD aligns with the principles of frugal innovation, making advanced
Al solutions accessible and sustainable in low-resource settings.

However, especially in the health sector, transparency is a key factor. The opacity
of Al systems in healthcare, often seen as "black boxes", raises significant concerns
about reliability, accountability, and ethical practices, hindering trust and safety. In
this context, numerous studies in the field of eXplainable Artificial Intelligence (XAI)
[163] have proposed methods to enhance model explainability through Explainabil-
ity Distillation (ED) techniques [134}164-167]. Nonetheless, these techniques often
consider direct approaches, necessitating to generate and target heatmaps or other
explainable representations during the training process. These approaches entail
computational costs, contrasting with the principles of frugal innovation, which aim
to reduce complexity and lower the costs of implementation and development.

The aim of this work is to introduce an unprecedented approach leveraging
Feature-based Distillation (FD) to effectively transfer explainability from a sophis-
ticated, large-scale model to a more compact one. Our innovation lies in the si-
multaneous distillation of intermediate features and logits, a method not previously
explored in the domain of XAI. Unlike previous approaches, we do not directly com-
pare the explanations during training, thus maintaining low computational costs.
Traditional methods generate explanations using computationally intensive tech-
niques, such as Class Activation Maps (CAM) [132] or Grad-CAM [133], at each
training step. Instead, explanations in our approach are used exclusively to test
the explainability transfer of our model, resulting in significantly reduced compu-
tational expenses. This approach aims to maintain the alignment of the student
model’s explainability with that of the teacher model, pushing the boundaries of
current methodologies in the field.

Crucially, our contribution does not lie in introducing a new method for KD per
se, but in the innovative application of existing KD techniques to specifically pre-
serve the explainability of the teacher model within the student model, tailored to
our task. By leveraging standard KD methods to maintain explainability features,
our framework is versatile and has the potential to be extended to other contexts
where explainability is of paramount importance.

To validate our approach, we implemented it for detecting lung pathologies from
chest X-ray (CXR) images using a comprehensive public dataset from [144,[145]]. This
dataset offers two significant advantages: (1) it comprises four categories of labeled
CXR images — COVID-19, lung opacity, viral pneumonia, and absence of disease
— which have not been extensively analyzed in previous research, highlighting the
scalability and adaptability of our method; (2) it includes segmentation masks of
lung regions, meticulously validated by expert radiologists. These masks not only
enhance the dataset’s reliability but also enable a unique opportunity to systemati-
cally analyze their impact on classification accuracy and model explainability. Such
radiologist-validated segmentation masks are rare in the field and provide a robust
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basis for exploring how localized lung features contribute to both predictive perfor-
mance and interpretability, further demonstrating the dataset’s utility in advancing
Al-driven medical diagnostics.

Our key contributions can be summarized as follows:

¢ Developing and training a VGG19 model [168] for a four-category classification
task, achieving superior performance over current state-of-the-art methods.

¢ Introducing and analyzing the novel impact of segmentation masks on both
the classification and explainability outcomes of our models.

* Transferring the knowledge and feature maps from the VGG19 model [168] to a
significantly smaller MobileNet model [169] (approximately 5.4 times smaller),
and assessing its performance with various sizes of training data (10%, 25%,
50% or 100% of the dataset), evaluating whether distillation-based methods
offer advantages when data is scarce.

In essence, our distillation technique demonstrates exceptional proficiency in
transferring both the knowledge and explainability from a larger model to a smaller
one, surpassing existing methods in terms of both efficiency and effectiveness, par-
ticularly under conditions with limited training data.

The remainder of this paper is structured as follows: Section 2 reviews related
works, providing the context and background for our approach. Section 3 describes
the materials and methods used, including the dataset, model architectures, and the
proposed framework. Section 4 presents the experimental results and discusses their
implications in detail. Finally, Section 5 concludes the paper with a summary of key
findings and potential directions for future research.

Teacher

GAP

“"Feature maps

Feature maps
Student

FIGURE 4.9: Proposed Method’s Pipeline.

4.5.1 Materials and Framework description

Dataset preprocessing We used the public clinical dataset of lung X-rays presented
in We have resized the original images to 256x256 pixels. Each segmentation
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mask was then applied to its corresponding resized image, resulting in the creation
of a new, masked dataset. This dataset stands out as a robust and challenging bench-
mark due to its inclusion of expert-validated lung segmentation masks and the pres-
ence of four distinct categories, offering a rare opportunity to explore underrepre-
sented aspects in prior studies. These samples were divided into three sets: 15,000
samples for the training set, 3,000 samples for the test set, and the remaining sam-
ples for the validation set. To balance the dataset and enhance model performance,
we applied data augmentation only on the training set by increasing the number of
samples for each class, as explained in sections and

The augmentation involved random transformations such as horizontal and ver-
tical flips, zooming (30% to 80%), and 90-degree rotations.

Models For training teacher-student models, we used two main architecture fami-
lies: VGG19 [168]] as the teacher, and MobileNet [169] as the student.

VGG19: The convolutional architecture of VGG19 consists of a total of 16 convo-
lutional layers, structured in a series of blocks. Each block contains multiple convo-
lutional layers with 3x3 filters, followed by ReLU activation functions to introduce
non-linearity. After each set of convolutional layers, a max-pooling layer is applied
to reduce the spatial dimensions of the feature maps. This pattern is repeated across
the blocks, with the number of filters increasing as the network goes deeper. Only
the convolutional part of the network was retained. Following the convolutional
layers, the architecture includes a batch normalization layer, a Global Average Pool-
ing (GAP) layer, and a classification layer. The model’s weights, with the exception
of the classification layer, are initialized using a pre-trained model on ImageNet.

MobileNet: The convolutional architecture of MobileNet consists of a series of
depthwise separable convolutional layers. In total, MobileNet has 28 layers that in-
clude both standard and depthwise separable convolutions. The key innovation in
MobileNet is the use of depthwise separable convolutions, which break down a stan-
dard convolution into two separate layers: a depthwise convolution, which applies
a single filter per input channel, followed by a pointwise convolution, which uses
a 1x1 convolution to combine the outputs from the depthwise layer. This approach
drastically reduces the number of parameters and computational cost compared to
traditional convolutions, resulting in only ~ 3M trainable parameters versus the
~ 20M in VGGI19, which is about 18.65% of the parameters. Each convolutional
layer is then followed by a batch normalization layer and a ReLU activation function.
As for the VGG19, after the convolutional layers, the architecture includes a batch
normalization layer, a GAP layer, and the classification one. The model’s weights
are initialized randomly, but in a consistent manner to ensure that experiments are
replicable.

Proposed Framework Let P; and Ps denote the probability distributions obtained
by applying the softmax function to the logits of the teacher and student models,
respectively, scaled by a temperature T > 0:

logitsj
P = softmax T 4.2)

where logits; are the raw, unnormalized outputs of the final layer of the model

j. The temperature T is used to smooth the softmax outputs, making it easier for
the student model to learn from the teacher’s knowledge. Similarly, let f; and fs
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denote the feature maps from the last convolutional layer of the teacher and student
models, respectively.

Building on this, our proposed knowledge distillation method aligns interme-
diate features alongside probability distributions derived from logits in a convo-
lutional neural network. This approach suggests that compressing and transform-
ing information in intermediate layers can potentially lead to a more semantically
rich representation [170]. This indicates that leveraging intermediate features in the
knowledge distillation process could enhance explainable knowledge transfer be-
tween teacher and student models. Our framework employs the Kullback-Leibler
divergence as the loss function to compare the probability distributions P; and Ps:

Py
Ld = (Z P -log (Pt>> . T? 4.3)
i s,i

The use of the KL divergence as a loss function to compare the teacher and stu-
dent probability distributions was introduced by Hinton et al. [126]. The T? term
ensures gradient scaling remains consistent despite the modified probabilities. In
our experiments, we tested temperatures ranging from T = 1 to T = 10 with a step
size of 1 and selected T = 5 as it yielded the best performance.

Additionally, another loss function aligns the outputs of the last convolutional
layer of both models by applying Global Average Pooling and comparing them us-
ing cosine similarity:

¥, (GAP(f); - GAP(£.);)
VI (GAP(£))2 - /T (GAP(£:),)?

where GAP denotes the Global Average Pooling function and f; and f; are the
feature maps of the last convolutional layer of the teacher and student models, re-
spectively.

By aligning the outputs of the last convolutional layer, which is also utilized by
CAM [132] to generate heatmaps, we ensure interpretability consistency for efficient
Explainability Distillation. To make the outputs comparable, an additional convo-
lutional layer was added to the student model to create the same number of feature
maps.

Finally, the ground truth loss is computed using the Cross-Entropy function:

Lra=1- (4.4)

fgt = Zytrue,i log(ypred,i) (45)

where yiue represents the true labels (as integers) and ypreq represents the pre-
dicted probability distribution over the classes.
The final loss function is thus defined as:

Lot + Lt AL
24+ A

The loss comprises three components: the ground truth loss (%), the knowledge
distillation loss (444), and the feature distillation loss (£7,). A is employed to weigh
the different losses. Specifically, A at the numerator assigns weight to the feature
distillation loss, while the denominator (2 + A) normalizes the total contribution of
the three loss components to 1. This ensures that the losses are weighted and no
single component dominates the training process. We tested A values ranging from
0.1 to 5 with a step size of 0.5, with A = 2 yielding the best performance.

&= (4.6)
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Our method differs from prior approaches, such as the framework proposed by
Sun et al. [164]; instead of comparing heatmaps generated by CAM for each sample,
which is computationally intensive, we only compare the outputs from two layers of
the models, thus reducing the computational load. This defines an indirect method
of Explainability Distillation.

Experiments For all the experiments conducted, the following parameters were
used: the Adam optimizer with an initial learning rate of 1 x 10~%, a batch size of
32, and a maximum number of epochs set to 400. The learning rate was scaled by a
factor of 0.8 whenever the validation loss did not improve for 10 consecutive epochs,
progressively decreasing (e.g., from 1 to 0.8, then 0.64, and so on) until reaching a
minimum value of 1 x 10~Y. Training was stopped early if the validation loss did not
improve for 20 consecutive epochs, with the best weights observed during training
restored.
Our experimental phase follows the steps reported below:

Preliminary Augmentation Experiments Preliminary experiments were conducted
to determine the most effective data augmentation strategy. Various trials were per-
formed, both with and without augmentation, to train the teacher model. The per-
centage of augmentation applied to each individual class was varied to assess its
impact. Specifically, the augmentation percentage for each class ranged from +0%
to +100%, with a step of 20%, for all classes except class 3 (Viral Pneumonia), which
was augmented up to +400% due to its significantly smaller sample size compared
to the other classes.

Combinations of augmentation percentages for the different classes were tested
to identify the optimal configuration, ensuring a balanced and effective augmenta-
tion strategy that maximized model performance.

Segmentation Masks Evaluation Secondly, we conducted an experiment to eval-
uate whether to use the original unmasked dataset or to apply segmentation masks
to the images to create a new masked dataset. This experiment aimed to assess the
impact of segmentation masks on both F;-Score and S-lIoU. For this purpose, we
trained two VGG-based models, one on each dataset. Furthermore, this experiment
provided an opportunity to compare our teacher model directly with the state-of-the-
art model trained on the same unmasked dataset [2]. It is important to note that this
comparison strictly evaluates the teacher model against the state-of-the-art and does
not involve any KD or XAI techniques from our proposed framework.

Comparative Analysis of Distillation Methods Once the teacher model was ob-
tained and the dataset usage was determined, we proceeded to test various distilla-
tion methods. We compared FD with models trained from scratch, models trained
with Knowledge Distillation alone (i.e., only distilling the logits), and models trained
by re-implementing the method proposed by Sun et al. [164]. All models were ini-
tialized with the same weights to ensure the experiments’ replicability.

Due to the substantial computational overhead required by explainability-based
distillation approaches—such as CAT-KD [165], ¢?KD [[166], or the method proposed
by Alharbi et al. [134]—we refrained from including them in our direct compar-
isons. Implementing these methods would not only involve generating per-sample
explanations via CAM [132] or GradCAM [133] or training additional modules (e.g.,
autoencoders), but also conducting multiple runs to ensure a statistical evaluation.
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With our available hardware, each set of experiments already required more than
weeks of computation. Undertaking such extensive efforts for multiple approaches
would have been prohibitively time-consuming. As a result, we opted to focus on
a single explainability-based method, i.e., Sun et al. [164], to contextualize our pro-
posed approach in a limited yet feasible setting.

All the models were trained using different portions of the dataset: with the test
and validation sets fixed, we replicated the experiments using 10%, 25%, 50%, and
100% of the training set. For each portion of the dataset, the models were trained
using k-fold cross-validation, with k depending on the percentage of the dataset
used—10, 4, 2, and 1 fold, respectively—to ensure the entire dataset was utilized.
This approach was designed to maintain a constant computational cost by ensuring
the same number of samples was processed across all scenarios. This was made to
evaluate whether distillation-based methods offer advantages when data is scarce.

Computational Cost Evaluation Finally, we compared the computational cost of
our Explainability Distillation method with Exp-KD, the method introduced by Sun
et al. [164]. To do this, we calculated the time required to perform 30 epochs on 10%
of the dataset, without applying data augmentation, using both the FD method and
our implementation of the Exp-KD method [164]. All experiments were conducted
under the same conditions, using a NVIDIA Tesla K80 (2014) GPU with 12 GB of
SDRAM.

Metrics

F;-Score Despite prior literature usually employing accuracy to evaluate the per-
formance of their models, we also use the F;-Score metric to handle the imbalance
nature of the dataset.

Explainability Metrics To evaluate the explainability of the models post-training,
we utilized CAM [132]. This method allowed us to determine whether the transfer
of interpretability from the teacher model to the student model was successful. CAM
exploits the feature maps from the last convolutional layer of the model, combined
with the output from the classification layer, to generate heatmaps. These heatmaps
are crucial for identifying the segments of an image that the model considers most
significant for classifying a specific sample.

We decided to use CAM for our comparisons with other methods proposed in
the literature, such as those by Sun et al. [164], and due to its low computational cost
required to generate explainability.

We calculated the Intersection over Union (IoU) between the heatmaps, gener-
ated by the model using CAM, and the lung segmentation masks. This metric, called
Segmentation-based IoU (S-IoU), measures how well a model focuses on the lung re-
gion for classification purposes, and is defined as the average IoU calculated across
all instances. We use this metric because the lung area is the most critical region for
the task at hand [144]. The IoU is defined as follows:

Area of Intersection
fol = Area of Union (47)

To evaluate the distillation of explainability, and thus the difference between the
heatmaps generated by the teacher and student models, we employed the Teacher-
based IoU (T-IoU): an IoU between the two heatmaps, averaged across all samples.
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While both metrics are based on IoU, their application differs: S-IoU compares
the heatmaps computed using CAM with the lung segmentation masks, investigat-
ing whether the model focuses on the relevant lung areas during prediction; T-IoU
compares the heatmaps generated by the student model with those produced by
the teacher model, examining how similar the interpretability of the two models
is, ensuring that the student model inherits the explainability characteristics of the
teacher.

To apply these two metrics, it is essential that the heatmaps have binary values.
Thus, the heatmaps were binarized using different thresholds (0.4, 0.6, 0.8) to de-
termine whether a pixel is assigned a value of 0 or 1 based on whether its value
falls below or above the threshold. Higher thresholds in binarization can effectively
isolate the most critical regions in images, providing clearer insights into the areas
deemed important by the model [171,172]. Therefore, we decided to present results
only for the 0.8 threshold, as it highlights the pixels most crucial for classification,
thereby providing the most significant information.

4.5.2 Results and Discussions

Teacher Evaluation After training several models with varying levels of augmen-
tation, the best performance for the teacher model was achieved with 300% augmen-
tation for the Viral Pneumonia class and 80% for the other classes. These augmenta-
tion percentages were maintained for all subsequent experiments.

The results, in terms of F;-Score and accuracy, for the two teacher models trained
on the unmasked and masked datasets respectively, are compared with another
work from the literature on the same unmasked dataset [2]. However, it should
be noted that [2] does not report F1-Score values for this dataset, nor does it provide
a S-IoU metric, as explainability is not considered in their approach. The comparison
is presented in Table

Although the model used is the same, our results are better. This improvement
could be attributed to the use of different data augmentation techniques, to the dif-
ferent random splits of the dataset, or to the different layers following the convolu-
tional part. Several studies [173-175] have utilized subsets of the dataset, focusing
on different class combinations. The first two studies employ three classes, omitting
the Lung Opacity class, while the third study uses two classes, comprising 822 sam-
ples for the Covid class and 1577 samples for the Normal class. These approaches
yield test set accuracies of 98.64%, 98.24%, and 99.96%, respectively.

TABLE 4.4: Performance comparison between our teacher models
trained on unmasked and masked datasets and the state-of-the-art
work [2] on the same unmasked dataset. Metrics such as F;-Score,
Accuracy, and S-IoU are reported for our models, while [2] does not
provide F;-Score or S-IoU values due to the lack of focus on explain-
ability in their approach. S-IoU results highlight the focus areas of
the models, emphasizing the importance of explainability in health-

care tasks.
Ours Ours Brima et al [2]
Dataset Unmasked Masked Unmasked
Model VGG19 VGGI19 VGG19
Accuracy  96.35% 93.29% 93.99%
F1-Score 96.34% 93.27% Not reported

S-IoU (0.8) 26.66% 71.05% -
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a b

FIGURE 4.10: Heatmap examples of the teacher models trained on the unmasked

dataset (a) and on the masked dataset (b) extracted with CAM. The color scale

ranges from 0 to 1, where 1 indicates the regions of highest importance for the

model’s classification, and 0 represents areas considered irrelevant. The model

trained on the unmasked dataset (a) shows focus on non-lung regions, while the

model trained on the masked dataset (b) demonstrates a stronger alignment with
the lung areas, resulting in higher S-IoU.

Table 4.4] also shows the results in terms of S-IoU for the two teacher models. Al-
though the model trained on the unmasked dataset achieved state-of-the-art results
in terms of F1-Score on the entire dataset, the S-IoU results indicate minimal overlap
with the lung areas, which are considered more relevant for the task at hand. This
means the model tends to focus on non-lung regions of the image for classification,
as illustrated in Fig. [4.10n. Fig. instead illustrates the area of focus for the
model with higher S-IoU. Therefore, considering the importance of explainability in
healthcare [176], we decided to proceed with the masked dataset for all the follow-
ing experiments. The final results for the model were obtained from the average of a
5-fold cross-validation: 68.95% of S-IoU, 92.13% of Accuracy and 92.11% of F;-Score
on the test set. Despite the dataset’s imbalance, the remarkably close values of Accu-
racy and F;-Score highlight the model’s high robustness and reliability in handling
uneven class distributions.

Distillation Results Figure illustrates the variations in F;-Score, T-IoU and
S-IoU achieved with the four methods (Scratch, KD, FD, Exp-KD ) across dif-
ferent training set sizes. Training a model with 10% of the dataset using FD results
in an over 40% improvement in F;-Score compared to scratch and approximately 8%
improvement over vanilla KD. When compared to Exp-KD, we achieve an improve-
ment of around 4% while maintaining a lower standard deviation (2.88% with FD
vs. 7.93% with Exp-KD). In terms of S-IoU and T-IoU, there are also improvements:
approximately +22% and +11% respectively compared to scratch, around +10% and
+2% compared to vanilla KD, and about +4% and +1.5% compared to Exp-KD, with
similar standard deviations for both metrics when compared to vanilla KD and Exp-
KD. This demonstrates the validity of FD as an ED technique in scenarios with lim-
ited data availability.

The results obtained with FD remain superior to the other methods even when
using 25% of the dataset, except for S-loU when compared to Exp-KD. For larger
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data percentages, such as 50% and 100% of the dataset, FD maintains consistent
performance deltas for T-IoU relative to smaller data subsets, although no improve-
ments in F;-Score over the other methods are observed.

In general, models trained using KD outperform those trained from scratch across
most metrics, highlighting the benefits of knowledge transfer. However, in terms of
segmentation performance (S-IoU), our approach does not yield substantial advan-
tages, as segmentation was not the primary objective of our training process. In-
stead, the segmentation analysis was performed as a supplementary evaluation to
better understand the model’s behavior. Our primary goal is to align the student
model’s explainability with that of the teacher, rather than to optimize segmenta-
tion performance. This is supported by the statistically significant improvements
observed for T-IoU (p < 0.05), which directly reflects the model’s ability to replicate
the teacher’s explainability patterns.

These results indicate that our FD approach more effectively mimics the teacher
model compared to alternative methods. The slightly lower performance in S-IoU
can be attributed to the fact that our method aligns more closely with the teacher,
which itself exhibited suboptimal S-IoU in segmentation tasks. Taken together, the
metrics demonstrate that FD achieves a stronger transfer of the teacher’s explain-
ability, making it particularly well-suited for applications where explainability con-
sistency is paramount.

To further validate these findings, we conducted statistical significance tests us-
ing the Wilcoxon signed-rank test. While no statistically significant differences were
observed for the F;-Score or S-IoU, the T-IoU metric revealed a significant improve-
ment (p < 0.05) for the FD model compared to Exp-KD [164]. This result high-
lights that, even when performance levels are similar across several metrics, the FD
method enables a more effective transfer of the teacher model’s explainability to the
student model. Critically, this advantage is achieved while maintaining a substan-
tially lower computational cost, paving the way for the use of indirect methods as
ED techniques.

Indeed, we compared the time to complete each epoch for the four methods:
Scratch, KD, FD, and Exp-KD [164]. As shown in Table the FD method requires
significantly less time than direct ED methods, while it slightly increases the compu-
tational time compared to vanilla KD. However, the difference between FD and KD
is considerably smaller than the gap between FD and Exp-KD.

The computational gap can be explained by the additional steps involved in each
method. FD introduces an intermediate step compared to KD, as it requires the dis-
tillation of intermediate features, which adds a moderate computational overhead.
On the other hand, Exp-KD significantly increases the computational cost because it
requires generating a CAM [132] for each sample and for each class during the dis-
tillation process. This additional requirement leads to a substantial increase in time
complexity, making Exp-KD much slower compared to FD and KD.

TABLE 4.5: Epoch completion time for different methods.

Method Time (Mean + Std. Dev.) [s]
Scratch 30.50 + 6.26

Vanilla KD 119.63 + 24.72

FD [Ours] 235.97 = 21.38
Exp-KD [164] 584.72 + 18.50
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Chapter 5

Secure system for the learning

5.1 State of the Art

Ensuring robust security and privacy is of paramount importance in the healthcare
tield, given the highly sensitive nature of patient data and the legal, ethical, and soci-
etal implications of its misuse. Consequently, medical institutions seek technological
solutions that enable secure data handling while maintaining analytical capabilities.
Among these solutions, Federated Learning (FL) [177] has gained substantial atten-
tion since its introduction by Google [178]], particularly in clinical [179] and financial
sectors. FL's decentralized paradigm ensures that sensitive data remains on local de-
vices, exchanging only training-related information such as gradients, thereby min-
imizing direct exposure of patient details [180,[181]]. This decentralized framework
has proven effective in scenarios like blood glucose level monitoring [182] and dis-
ease treatment tasks ranging from electronic health records to cardiovascular imag-
ing [179,(183]. Beyond FL, Distributed Ledger Technologies (DLT) offer tamper-proof
mechanisms to record and audit data exchanges, bolstering integrity and account-
ability, while Zero-Knowledge Proofs (ZKP) provide a way to verify computations
without revealing private information. These three technologies can operate inde-
pendently or, combined, can form a privacy-preserving ecosystem that supports se-
cure data sharing, enhances collaboration among healthcare entities, and advances
patient care outcomes.

5.1.1 Blockchain-Enabled Federated Learning for IoT-based Healthcare

Blockchain-based FL solutions for healthcare have emerged to address privacy con-
cerns and incentivize collaboration. For instance, Gao et al. [184] developed a blockchain-
based incentive mechanism to reward participants based on model contribution and
quality. However, in some cases, architectures do not sufficiently address identity
verification or the verifiability of computations. Astillo et al. [185] proposed a dia-
betes management system leveraging FL and deep learning models; although effec-
tive in privacy preservation, their framework used simulated datasets, lacking com-
ponents to verify participant identities or check computation correctness. Similarly,
Islam et al. [186] demonstrated how FL could preserve privacy when dealing with
real-world clinical data but did not include modules to verify computations or au-
thenticate participants. Another blockchain-based healthcare service was proposed
by Singh et al. [187], wherein FL-trained model data were stored on the blockchain,
but the scheme still exposed parameter updates to the network and omitted mecha-
nisms for detailed participant identity and computation verification.
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5.1.2 Fault Tolerance and Attack Detection in Federated Learning

A second category of works focuses on embedding fault-tolerance and attack-detection
mechanisms into FL, frequently employing blockchain-based frameworks to protect
the integrity of the learning process [188,189]. Shayan et al. [188] proposed a de-
centralized peer-to-peer FL approach that leverages blockchain and cryptographic
primitives for secure coordination, effectively mitigating some known attack vec-
tors. Similarly, Chang et al. [189] presented a FL method for smart healthcare, where
IoT devices perform learning and edge nodes maintain a blockchain. Through a
gradient-verification scheme, they attempted to detect poisoning attacks. Despite
these progressions, most approaches under this category lack comprehensive iden-
tity authentication features and do not offer verifiable proofs of the computations
performed by each node.

5.1.3 Integration of FL with Zero-Knowledge and Identity Verification

Several recent works incorporate advanced cryptographic tools such as Zero-Knowledge
Proofs (ZKPs) to reinforce data confidentiality, correctness, and privacy in FL. For
instance, Xing et al. [190] proposed a ZKP-based FL scheme that verifies local com-
putations and parameter aggregations on-chain. Almashaqgbeh et al. [191] took this

a step further by introducing anonymity and differential privacy, allowing partici-
pants to join and leave FL processes dynamically while preserving confidentiality.
Meanwhile, Yang et al. [192] proposed an iZKP scheme for FL, guaranteeing robust-
ness against various attacks yet omitting explicit participant identity checks.

In contrast, we have combined ZKP for computation verification with decentral-
ized identifiers (DIDs) for FL participants, enabling both secure computation and
transparent identity management. An external authority (acting as a certified entity)
can further validate participant credentials, ensuring heightened trustworthiness in
the learning environment. Table summarizes these approaches and their com-
parative features.

TABLE 5.1: Comparison of the architecture presented in section
with the state-of-the-art solutions in terms of Identity verification,
computation verification, attack resilience, and external auditor veri-

fication.
Architecture or framework | Identity verification | Computation verification | Attack resilience | External auditor verification

[185] Astillo et al. Not implemented Not implemented Low Not Permitted
[186] Islam et al. Not implemented Not implemented Low Not Permitted

[187] Singh et al. Not implemented Not implemented Low Partially permitted

[188] Shayan et al. Not implemented Not implemented Medium-high Partially permitted

[189] Chang et al. Not implemented Not implemented Medium-high Partially permitted

[190] Xing et al. Implemented Implemented High Partially permitted

[191] Almashagbeh et al. Implemented Implemented High Partially Permitted
[ [192] Yang et al. Implemented Implemented High Not Permitted

Our architecture Implemented Implemented High Permitted

5.1.4 ELM for Online Tasks

An emerging line of research involves Online Learning (OL), particularly in the con-
text of physiological signals such as BGL. These signals are heavily influenced by
lifestyle variations, necessitating models that can adapt to new data in real time.
Extreme Learning Machine (ELM) has proven to be a powerful candidate for OL
scenarios [193] because of its speed, simplicity, and strong generalization.
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ELM eschews backpropagation, making it suitable for underpowered or edge
devices typical in FL scenarios. Various ELM variants (K-ELM, OS-ELM, KOS-ELM)
have been applied in regression tasks, including BGL monitoring [194,195]. For in-
stance, [196] leveraged Vanilla ELM for diabetes onset classification, demonstrating
high accuracy with minimal computational overhead. However, studies applying
ELM specifically to BGL regression remain relatively sparse, underscoring the nov-
elty of such approaches.

5.2 Datasets

In this section, a brief overview of the datasets employed in the subsequent analyses
is provided. Each dataset will be described in terms of its origin, scope, and key
characteristics. Presenting these datasets at the outset will help establish a clear
context for the analyses to follow and underscore their relevance to the research
questions at hand.

Campus Bio-Medico Dataset : It is a private dataset containing BGL level data
and metadata collected from 20 patients at the University Polyclinic Campus Bio-
Medico. The dataset was selected for analysis due to its size, the quantity of meta-
data extracted for each patient, and the high prevalence of comorbidities.

Ohio T1IDM Dataset : As explained in[4.2} the Ohio TIDM dataset was introduced
during the 2018 and 2020 Blood Glucose Level Prediction (BGLP) Challenges [139,
140]. It aggregates eight weeks of continuous glucose monitoring, insulin, physi-
ological sensor, and self-reported life-events from twelve T1D adults (five females,
seven males, aged 20-60), each using a Medtronic EnliteTM sensor, a fitness band,
and Continuous Subcutaneous Insulin Infusion (CSII). Originally split into train-
ing/test sets per patient, we merged them to enable Leave-1-Patient-Out Cross Val-
idation. Note that there are data interruptions, and two different fitness bands were
used in the dataset’s two releases.

Approaches for BGL Prediction with Ohio TIDM Dataset Deep learning strate-
gies span BiLSTM [32], LSTM-based RNNs [45], ensembles of MLP and LSTM [46,
47], and even Transformer-based models [48], achieving varying degrees of perfor-
mance on the Ohio TIDM dataset [197]. Notably, FedGlu [198] improves glycemic
excursion detection by 35% with a FL approach, although it relies solely on MLPs,
and GluADFL [199] employs an asynchronous FL framework, demonstrating robust
performance under different communication topologies. Given the centrality of the
Ohio T1DM dataset in this domain.

A summary overview of the described approaches can be observed in Table
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Model | Approach | Based on | Computation Dataset
[199] |GLuADFL LSTM Decentralized Ohio T1DM
[198 FedGlu MLP Decentralized Ohio T1DM
[47](1) | Ensemble |Linear+RNN | Centralized Ohio T1DM
[47](2) | Ensemble |Linear+RNN | Centralized Ohio T1IDM
[47](3) | Ensemble |Linear+RNN | Centralized Ohio T1DM
[46] | Ensemble | MLP+RNN | Centralized Ohio T1DM
[32] |Single NN RNN Centralized |Ohio T1IDM+Private
[45] |Single NN RNN Centralized Ohio T1DM
[48] |Single NN | Transformer | Centralized Ohio T1DM

TABLE 5.2: Summary of the proposed approach and the compari-
son models. The term Triple regressor refers to the simultaneous
use of three sub-models specializing in three different situations (eu-

glycemia, hypoglycemia, and hyperglycemia).
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5.3 dRAIN: A distributed Reliable Architecture for IoT Net-
works

This first work is part of a broader effort aimed at designing an architecture capa-
ble of securely managing the exchange of information among connected devices.
The rapidly growing IoT ecosystem generates an ever-increasing volume of data,
which in turn accentuates the need to ensure features such as resilience, reliability,
and traceability. Distributed Ledger Technologies (DLTs) can address these needs by
providing data with robust security guarantees. However, conventional DLTs (e.g.,
blockchain) often struggle to scale efficiently and may incur high operational costs
when applied to IoT [200].

An alternative class of DLTs based on Directed Acyclic Graphs (DAGs) offers
performance advantages comparable to blockchain while mitigating several limita-
tions that hamper blockchain’s integration with IoT [201}202]. Since 2019, the sci-
entific community has devoted increasing attention to merging DAG-based DLTs
with IoT systems. Studies have illustrated the potential benefits of this combina-
tion [203-205], ultimately identifying IOTA [206] as a particularly suitable DLT for
IoT requirements due to its experimentally verified scalability [207-209].

Building upon these insights, the goal of this work is to present a comprehensive
IoT architecture grounded in a DAG-based DLT that emphasizes security, reliabil-
ity, traceability, and decentralization. We introduce dRAIN (a distributed Reliable
Architecture for IoT Networks), in which each device self-certifies its digital iden-
tity on the DLT according to the Decentralized Identifiers (DIDs) standard. This
approach not only ensures robust identity management but also facilitates commu-
nication, control, supervision, and updates for interconnected IoT devices that may
not be known a priori. Starting from our previous work [210], which presents our
proposed communication framework , in this work we present the complete archi-
tecture and a fully functional Proof of Concept (PoC) enabling to assess pros and
cons of the proposed solution [211].

5.3.1 Architecture Description

In this section, the network architecture of dRAIN is described in a general way. In
the presented architecture all critical operations will be performed by the secure part,
while the non-secure part has the main task of acting as an interface to and from the
outside world. Firstly, the structure of the network will be examined. The elements
required for this approach to work will also be defined, furthermore these elements
will be identified within the associated necessary technologies. Next, the roles and
characteristics of the main network entities that interact in the system will be de-
fined. Finally, the functional aspects will be analyzed, describing how to perform
certain operations.

IoT architecture with DLTs In the IoT field, a system is composed of three main
components: edge, fog and cloud. Following a DLT approach, the cloud could host
the DLT itself, thus bringing all the properties of the latter such as reliability, total
traceability, immutability and auditability. The fog could include the DLT nodes,
which are interchangeable, distributed, and highly redundant, providing a decen-
tralized access point to the network. In fact, there is almost no real difference in
using one node over another to access the DLT network, the only one being the re-
liability of the individual node. Owning a reliable node solves the trust problem,
however it introduces a single point of failure into the system. Therefore, it would
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be wise to own a set of trusted nodes and rotate the Tangle access point from time to
time. Furthermore, reputation mechanics allow one to quantify the trustworthiness
of a generic node in the network. This allows the use of non-proprietary nodes by
relying on a global reliability metric with some degree of confidence. The devices
together represent the edge of the system. They are the source of the data that is for-
warded to the nodes and subsequently to the DLT. Therefore, all the characteristics
of security and reliability of the network are lost if they are compromised. It is evi-
dent that the devices represent the first element of a chain of trust that is reinforced
by the characteristics of the DLT technologies. However, if the first link of the chain
is broken, the chain itself is not able to guarantee anything. Therefore it is neces-
sary for the devices to behave as a Root of Trust (RoT), sources of a reliability that
can then be propagated throughout the system. This can be achieved by coupling
the computational capabilities of the devices to a trusted execution environment (TEE)
using technologies such as the Arm TrustZone or a Trusted Platform Module (TPM). A
TEE ensures that all critical operations handled by the device are performed from a
secure element that is not directly accessible from the outside. Once the devices have
been secured, the network must provide services to enable their operations. There
are four main components that are required for the system to function properly:

* Data communication layer: to enable traceable and customizable communication
between devices and/or entities;

e Digital identity provider: to facilitate authentication between devices, enhance
traceability and make clear the identity of a device on the network, preventing
any identification bias;

* Digital signature: to ensure ownership and integrity of the published data, is
also mandatory to achieve digital identity;

* Distributed list of devices: to enable tracking and classification of devices roles
in the network, it acts like an access point to the network allowing devices to
know who should the connect with; it also bind in an unambiguous way every
device ID to its digital identity ID.

In DAG-DLTs digital identity could be easily provided by the DIDs (Decentralized
Identifiers) standard by W3C (World Wide Web Consortium). The data communi-
cation layer, on the other hand, should be specifically designed on an higher level
of abstraction than the transactions’ ledger. In the proposed framework communi-
cation is modelled to be asynchronous. Each one of the devices possess a level-2
data channel where it can publish and read any data, much like a topic in MQTT.
When the channel identity is uniquely bound to the device identity through DID,
communication can be easily achieved. The DIDs standard states that each identity
is associated with a document distributed on a DLT, which is accessible through an
URL. To enhance automation and discovery between devices, the distributed list of
them should also be published and constantly updated on the ledger by a trusted
entity with a certain degree of authority. Thus, devices will be able to interact au-
tonomously with dRAIN without the need to know each other beforehand without
the need to engage a direct communication, as depicted in Figure

Network entities Following the introduction of the proprieties owned by the ele-
ments composing the network architecture we now shift our attention to network
entities, which may or may not have a corresponding physical element in the archi-
tecture. The main entities envisioned by the proposed framework are:
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FIGURE 5.1: dRAIN Architecture

¢ Edge devices: physical devices that possess a digital identity distributed over

the DLT. They operate by collecting data and publishing it through the specific
data communication layer defined on the DLT. Each device has its own com-
munication channel through which it can communicate with other devices and
publish diagnostic logs or informations about itself. These are secure devices
that possess cryptographic capabilities in order to manage the authentication
processes related to their digital identity.

Supervisor: is a decentralized entity identifiable in a smart contract or a non-
static committee of devices (different from the edge devices). It is responsible
for evaluating the operational state of edge devices based on rules defined at
the outset, publishing its output on the ledger. It provides non-centralized
information management regarding devices, thus operating a first stage of de-
centralized data analysis. This is very important to add value and usability
to the data directly on the ledger. It possess a digital identity distributed over
the DLT and can also have its own communication channel. By providing an
opinion about the operational state of the devices, the supervisor indirectly in-
troduces authority in the network. However, being a decentralized authority,
it doesn’t represent a single point of failure.

Authority of the system: abstract entity that administers the system by man-
aging its operating rules. It can represent the owner of the IoT service or the
owner of the devices. Talking about authority may seem contradictory in a
decentralized system as it seems to expose an obvious single point of failure in
the system. However, in this case, the authority is not an active component in
the processes, but is only responsible for setting the rules without participating
in the operations. It is not an always-online component, it cannot be reached
by others and it is controllable only by those who possess its private crypto-
graphic keys, i.e. the owner of the system or the person acting on their behalf.
It interacts with the system by entering instructions directly on the DLT ledger
and has a DID to claim its identity. It can also have its own communication
channel on the DLT;

HW/SW producer: it is the manufacturer and manager of the hardware or
firmware of the edge devices. In general, it does not coincide with the owner of
the system authority, since the network services may not necessarily be offered
by the same institution that manufactures the edge devices. It holds a DID on
the DLT with which it certifies its identity unambiguously, offering services to
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TABLE 5.3: Table containing the list of actors and their role as envi-
sioned in the final architecture

Actors

* Devices represent the physical devices that interface on the network. Their
role is to connect to the channels and send or read data. In a single interaction
a device can assume the role of author (Authdevice) or subscriber (Subdevice),
similar to the MQTT protocol. In this scheme each device publishes data rele-
vant to itself, so it will always play the role of author. Sometimes devices may
be interested in data produced by others, in this case the device plays as a sub-
scriber. The list of all devices is recorded in the Devices-list and each of them
is uniquely associated to a DID-Document.

* Supervisor: it receives the rules from the system authority and applies them
in the periodic control of the devices. It is also in charge of cutting off from the
list of devices the ones that show inconsistency in their logs and of notifying it
to the system authority.

* Authority: it is not an active component of the system and must not remain
online throughout the process. Its role is to define the rules and to inform the
supervisor of them. It is also the actor in charge of receiving alerts due to
malfunctioning or tampering of distributed devices.

update components in a verifiable and authentic manner. It may have its own
communication channel on the DLT, but this is not a critical feature;

¢ Stream Channels: they are the channels on the DLT in which the devices post
and read information, following a stream protocol, and it is identified trough
the use of the ChannelID. They represent the basic structures that constitute
the communication layer on the DLT. In order for the device to get granted the
access to the channel, the channel author has to verify if the device is in the
devices list and then give the ChannelID to the device that wants to log.

Functional description In this section a functional description of the architecture
is given, explaining the the system operations and the interactions between the var-
ious entities of the network. The following schemes of operation are presented as
possible options, in other real case implementations they could be defined in dif-
ferent ways and still be functional. Therefore, the purpose of this subsection is to
demonstrate the feasibility of the operations and to abstractly describe the interac-
tion algorithms developed in the proof of concept. The functions of communication
between devices, supervision and management of devices and updating of devices
will be analyzed. But in order to better understand them a brief description of the
actors of the proposed framework is reported in table

¢ Communication: the communication between devices is managed through an
asynchronous logic of subscription to the channels of individual devices. A
subscriber who wants to receive data from an author must first find the co-
ordinates of his DID-Document from the list of devices on the DLT, and then
proceed to send a subscription request. The author will then verify the iden-
tity of the subscriber and will only accept the request if the device is on the list.
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After the subscription, the subscriber will be able to receive data directly from
the author’s channel, until the possible revocation of the reading rights. The
procedures of subscribing and exchanging messages is represented in Figure
5.2l

Supervision and managment: supervision and management of the devices is
achieved thanks to the supervisor and authority entities. In a first phase the
authority will configure the supervision rules adopted by the supervisor and
will provide the devices with the permissions to use the system (e.g. special
tokens). The device, authorized by the authority, will ask the supervisor to
be added to the device list, consuming its special permission. Once in the sys-
tem, the device will publish diagnostic logs on its channel that can be read by
the supervisor. The supervisor will proceed to analyze the logs, confirm-
ing the good operational status of the device. If the logs are absent or invalid
(according to the rules set by the authority), the supervisor will disapprove
the operational status of the device, possibly sending an alert to the authority
owner. The procedures of device initialization and supervision is represented
in the diagram depicted in Figure

Update: regarding the updates, the firmware manufacturer is expected to pos-
sess and manage its own DID, providing an endpoint for certified and secure
download of the update. This DID-Document provides also information on the
latest firmware version. This information can be as simple as an alphanumeric
code, or as complex as the hexadecimal output generated by hashing firmware
binary itself. By occasionally checking this DID-Document and comparing the
firmware version indicated with the one owned, devices will understand if
they are running an outdated version. At this point it is sufficient to use the
download link from the manufacturer’s DID-Document to be sure that down-
loading is achieved directly from the official and reliable source. A secure end-
to-end protocol like TLS can be used to ensure privacy and security for the
communication, as the provided link could direct to an off-ledger source. Once
the file has been downloaded, signature verification will be performed with
the public key present on the manufacturer’s DID, installation will follow if
the signature is valid. Should the device be compromised and willingly not
updating its firmware, the supervisor will notice this by analyzing the device
logs. Once a certain time window has passed, a log with an outdated firmware
version will be considered invalid, with all the consequences described in the
management and supervision function. The supervision rules must hence be
updated by the authority everytime a new FW package is released. The proce-
dure of FW update is represented in Figure

5.3.2 Proof of Concept development

In this section we analyse how the PoC of the architecture, described in the section

has been implemented. Our PoC consists of two phases: the development of a

testbed for the communication and the supevision aspect and the development of a
simulation of the system in order to test its scalability potential.

Testbed Starting with the testbed of the communication and supervision. Our im-

plementation has been carried out using the IOTA DLT. This DLT, besides having

the advantage of offering great scalability and allowing free data publication, offers
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the tools to implement three of the four components required by the architecture,
which were defined in section The data communication layer can be imple-
mented through IOTA Streams, a library written in Rust that allows the creation of
communication channels that follow an author/subscriber logic. The digital signa-
ture scheme used by IOTA is Ed25519, and DLT offers the tools to write and verify
these signatures directly through its Client library, available in various languages in-
cluding Rust and Go. Finally, digital identity via DID is made convenient through
the use of the IOTA Identity library, written in Rust, which enables the creation and
management of DID-Documents and the use of Verifiable Credentials. The PoC also
includes secure hardware to represent the trusted IoT device. The ARM TrustZone
is a technology that partitions the execution environment at the hardware and soft-
ware level into two sections, one secure and one non-secure. Therefore it was chosen
as the enabling technology for a TEE. Hence, hardware equipped with that technol-
ogy was chosen and configured ad hoc. All operations exploit the IOTA network as
shown in the Figure

Furthermore, as far as the implementation of the supervision protocol is con-
cerned, even if on the one hand the immaturity of IOTA’s smart contract network,
Shimmer, compromises its proper use, on the other hand, IOTA’s choice to imple-
ment the EVM (Ethereum virtual machine) directly in their smart contract chain al-
lowed us to develop a fully compatible set of smart contracts on an Ethereum private
network.

The following materials were used for the development of the testbed:

¢ The IoT device was implemented using Discovery kit B-US85I-IOT02A from
STMicroelectronics equipped with STM32U585AI microcontroller certified to
PSA level-3 security level, ultra-low-power, with 32-bit ARM Cortex -M33 ar-
chitecture, cryptographic accelerators and ARM TrustZone; the C++ libraries
STM32Cube Expansion and Curve25519 were used for cryptographic opera-
tions;

* JOTA as a DAG-DLT together with the two software libraries written in Rust,
IOTA Identity (for generating and managing DIDs according to the W3C stan-
dard) and IOTA Streams (for creating and managing communication channels
on the register);

e STM32CubelDE and STM32CubeProgrammer are the software used to config-
ure the microcontroller;

* Remix, Ganache and Web3 are the frameworks used to develop the supervi-
sion process;

¢ Matlab R2021b is the software used for data analysis.

A computer equipped with AMD Ryzen 5 3600X 6-Core 3.80 GHz processor and 32
GB of RAM memory was used to simulate the subscriber device and and analyze
the data.

In our testbed the B-U585I-IOT02A is the Root of Trust (RoT) of the system, as
such it has been set up to behave like one. To ensure this behaviour the following
steps have been taken:

1. Configuration of a Trusted Execution Environment (TEE) based on Arm Trust-
Zone with Secure Boot Secure Firmware Update (SBSFU) framework to secure
signing, communication, boot, and update;
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2. Implementation of cryptographic signing and verification with Ed25519 scheme;
3. Programming of a routine to generate and sign 3 Bytes data;

An JIOTA Client acts as an intermediary between the RoT and the Tangle, receiving
data from the RoT and forwarding them to the DLT. The Client manages the digi-
tal identity, the Stream channel, communicates to the device list its DID URL and
shares/reads data on the Tangle. In the developed PoC an author device sets up its
identity and stream channel. It provides the channel ID inside the service section of
the DID-Document. It is added to the device list and starts publishing data. In the
meanwhile a subscriber device sets up its identity and is added to the device list.
Then the subscriber checks the list to find the author’s DID URL, which is resolved
into the author’s DID-Document. The subscriber will send a subscription request to
the stream channel appointed in the service field of the author’s DID-Document. The
author then sends the request by checking the subscriber’s trustworthiness inside
the device list. When the subscription is accepted the subscriber starts receiving all
the data published by the author on the ledger. In this PoC the author is directly
associated to the HW RoT whereas the subscriber doesn’t have an hardware base, it
is just a process that simulates the behaviour of another device. The PoC follows the
procedure defined in the sequence diagram presented in Figure[5.2lwhile also imple-
menting a simplified device initialization like the one in Figure The authority of
the system and the firmware update have not been included, however the hardware
has been configured to be fully compatible with a secure firmware update.
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FIGURE 5.5: PoC architecture model

In order to develop the supervision protocol in a completely automated and de-
centralized way. We implemented an oracles committee written as a Smart Contracts
system. Smart Contracts are code containers that encode and mirror real-world con-
tractual agreements in the cybernetic realm. A fundamental premise for Smart Con-
tracts is to represent a binding agreement between two or more parties, where each
entity must fulfil its obligations under the agreement. This is ensured by automatic
execution of distributed code run and verified by nodes of a Distributed Ledger net-
work.

The actors envisioned in the supervision process of the PoC are:

¢ IoT Device: its role is to publish on the Tangle the data from the sensors con-
nected to it.

* Device Owner: it performs the task of subscribing his devices to the supervi-
sion system.
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* Oracles Committee: it guarantees the bidirectional transfer of data from the

stream to the Smart Contracts.

We can moreover recognize three phases throughout the supervision process:

¢ Device registration: at this stage the device owner subscribes to the device by

calling a particular function. This function passes a string parameter identify-
ing the device’s DID URL. After this, the oracular commitee will receive the
DID URL and through this will subscribe to the device channel.

Correct hash setting: once the DID URL is acquired, the oracular committee
will takes the first log published in the log stream branch, fetches the content
hash (assumed correct at the time of the request to the service), and calls a
specific function to add the hash.

Periodic check of the last log published by the device: periodically the com-
mittee of oracles wakes up by taking the current hash from the last log of the
device. This hash is provided to the Smart Contract that then evaluates its cor-
rectness and return the result in the form of a boolean value (True if the hash
is correct, False if the hash is wrong). This result is then be published in the
stream configuration branch.

The necessary steps for the development of the supervision framework are:

1.

Ll

Smart Contracts development.
Development of the simulation of the device operation flow.
Development of the simulation of the oracles committee operation flow.

Deploy the Smart Contract and test the interactions between the constituent
parts of the PoC.

Simulation In order to test the scalability of our solution and understand how
approval times and confidence rates varies in relation with the Tangle configura-
tion, we developed an event-driven simulator that implements all the interactions
between the devices and the DLT. In particular the simulator implements: two mes-
sage generators, the swarm of nodes and the Tangle.

The simulation objects are:

¢ the useful-message generator that is the actor in charge of posting to the nodes

all the useful transactions, therefore all the transactions that have to be tracked
in the Tangle.

The spam-message generator that is in charge of posting to the nodes transac-
tions not related to the process of interest and aimed at simulating coexistence
with third-party applications and their impact on measured performance.

The swarm of nodes, consumes incoming messages in a first in first out (FIFO)
order, posting them as transaction in the DAG structure. Any finite number of
nodes can be instantiated.

In the end, to model the Tangle we decided to base our simulation on the one pre-
sented in [212]. This system elements allow to anchor transactions to each other fol-
lowing the Tangle construction rules and allow us to gather information about the
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waiting time required to insert the transactions into the Tangle. The simulation soft-
ware was developed in the Python programming language using various libraries,
including Simpy to develop the simulation entities. The functions required to run
the simulation are available on githubﬂ

All entities in the simulation have tunable parameters. For the message gen-
erators these parameters are the ones that compose the equation Where Ty,
represents the time elapsed between the sending of two messages, m, represents the
multiplicative value and a, the additive factor.

Ty = (k-my+a,) ke{l,...,4} (5.1)

These parameters are used to make Ty, assume values compatible with those ex-
pected in application contexts of interest. As far as the swarm of nodes is concerned,
the tunable parameters are: N,, that represent the number of nodes developed, as
previously mentioned, and I;, the number of initial transactions to be instantiated in
the DAG. As far as the DAG type structure is concerned, we have chosen to leave
as input parameters ~, which is the transaction rate chosen in set {10, 50, 100}, and
the value of ff, the multiplicative factor used in the computation of the random walk
chosen in the set of values {10~1,10-2,1073).

The flow of operations performed in each simulation can be summarized in three
steps.

1. Tangle initialisation: transactions are posted on the Tangle in order to start
filling the structure, so that it can achieve a more stable behaviour and avoid
the effects due to the initial anchoring to the genesis transaction.

2. Timer start: once an I; number of transactions have passed, the simulation
timer starts running. At the same time the message generators start posting
transactions and the nodes in the swarm start consuming them, when avail-
able, publishing transaction in the Tangle-like structure.

3. Operational status: the simulation continues by iterating the steps expressed
in the previous point until the simulation time runs out.

It was chosen to run the simulation for a total of 5 - 10® timer steps where each
simulation step corresponds to a milliseconds. Simulations differ in the amount
of spam versus useful messages, and the ratios used in the simulations are {100:0,
50:50, 33:66, 25:75, 20:80, 10:90} where the couples numl:num?2 represents indeed
the relative amount of useful messages over that of spam messages.

5.3.3 Results and Analysis

In order to optimally present the results obtained and their respective analysis, it
was decided to stick to the same structure presented before thus dividing them into
two separate subsections.

Testbed Results The test is performed on the IOTA Mainnet and carried out us-
ing two separate Clients, each representing a different IoT device, i.e. an Author in
charge of publishing data on the Tangle and a Subscriber in charge of receiving and
verifying them. Acquisitions were made on the Clients at 15-minute intervals for 7
days. The collected samples record the timing of micro-operations conducted in the

Thttps://github.com/DIEM- AnyLAB/TANGLE_SIM
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FIGURE 5.6: Histogram and empirical CDF Exponential distribution
of the publication time.

TABLE 5.4: Times of the final system.

Phase Client |Mean time [s] | Standard deviation [s] | Standard error [s]
Initialization Subscriber 14.51 10.04 0.74
Communication setup | Subscriber 3.67 2.49 0.11
Communication Subscriber 0.77 0.09 0.01
Initialization Author 15.56 10.08 0.81
Communication setup| Author 5.79 3.58 0.31
Communication Author 12.78 5.55 0.45

following phases: initialization, communication setup and communication. In addi-
tion, the hardware performances concerning the operation of digital signature of the
message were collected. Regarding the analysis of times, the mean value, standard
deviation, and standard error of the collected times were considered. The samples
of the operations involving a publication on the Tangle follow an exponential distri-
bution as visible in Figure 5.6l while the other timings have Gaussian distributions.

Moreover our analysis shown that there are no significant changes in perfor-
mance over time indeed the times remain similar during all the 7 days of testbed.

Table 5.4|shows the times of partial operations, aggregated in the various phases
of communication in the first column. The other columns show the values calculated
for each phase to provide an estimate of the performance of the final system. It
should be noted that in the test the communication consists of five messages.

Hardware performance was measured for the action of signing or verifying a
message, as shown in the first column of Table
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TABLE 5.5: Singing and verification times under various soft-
ware/hardware conditions.

Action | Firmware | SW Library | Time [ms]

Sign |No SBSFU | Curve25519 1218

Sign |No SBSFU |STM32Cube 13

Sign SBSFU | Curve25519 | 13500
Sign SBSFU |STM32Cube 144
Verify | No SBSFU | Curve25519 2837

Verify | No SBSFU | STM32Cube 27

Verify | SBSFU | Curve25519 | 31444
Verify | SBSFU |STM32Cube 299

For each action, we evaluated performance for various modes of operation, rep-
resented by the second and third columns of the table. The collected times are shown
in the last column and can lead to an estimation of the execution time in a final im-
plementation. The estimated data have been highlighted in green.

The exponential distribution of publication-related transactions is attributed to
IOTA’s transaction validation method, the weighted random walk. This method
assigns weights to the transactions to be approved and makes a pseudo-random
choice. The probability that a transaction Y, which validates a transaction X, is cho-
sen by the algorithm is exponential and related to the equation[5.2}

gfa(HX*HY)
ZZGZ e—“(HX—HZ)

Where z € Z which is the set of transactions that directly validate X, Hx, Hy and
Hz are the cumulative weights of X, Y and Z, and « is the parameter that governs
the importance of the weight. Once « is fixed, given the experimentally demon-
strated almost direct proportionality of the CTPS-TPS ratio (Confirmed Transaction
per Second), the validation times are stable in a certain range as the number of nodes
increases. Therefore, the values collected in the test could be partly representative of
those that would be found in a more populated network.

(5.2)

Pxy =

Cost Analysis In order to investigate the actual possibility of implementing the
proposed architecture on other types of DLT, in addition to DAGs, it was necessary
to analyse the implementation and operating costs related to the interaction with
the decentralised network. To perform a transaction on classical blockchains like
Ethereum, there are fees to pay, these fee are expressed in gas unit. A simple way to
estimate execution and transaction costs is offered by the MetaMask portfolio. The
formula that is automatically applied by this portfolio is expressed in the equation
5.3

Q= G * (Bs + Tip) (5.3)
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TABLE 5.6: Functions costs of the Smart Contract with associated fre-
quencies: OT{D (One Time for Device); OTO (One Time Only) and
EDC (every device check).

Function Caller| Function Name |Cost in Ether | Call Frequency
only oracle | addCorrectHash | 0.005679 OT{D
only deployer addOracle 0.0008738 OTO
device owner |deviceEnrollment| 0.00131538 OT{D
only oracle checkStatus 0.001167 EDC
only oracle viewDevice 0 OT{D
only oracle viewStatus 0 EDC

Where Q represents the cost of the operation, G is the gas units that by defaults
is set to 21000, Bf is the base fee and Tip is dependent on the transaction to be carried
out and the unit of measurement associated with it is the Gwei (10~? Ether). The exe-
cution cost represents the associated costs to interact with the functions of the Smart
Contract. The following table[5.6|show the costs in gasand fee in Ether needed to de-
ploy the Smart Contract and those related to the call of the functions that constitute
it. In fact not all functions require a gas charge for execution, just writing transac-
tions on the Blockchain requires gas. This means that calling a contract to view data
does not involve the payment of gas.

Making a conversion between the costs in Ether reported in euro you can see that
a system of this type in a classic Ethereum network is not feasible. This is not mainly
due to the high cost of deploying the Smart Contract but rather to those functions
that must be called periodically to check the device. The defined architecture does
not suffer from such a problem because can be implemented on any DLT-type struc-
ture. The high costs, however, especially with respect to recursive function calling,
limit the applicability of dRAIN to DLTs that require low costs to perform opera-
tions on the ledger. This is the case of IOTA Smart Contract in which you can define
a consortium network where the manufacturer of the chain can decide the introduc-
tion and the corresponding value of gas and fees. This allows the system to operate
periodically keeping costs under control.

Simulation Results For a deeper understanding of the results obtained from the
simulation, it is necessary to briefly explain how transactions are considered in the
Tangle. A transaction n within the Tangle can be in one of three possible states:

* Tip: if no other transaction has ever approved it;

* Approved: if at least one other transaction has chosen transaction # as the
transaction to be anchored to in the approval process;

¢ Confirmed: if the confirmation confidence of the transaction is not below a
pre-defined level, normally set to 100 for transaction posted by an unknown
author. The transaction confidence can be computed, following these steps,
according to [213}214]:
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1. Run the tip selection algorithm N times at a given time instant, ;

2. Letibe one of the tips in the tangle at instant ¢, and n; the number of time
in which i has been selected after launching N times the tips selection
algorithm;

3. Given a transaction j, let A; be the set of transactions that directly or indi-
rectly approve j, the confidence of the transaction j will be:

Confidence; = Y1 Vi € 4, (5.4)

After running the simulation in 216 different configurations, we extracted for each
transaction in each simulation the following data;

¢ Transaction approved: the set of transactions approved directly by the current
transaction;

¢ Read time: the simulation time in which a node consumed the current trans-
action from the FIFO broadcast queue;

¢ Tangle insertion time: the time elapsed with the busy node in order to enter
the current transaction into the Tangle, corresponding to the time required to
perform the PoW and the weighted Random walk;

* Counter of the lecture: equals the number of reads made by the nodes up to
the current transaction, differing from the transaction number by m. Where
m is the number of transactions deployed in step 1 of the simulation in the
Tangle;

¢ Sender: it is undefined for all the initial I; transactions. It then assume different
values if the sender of the current transaction is the useful message generator
or the spam message generator;

¢ Node: it is the integer number representing the node in charge of posting the
current transaction in the Tangle;

¢ Confidence dictionary: each time a new transaction is entered, the tip selection
algorithm is executed N times. The confidence dictionary contains for each
transaction chosen during the execution of the above-mentioned algorithm the
number of occurrences.

From this raw data, it was possible to calculate for each transaction the time
elapsed from its input into the Tangle until the moment of approval. Furthermore,
thanks to the use of the confidence dictionary and the information about the directly
approved transactions, it was possible to extract information on the confidence sta-
tus of each transaction already in the DAG each time a new one was entered.

We further checked whether if as the number of transactions entered into the
Tangle like structure increases, the total number of tips and approval times con-
tinued to rise or reached a plateau. Our results show that the DAG-type structure
achieves stability in a limited number of transactions, and that its approval times are
inversely proportional to the rate at which transactions are entered into the system.
This argument can be made for both tip and approval times, as can be seen from the
cumulative distribution in Figure

Furthermore, we can see that using a different number of consumer nodes or
varying the ff of the Tangle does not produce a noticeable change in the distribution
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of approval times. While for the ff parameter the aforementioned depends precisely
on the properties of the Tangle itself, for the number of nodes this is due to the
difference in speed between the publication of a new message in the FIFO queue
when compared with the entry time in the Tangle of the single transaction. This is
because of the limited Proof of Work time that IOTA requires for the release of a
new transaction. These considerations can also be made by analyzing the table
that reports the average approval times at the end of each simulation. We can also
note that the increasing presence of spam messages and thus the consequent greater
number of transactions entered into the Tangle allows for faster transaction approval
times.

In Figure [5.8) we show the results in terms of the total confidence level, defined
as the percentage of transactions with a confidence level of 100%. The graphs report
the comparison of the most different Tangle arrangement divided into six group
calculated as the average of the results obtained for the simulations that have the
same number of spam message generators, respectively: group 1 0% spam mes-
sage, group 2 50% spam message, group 3 66% spam message, group 4 75% spam
message, group 5 80% spam message, group 6 90% spam message. The simulations
showed very good results with regard to the number of transactions required to pass
88% of total confidence level. A strong correlation is observed between the Tangle
rate ~ and the total confidence level, this is shown by the two opposite ends con-
figurations: ~ of 10 and ff of 10~%; ~ of 100 and ff of 103, that reached the 88% of
confidence level after the first 1000 transactions and 16000 transactions, respectively.
A difference of an order of magnitude between both the number of transitions and
the tangle rates is observed. Despite this, the number of transactions required re-
mains small compared to the total number of transactions entered, bout equal to
5-10°.

Furthermore, we can see in the graphs of approval time versus confidence level
that the first reaches a stable value for groups 6 and 5, while the total confidence
level continues to rise, albeit slowly. Thus showing a stable and scalable structure
capable of improving its performance as the number of incoming messages to the
network increases.
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FIGURE 5.7: Cumulative Distribution Function Value (CDF) of the
approval times in seconds comparing the most divergent simulation
values. The simulation are divided into four sets, to show the vari-
ation in the approval times population related to: I, the number of
message generators, 11, the number of consuming nodes, III, the Tan-
gle rates 7, IV, the ff values. Each simulation is identified in the legend
as a Tuple like object: (ff, °, Number of nodes, Number of spam gen-
erator.)
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TABLE 5.7: In this table are reported all the mean time of approval
expressed in seconds for each of the 216 simulations at the end of
them therefore after the Tangle reached stability.

Number of| Number of a=0.1 a =0.01 a = 0.001

Nodes |spam generator |rates 10 | rates 50 | rates 100 | rates 10 | rates 50 | rates 100 | rates 10 | rates 50 | rates 100
0 58.237 |285.828 | 574.674 | 57.124 | 262.718 | 522.631 | 57.687 |266.213 | 523.207
29.135 | 143.153 | 287.055 | 28.582 |132.158 | 261.845 | 28.714 | 132.598 | 263.707

19.441 | 95.287 | 191.903 | 19.090 | 87.882 | 174.195 | 19.174 | 88.883 | 174.697
14.613 | 71.732 | 143.502 | 14.325 | 66.142 | 131.077 | 14.378 | 66.576 | 131.557
11.652 | 57.307 | 114.867 | 11.487 | 52.941 | 104.555 | 11.483 | 53.168 | 105.328
5.844 | 28.597 | 57.543 | 5.753 | 26.417 | 52.375 | 5.759 | 26.528 | 52.649
58.275 |286.725 | 572.453 | 57.660 |264.941 | 524.117 | 57.416 |267.206 | 526.046
29.119 |143.555 | 287.097 | 28.735 |131.831 | 262.201 | 28.693 |133.273 | 264.029
19.366 | 95.440 | 191.951 | 19.114 | 88.322 | 174.64 | 19.142 | 88.637 | 175.191
14.618 | 71.586 | 143.232 | 14.330 | 66.181 | 131.249 | 14.385 | 66.454 | 131.958
11.688 | 57.169 | 115.131 | 11.484 | 53.000 | 104.768 | 11.498 | 53.214 | 105.508
5.836 | 28.587 | 57.528 | 5746 | 26.515 | 52.288 | 5763 | 26.644 | 52.616
58.171 |286.697 | 573.295 | 57.252 |263.807 | 523.583 | 57.618 | 266.04 | 524.639

10

29.197 142918 | 287.801 | 28.71 |132.112| 261.78 | 28.724 |133.094 | 262.490
19.456 | 95.380 | 191.383 | 19.132 | 88.439 | 174.242 | 19.082 | 88.755 | 175.322
14.548 | 71.621 | 143.674 | 14.306 | 66.464 | 130.943 | 14.365 | 66.238 | 131.611
11.646 | 57.261 | 114.683 | 11.466 | 52.896 | 104.599 | 11.516 | 53.255 | 105.039
5.835 | 28.495 | 57.382 | 5742 | 26.503 | 52.320 | 5.762 | 26.576 | 52.550
58.210 |286.452 | 574.566 | 57.197 |264.430 | 522.621 | 57.413 |265.613 | 526.430
29.200 |142.396 | 286.981 | 28.599 |132.055| 262.302 | 28.712 |132.983 | 262.419
19.395 | 95.419 | 191.992 | 19.113 | 88.015 | 174.342 | 19.094 | 88.943 | 176.605
14.561 | 71.569 | 143.639 | 14.292 | 66.128 | 131.290 | 14.396 | 66.521 | 131.477
11.652 | 57.169 | 114.860 | 11.467 | 53.010 | 104.896 | 11.489 | 53.189 | 105.390
5.814 | 28.637 | 57.438 | 5.724 | 26495 | 52.344 | 5.770 | 26.593 | 52.578
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5.4 A Zero-Knowledge Proof Federated Learning on DLT for
Healthcare Data

Laws and regulations related to privacy protection expect companies to apply fed-
erated training, such as the General Data Protection Regulation of the European
Union (GDPR) [215], the California Consumer Privacy Act (CCPA) of the United
States [216]. Unfortunately, a significant challenge persists in current FL solutions,
as explained in [217,218]. Specifically, the difficulty lies in publicly verifying all
local training results without compromising the privacy of local data. As it is cru-
cial to avoid sharing local data with all participants to safeguard data privacy, a
malicious participant instead of genuinely training their model on their local data
could generate local parameters (model weights) by supplying carefully crafted ran-
dom numbers that are designed to push the global model in a direction that benefits
them, compromising system reliability. Moreover, in order to be fully incorporated
in a Healthcare landscape, an FL algorithm should not only include mechanisms to
check the correct computation by participants but should also be able to provide an
external verifier with all the information necessary for the complete verification pro-
cess. Furthermore, speaking of sensitive data, it should also incorporate a process
for verifying the real identities of participants. In the light of the aforementioned
limitations, with the study [219] we introduce a novel architecture that integrates
Zero-Knowledge Proofs (ZKP), DLT, and digital identities in alignment with the De-
centralized Identifiers (DIDs) standard [220]. This architecture enables participants
to self-certify their digital identities on the DLT using the DIDs framework while en-
suring the verification of computations through ZKP. The proposed system includes
functionalities designed to facilitate participant communication within the FL pro-
cess, as well as its initialization. To demonstrate the practical applicability of this
architecture, the study presents a case study focused on glucose level prediction,
serving as a functional proof-of-concept. This evaluation highlights the system’s
ability to enhance the FL process by improving security, privacy, and auditability.

5.4.1 Description of general architecture

In the presented architecture, all critical operations and their outcomes will be recorded
on the blockchain, allowing all participants to audit the FL process. First, the struc-
ture of the network will be examined. The elements required for this approach to
work will also be defined; furthermore, these elements will be identified within the
associated necessary requirements. Next, the roles and characteristics of the main
entities of the network that interact in the system will be defined. Finally, the func-
tional aspects will be analyzed, describing how to perform certain operations.

Network entities The main entities envisioned by the proposed framework are:

¢ Peer: physical devices that possess a digital identity distributed over the DLT.
They operate by collecting personal data, executing the FL round, and com-
municating through the specific data communication layer defined outside the
DLT, the proof of their work and the weights and biases computed to the ag-
gregator. Each device has access to a communication channel through which
it can communicate with the authority. These devices must possess crypto-
graphic and computational capabilities to manage the authentication processes
related to their digital identity and execute the federated round;
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* Aggregator: a centralized entity in charge of proposing the FL process, through
a request to the system manager. It could be implemented as a single server
or as a non-static committee of devices. It is responsible for setting the rules,
subscribing the peers of the FL process, and evaluating the operational state of
the subscribed peer’s devices based on rules defined at the outset. It possesses
a digital identity distributed over the DLT and has its own secure communi-
cation channels. The Aggregator is also in charge of triggering the start and
the end of each federated round and of the federated process by updating the
information present in the corresponding smart contract;

¢ System Manager: an abstract entity that administers the system by managing
its operating rules in a fully automated and auditable way. It has the role of
deploying the set of smart contracts needed to implement the FL process re-
quired by the aggregator. Talking about authority may seem contradictory in
a decentralized system as it seems to expose an obvious single point of failure
in the system. However, in this case, the authority is not an active component
in the processes but is only responsible for setting the rules, stored in a smart
contract, without participating in the operations, except for the initial verifica-
tion phase of the aggregator’s request. It is not an always-online component,
it cannot be reached by others, and it is controllable only by those who pos-
sess its private cryptographic keys, i.e., the owner of the system or the person
acting on their behalf. It interacts with the system by entering instructions di-
rectly on the DLT ledger and transferring the ownership of the smart contracts
needed for a single FL process to the aggregator that is proposing it. In general,
it does not coincide with the owner of the system authority since the network
services may not necessarily be offered by the same institution that is acting
as the aggregator. It holds a DID on the DLT with which it certifies its iden-
tity unambiguously, offering services to update components in a verifiable and
authentic manner;

¢ Distributed ledger: it is the DLT chosen to implement all verification pro-
cesses. It can be either public or private; if managed by the system man-
ager, the primary criterion for choosing the appropriate DLT is its capability
to implement smart contracts and its Turing completeness, since the correct
functioning of the architecture requires the implementation of Turing complete
smart contract;

¢ Communication Channels: they are the channels outside the DLT in which the
devices post information, following the defined protocol, and they are identi-
fied through the use of the ChannelID. They represent the basic structures that
constitute the communication layer. In order for the device to gain access to
the channel, the aggregator has to verify that the device is in the devices list
and then gives the ChannelID to the device that wants to log.

In a real-life application scenario, the system manager assumes the role of the ver-
ifying entity, responsible for authenticating the identities of participants in the FL
process. As such, it serves as a recognized certification authority by both the par-
ticipants and the governing bodies of the respective state or region of operation.
Complementing this, peers represent the rightful owners of the data or entities au-
thorized to process the data on their behalf. Meanwhile, the aggregator holds a
higher position compared to the peers and is entrusted with the consent of each
peer to participate in the FL process. This information is added to the aggregator’s
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DID document. To illustrate this, consider a pharmaceutical company interested in
training an AI model. The company can obtain the consent of its customers who
are using a specific device to participate in FL. Once consent has been obtained, the
company can request the system manager to initiate an FL process. After the system
manager verifies the permissions and identities of both the pharmaceutical company
and its clients, the FL process begins. From that point on, the pharmaceutical com-
pany assumes the role of an aggregator, while its clients act as peers, following the
schemes explained in Section 5.4.1]

IoT Federated architecture with DLTs In the field of IoT, a system comprises three
primary components: edge, fog, and cloud. By adopting a DLT approach, the cloud
can serve as the host for the DLT itself, thus incorporating all its properties such
as reliability, complete traceability, immutability, and auditability. The fog can en-
compass interchangeable, distributed and highly redundant DLT nodes, which offer
a decentralized access point to the network. In practice, there is minimal distinc-
tion between using one node or another to access the DLT network, with the only
variation being the reliability of each individual node. Although owning a reliable
node resolves the trust issue, it also introduces a single point of failure in the system.
Therefore, it would be wise for the aggregator to have a set of trusted nodes for all
peers and periodically rotate the access point. The peers” devices together represent
the edge of the system. They are the source of the data that is forwarded through the
secure channels to the aggregator and to the nodes, and subsequently to the DLT.

Thanks to the implementation of a ZKP algorithm, even if a device is not ex-
ecuting the scripts correctly, either due to a malfunctioning or to an attack on the
federated system, the aggregator is able to recognize its behavior and thus exclude
it from the participants in the round or directly from the participants in the system.
Once the correct computation of scripts by peers has been ensured, the network must
provide services to enable their operations. There are four main components that are
required for the system to function properly:

* Data communication layer: to enable traceable and customizable communication
between peers and the aggregator and between the aggregator and the system
manager;

* Digital identity provider: it facilitates authentication between the network enti-
ties, enhances traceability and makes clear the identity of a peer or of an ag-
gregator on the network, preventing any identification bias; in the proposed
architecture, this role is explicated by the system manager;

* Digital signature: it ensures ownership and integrity of the published data; it is
also mandatory for achieving digital identity;

* Distributed list of devices: enabling tracking and classification of devices roles
in the network, it acts like an access point to the network, allowing devices
to know who they should connect with; it also binds in an unambiguous way
every peer or aggregator ID to its digital identity ID.

Digital identity, in DLTs, could be easily provided by the W3C’s (World Wide Web
Consortium) DIDs standar. DIDs could be used to establish and verify the identities
of the participants within the FL process. This verification could help ensure that
the aggregators or peers have the necessary authority or permissions to contribute
to the FL model. To draw a parallel with the HTTPS protocol’s certified authority
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FIGURE 5.9: Architectural scheme of the proposed FL process

process, it is important to understand that the HTTPS protocol relies on digital cer-
tificates issued by trusted Certificate Authorities (CAs) to verify the authenticity of
websites. These certificates help establish trust and encryption between the server
and the client. In a similar vein, within an FL context, a trusted identity framework
that includes DIDs could be used to establish the authority and authenticity of ag-
gregators or peers.

The specifics of how the verification process would operate depend on the im-
plementation and design choices made by the system manager. The data communi-
cation layer should be specifically designed at a higher level of abstraction than the
transactions’ ledger, for instance, external to the DLT. Meanwhile, the DLT, even if
not directly involved in managing data traffic, serves as a critical verification point
for the information exchanged, thereby ensuring their verifiability and clear attribu-
tion.

Functional description In this section, we provide a functional overview of the
architecture, depicted in Figure elucidating the system operations and the inter-
actions among the different network entities. Subsequent operational schemes are
presented as potential alternatives; in real-world implementations, they may be de-
fined differently while remaining functional. Thus, the aim of this subsection is to
showcase the practicability of the operations and abstractly delineate the interaction
algorithms. We will examine the FL process initialization as well as communication
functions between peers and the aggregator.

FL process initialization The initialization of the FL process starts with the com-
munication between the system manager and a certified entity that acts as an aggre-
gator for the federated process. The process is depicted in figure and follows
these steps:

¢ Communication set up: In this phase, the entity that wants to act as an aggre-
gator informs the system manager of its intention by providing the information
in its DID;
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Verification: The system manager checks that the information in the DID is
correct and that the applicant meets all the requirements to apply for the ini-
tialization of an FL process, e.g., whether he/she is a certified physician, a
healthcare facility, or a certified pharmaceutical/healthcare company. If the
conditions are met, the system manager requests the aggregator to provide it
with all the necessary information for the initialization of the FL process;

Formal communication: The aggregator provides the system manager with
information: concerning the Al model to be trained, the addresses of all peers
that will be able to participate in the FL process, the minimum number of peers
that will be required to pass a round of FL, the maximum duration of the round
itself, and the maximum number of rounds that can be reached;

Contract creation: The system manager is in charge of generating all the smart
contracts necessary to verify the actions to be carried out during the FL process
and assigns the peer roles to the addresses indicated by the aggregator;

Transfer ownership: The system manager transfers the ownership of all the
smart contracts created to the verified aggregator. After this action, the aggre-
gator will be the only centralized authority of the system.

Communication between a peer and the aggregator The communication between
the peers and the aggregator, depicted in figure follows these steps:

¢ Setup phase: the aggregator and the peer reach an agreement on the Al model

parameters, including the number of hidden units, size of inputs and outputs,
and so on. This can be done by writing into a smart contract the hash of the
complete summary of the Al model to be trained. This ensures a shared un-
derstanding of the model architecture and its specifications.
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¢ Circuit representation: The Al computation is transformed into an arithmetic
circuit, representing each Al operation such as matrix multiplications, element-
wise operations, and activation functions as arithmetic operations. An arith-
metic circuit is a mathematical abstraction used to represent and solve prob-
lems by breaking them down into simpler, binary operations (e.g., AND, OR,
NOT gates). Therefore the circuit representation transforms the problem state-
ment into a structured format, where inputs are processed through a series of
gates to produce an output. This format is essential for applying cryptographic
techniques of the garbled circuits, as it standardizes the problem into a form
that can be securely manipulated and evaluated. The circuit should faithfully
capture the computations performed by the AI model.

¢ Secret sharing: The peers divide their input data into shares using a secret
sharing scheme, such as Shamir’s secret sharing [221,222]. This process parti-
tions the private inputs into multiple shares, ensuring that no subset of shares
discloses any information about the original data. The shares are allocated
across the peer’s private input, preventing the aggregator from reconstructing
the original data from any subset of shares.

* Garbled circuit generation: For each gate in the arithmetic circuit, the peer
generates garbled circuits. Garbled circuits conceal gate operations and their
inputs, allowing the peer to compute results without revealing actual val-
ues. Construction of garbled circuits employs cryptographic techniques like
oblivious transfer. The garbled circuit generation is a cornerstone of secure
multiparty computation and ZKPs, as it allows for the execution of compu-
tations in a manner that preserves the privacy of the inputs and ensures that
no additional information is leaked beyond the correctness of the computa-
tion [223,224].

¢ Proof generation and communication: The peer constructs a proof by evalu-
ating the garbled circuits using their secret shares as inputs. This computation
is carried out without divulging the private inputs or intermediate values to
the aggregator. Additionally, the peer generates cryptographic commitments
for each gate output, serving as evidence that the computation was conducted
accurately. Moreover, the peer sends through its secure channel the weights
and biases calculated for the federated round to the aggregator and writes the
corresponding hash within its smart contract.

* Verification cycle: The aggregator challenges the peer by randomly selecting
gates within the arithmetic circuit and requesting proofs for those gates. Sub-
sequently, the peer provides the requested proofs and commitments for verifi-
cation. The aggregator assesses the correctness of the proofs by employing the
provided commitments and verifies the consistency of the peer responses with
the expected results. To bolster confidence in the peer’s computation, the peer
can repeat the challenge phase multiple times. By selecting different gates for
each challenge, the peer ensures a consistent and accurate computation of the
Al model by the peer, all while keeping the private inputs undisclosed.

* Proof verification: The aggregator examines the correctness of the proofs and
commitments provided by the peer. If all the proofs successfully pass the ver-
ification process, the aggregator can ascertain that the peer accurately com-
puted the AI process without obtaining knowledge of the peer’s inputs. The
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proof verification stage establishes the integrity and privacy properties of the
iZKP.

It must also be taken into account that the described steps are necessary if one
chooses to use an iZKP algorithm; in the case of choosing to use a NIZK algorithm or
a SNARK algorithm, the verification cycle may become a single verification step.

5.4.2 Case study

In this section, we analyze how the case study of our architecture has been imple-
mented, starting from the description of the dataset and the preprocessing adopted,
and then defining the models implemented and the smart contracts developed. Fi-
nally, we describe the experimental setup of our case study with the aim of showing
a performance comparison, a robustness test, and a cost analysis of the implemen-
tation on the DLT of the proposed FL architecture. For this case study, we chose to
analyze the medical case of blood glucose levels prediction in people with Type-1
diabetes, using a public dataset to allow easier reproducibility. This case study is
motivated by the critical need for personalized and specific machine learning mod-
els that can adapt to the diverse and unique datasets found in different healthcare
settings [225]. Unlike pre-trained models developed on generalized datasets, FL
allows for the creation of highly tailored models that learn from a variety of dis-
tributed data sources without compromising patient privacy [226]. This approach
not only enhances model performance by accommodating the specific characteristics
of patient data in different healthcare environments but also ensures that sensitive
information is protected. The capability of FL to provide bespoke solutions that can
be more accurately applied to individual patient care and specific medical condi-
tions underscores its importance and potential in transforming healthcare outcomes
through more precise and personalized interventions.

Dataset and preprocessing The dataset used for this work is the Ohio T1DM, this
dataset was chosen, as explained in the section, because of its wide adoption in
the literature.

Interruptions elimination The disconnections occurred during the data record-
ing period concerning both the CGM sensor and the fitness band. In general, this
leads to complications when training a time-series model. Moreover, previous stud-
ies [227] have shown that using an input sequence of 6 timestamps (25 minutes) pro-
duces optimal results. Therefore, to minimize complications, we considered only
timestamps where the CGM values were available for a minimum of 12 consecutive
timestamps (55 minutes) because shorter sequences do not provide a reliable ground
truth to evaluate the effectiveness of the prediction.

The consequences of these choices led to training, validation, and test sets in
which each sample is, at least, a list consisting of 6 CGM values (equivalent to 25
minutes) which correspond to a single ground truth value that, in temporal terms, is
the CGM value 30 minutes later than the last value in the list. To give a clearer idea
an explaining formula is given given a timestamp x; from the original dataset, a
sample X; of the training set or test set and the corresponding ground truth value y;
are related as follows

X = [xizxi+1z .. -,Xi+5] Vi = Xit11

(5.5)
Xit1 = [Xit1, Xit2, -+, Xite] VYit1 = Xit12
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After that, every sample was normalized based on the highest CGM value of the
training set.

Features extraction The dataset has 19 features that, in addition to CGM values,
include self-reported features (e.g., illness, stressors, meals, etc.) and features given
by other sensors (e.g., basis heart rate, steps count, basis sleep, etc.) collected with a
5-minute sampling. Drawing on commonly employed features, as depicted in [228],
we opted for CGM, operative carbohydrates (CHO) from meals, and insulin on
board (IOB).

Starting from the operative CHO, it has to be taken into account that Kraeger
et al. [229] demonstrated that blood glucose levels begin to rise 15 minutes after
consuming a normal meal. It reaches its peak after 60 minutes and then gradually
declines, stabilizing after 3 hours from the peak. To capture this process, CHO ab-
sorption was transformed into operative CHO, starting from the raw data relative to
the carbs present in the dataset. Those data are characterized by the instant the meal
was eaten (which in the following explanation will coincide with instant 0) and the
carbohydrate value ¢, corresponding to the meal. The operative carbs Cp(f) at the
time ¢ can be calculated with the following equation:

0 ,0 <t <15 [min]
Cop(t) =S c- 53 ,15 < t < 60 [min] (5.6)
c-[1— (5] ,60 <t < 240 [min]

Therefore, given tccp the time of the sample of CGM, the corresponding opera-
tive carb was calculated using equation [5.6|by considering the meals preceding the
sample.

For what concerns IOB, it has to be considered that a short period is needed for
insulin to start affecting blood glucose levels,followed by a usual peak after 1 hour
and a gradual decrease over 6 hours. Usually, the percentage of active insulin after a
bolus insulin injection can be modeled using an exponential decay curve [230]. The
bolus curve decays to 0 after 6 hours, but is close to 0 after about 4 hours and, for
practical reasons, has been approximated as linear in this work following equation
The dataset offers 3 features to build the IoB:

* Basal: the rate at which basal insulin is continuously infused. The basal rate
begins at the specified timestamp ts, and it continues until another basal rate
is set;

e Temp basal: a temporary basal insulin rate that supersedes the patient’s nor-
mal basal rate.

¢ Bolus: the insulin delivered to the patient. Two kinds of bolus can be dis-
tinguished: normal, which starts at the value indicated by the bolus and was
modeled as it decays linearly to 0 after 4 hours, and square, which stretch out
the insulin dose over the period between tsyqi, and ts.,4, was modeled as n
equally spaced normal bolus injections over a £8,,4-Speqin time interval and
whose values are 1 of the original square bolus injection value, where 7 is
(tSend — tsbggin) /5. Therefore, given the injection time of the bolus ty and the
amount of insulin b, the expected active insulin in the human body at time ¢ is

bolus(t) = b- {1 - (t_ to)] (5.7)

a
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Where a = 240 min considering a 4-hour time decay.

Therefore, we extracted the value of IOB at the time ¢ using the equation 5.8}
IOB(t) = bolus(t) + basal(t) (5.8)

where bolus(t) is given by the equation |5.7] and basal(t) is the one reported in the
dataset unless a particular temporary basal is given. For those times when a tempo-
rary basal is defined, the value of basal(t) is replaced by it. As the CGM values, both
the IOB and operative carbs values were normalized in both the training, validation,
and test set by the maximum value of the training set.

Models In the field of BGLP, the Long Short-Term Memory (LSTM) Model has led
to impressive results over recent years, and it is now viewed as the state-of-the-
art model in this research field [231,[232]. Therefore, we also adopted this neural-
network model. The LSTM models, reported in table considered in this work
consist of an input layer that is a sequence-input layer, which takes as input an
m X n matrix of features, where m is the number of features and n = 6 is the num-
ber of recent timestamps (i.e., the latest 25 minutes) to be input. The sequence-input
layer output is fed to an LSTM layer composed of n;, hidden units followed by two
fully connected layers with a Rectified Linear Unit (ReLU) activation function, com-
posed, respectively, of 171, hidden units and 17, hidden units. The output layer is
a dense layer with a ReLU activation function composed of one unit that returns
the predicted CGM value. Since hyperparameter tuning was not of relevance to the
presented work, we adopted a set of parameters already optimized in our previous
work [233], therefore 1), is equal to 32.

TABLE 5.8: LSTM Model Architecture

Layer Type Output Dimension Activation
Sequence-Input Layer —m X n None
LSTM Layer ny, hidden units ReLU

Fully Connected Layer 1 37, hidden units ~ ReLU
Fully Connected Layer 2 ;nj, hidden units ~ ReLU
Output Layer 1 value ReLU

We pursued both a univariate and three multivariate approaches. In the univari-
ate approach, the model has CGM as the only input feature (F1), thus m = 1. The
multivariate approaches use the following combinations of features:

¢ F2: CGM + operative carbs
¢ F3: CGM + IOB
* F4: CGM + operative carbs + IOB

Therefore a total of 4 cases for the input dataset were considered in this study.
All the models implemented are trained by minimizing the mean squared error
of the validation set.
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Smart contracts To manage the verification logic both within the FL rounds and
by an external verifier we implemented two Non-Fungible Tokens (NFTs) written in
Smart Contracts, namely the

Fed-Aggregator-NFT and the Fed-Peer-NFT. It has to be considered that to ensure
that the deployed NFTs align with the latest standards, the following measures were
taken. Firstly, ERC165 was implemented to enable standard interface detection. This
allows for seamless integration with other contracts and systems. Moreover, the
Ownable function set from OpenZeppelin was implemented to facilitate the transfer
of smart contract ownership, needed in the first phase after its deployment. Thanks
to the two types of NFT created, it is possible to manage all the proposed FL steps.
Specifically, the Fed-Aggregator-

NFT is composed of three transaction functions and nine call functions. The list below
summarizes and explains what is the role of each function.

¢ modelhash: is a public function, so it can be queried by everybody, and it re-
turns the hash of the model;

* InfoFed: is a public function, and it returns all the information given by the
aggregator to the system authority in .csv format;

* aggregator: is a public function, and it returns the address of the aggregator
in charge of the current FL process.

* current-round: is a public function, and it returns the current round number
as a uint256.

* Federated-status: is a public function, and it returns the status of the feder-
ated process; 0 if it is not ended and 1 otherwise.

* Round-n-complessive-hashs: is a public function, it takes as input the number
of the round that someone wants to check, and it returns all the information
about the required round.

* mint: is a function that can be used only by the aggregator when it coincides
with the owner of the contract and when the Federated-status is 0. This
function takes as input the hash of the model after the last round of FL and
all the necessary information about the round (like the number of participants
etc.) in string format, and as a result generates and assigns the NFT of the
round executed to the aggregator.

® Federated-end: is a function that can be used only by the aggregator when it
coincides with the owner of the contract. This function changes the Federated-status
to 1.

¢ transferOwnership: is a function inherited from the Ownable contract of Open-
Zeppelin and gives the possibility to the current owner to transfer the owner-
ship of the smart contract. In the proposed architecture is only used once by
the system authority after the development of the smart contract.

* CANNOT-TRANSFER-TO-ZERO-ADDRESS: is a function inherited from the Ownable
contract of OpenZeppelin and blocks the possibility to transfer a token to a
zero address, preventing the transfer of a token to not proprietary accounts.

* NOT-CURRENT-OWNER: is a function inherited from the Ownable contract of Open-
Zeppelin and gives as output "018001" if an only-owner function is called by
someone other than the owner himself.
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* supportsinterfaces: Returns true if this contract implements the interface
defined by interfaceld.

Furthermore, for what concern the Fed-Peer-NFT it is composed of four transaction
functions and ten call functions. The list below summarizes and explains what is the
role of each function.

* Peer-status: is a public function, and it returns the status of the peer; 0 if it is
active and 1 otherwise.

* peer: is a public function, and it returns the address of the peer that can use
this smart contract.

® Federated-process-address: is a public function, and it returns the address
of the smart contract of the
Fed-Aggregator-NFT for which the peer is working.

* last-participated-round: is a public function, and it returns the last partici-
pated round by the peer number as a uint256.

* mint: is a function that can be used only by the peer when it coincides with the
owner of the contract and if the Peer-status is 0. This function takes as input
the hash of the model parameters computed and the corresponding round of
FL in string format, and as a result, generates and assigns the NFT of the round
executed to the peer.

* StopPeer: is a function that can be used only by the aggregator. This function
changes the Peer-status to 1.

* RestartPeer: is a function that can be used only by the aggregator. This func-
tion changes the Peer-status to 0.

* modelhash, InfoFed, aggregator, transferOwnership, CANNOT-TRANSFER -TO-ZERO-ADDRESS,
NOT-CURRNT -OWNER, supportsinterfaces: are the same functions defined in
the former list.

It has to be noted that all the public functions have no active role in federated
training but can be called upon by an external auditor to check the status of the sys-
tem or by each participant in the process in order to synchronize with it and check
its status. This does not apply to the mint functions in the two contracts, which are
the only ones necessary for the advancement of the federated round. Additionally,
the Federated-end function is useful for interrupting the learning process and noti-
tying participants, while the StopPeer and RestartPeer functions are necessary for
expelling or readmitting a peer in the learning process.

Experimental setup In order to test the functionality of the designed architecture,
we chose to perform tests in order to answer four questions:

* Q1: Are the performance reached by models trained with the proposed archi-
tecture consistent with the performance reached using classical training ap-
proaches?

¢ Q2: How does the architecture perform varying the number of participants in
the round?
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* Q3: What are the actual implementation costs of the proposed architecture on
a public DLT?

* Q4: What are the overheads in terms of computational cost and time required
due to the introduction of a ZKP algorithm into the framework?

Performance test To answer Q1 we decided to perform two tests. In the first test,
we trained our models on the different sets of features with three approaches: using
our FL architecture, using a classical but not privacy-preserving approach (e.g. train-
ing the models as if the data were all in one server), and using a classical privacy-
preserving approach (e.g., the same model topology is trained with just single pa-
tients” data separately). Finally, we compared the results obtained in terms of Root
Mean squared Error (RMSE). In the second test, we conducted a Leave one patient
out (Lopo) test. In this test, we trained models on our federated architecture without
including one patient in the training set. Then, we used the excluded patient only
for testing. We compared the values obtained from this test with the values obtained
from the same model trained only on the excluded patient. The goal was to verify
the advantages of using the federated model, even if the excluded patient was not
among the FL participants, compared to a training task done alone knowing only
the network topology.

Robustness test To answer Q2 we trained the models in our FL architecture elim-
inating, according to a uniform random selection different for each round, a set of
peers ranging from 0 to 9 out of 12, therefore excluding up to 75% of peers repeating
the experiments 10 times for each percentage of excluded peers. In these conditions,
we evaluated the variation in the number of rounds required to train the model and
the performance changes.

Cost analysis It has to be taken into account that to perform a transaction on clas-
sical blockchains like Ethereum, there are fees to pay, these fees are expressed in ga
unit. In order to answer Q3 we have estimated the execution and transaction costs
using Remix, official ethereum.org IDE. On Remix, both implementation costs and
individual transaction costs can be calculated, in gas, according to the rules of the
selected Ethereum Virtual Machine (EVM). We chose to run these tests on Shang-
hai, which is the latest EVM update released. Therefore, we implemented the two
contracts described in and analyzed their implementation costs and the usage
costs for each function.

Overheads analysis In order to answer the Q4 we chose to implement a SNARK-
type ZKP algorithm, and specifically the Groth16 algorithm introduced by Jens Groth
in [235]. It represents a pairing-based scheme that relies on pairing-friendly elliptic
curves, derived in the trusted setup, and the hardness of the discrete logarithm prob-
lem over them. The usage of an auxiliary elliptic curve points from the trusted setup
is to prevent forged proofs. The proofs generated in this scheme are small and there-
fore fast to verify. In fact, the proofs 7t consist only of three elliptic curve elements

= ([m], [ma], [713]).-

2Gas [234] is a unit of measurement that represents the computational effort required to execute a
transaction or a smart contract on the Ethereum network. The block gas limit ensures that the network
is not overwhelmed with too many transactions at once, and it is determined by the Ethereum valida-
tors and can be adjusted over time based on the network’s usage and capacity. The current block gas
limit can be viewed on any Ethereum block explorer or node client.
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Standard

Approach/Patients | 540 | 544 | 552 | 559 | 563 | 567 | 570 | 575 | 584 | 588 | 591 | 596 |Mean |Deviation
CPPF1 22.06(17.40|17.24|19.58|19.26|20.71|17.65 | 24.86 | 21.79|19.83 | 21.44 | 18.24| 20.00 2.19
CNPP F1 21.86|17.40|16.51|18.99|18.57|21.53 |16.21|22.37|21.94|18.63 | 21.28 | 17.42| 19.39 2.19
FL F1 22.02|17.24116.66|19.53|18.44 |21.47 |16.99 | 23.16 | 21.63 | 18.44 | 21.34 | 17.28 | 19.52 2.20
CPP F2 21.79|16.43119.77|19.61|18.96 | 21.13 | 16.87 | 22.91|22.15|19.85 | 21.25|17.51| 19.85 2.02
CNPP F2 21.81|16.82]16.68|18.95|18.56|20.87|17.84|22.33|22.12|18.64 |20.54 | 16.71| 19.32 2.05
FL F2 21.95|16.5616.54|18.90|18.30|21.39 | 16.48 | 22.29|21.89|18.09 | 20.73 | 16.46| 19.13 2.28
CPP E3 21.25|17.16|16.72|19.41|24.88|20.57 | 17.31 | 23.36 | 21.44 | 18.10 | 22.75 | 17.85| 20.07 2.60
CNPP F3 21.65|17.24116.33|18.93|18.25|20.98 | 15.88 | 21.82|21.69|17.74|20.68 | 17.11| 19.02 2.13
FL F3 21.98|17.59|16.54|19.55|18.38 | 21.24 | 16.51 | 23.04 | 21.38 | 18.14 | 21.02 | 17.17| 19.38 2.18
CPP F4 21.75|16.64|18.93|18.93|19.53|21.05|16.27 | 23.81|21.08 | 18.86 [ 20.91 | 16.91 | 19.56 2.18
CNPP F4 21.24|16.4816.43|18.17|18.80|20.62|15.53 | 22.26|21.91|17.53 | 21.07 | 17.08 | 18.93 2.28
FL F4 21.67|17.05|16.47|18.37|18.19|20.79 | 15.97 | 22.04 | 21.69 | 18.29 | 20.70 | 16.47 | 18.98 2.18

TABLE 5.9: Results of the performance tests as RMSE [mg/dL] for
each patient, and mean +/- standard deviation for each approach;
Centralized Privacy Preserving (CPP), Centralized Non-Privacy Pre-
serving (CNPP), Federated Learning (FL). The alphanumeric code F1
to F4 represents the subset of features used as reported in subsection

M

5.4.3 Results and Analysis

In this section, we present the results of the tests carried out for our case study. Fol-
lowing the experimental setup described in subsection we present the results
in three separate subsections.

Performance test Table[5.9and Table show the results of the first test carried
out to answer Q1 expressed in subsection [5.4.2]

Table [5.9| presents the outcomes of the performance test in terms of RMSE. The
rows indicate the approach employed, specifying the model type using codes de-
scribed in the Performance Test section of[5.4.2] as well as the subset of features used,
described in section[5.4.2] The columns correspond to individual patients for whom
the predictions were made, while the last two columns represent the overall mean
value across all patients and the associated standard deviation. The presented table
clearly illustrates the satisfactory performance achieved by FL. Moreover, it has to be
noted that each client in this study has its own dataset with different characteristics
in terms of size and data distribution. As it can be observed in Table although
the centralized non privacy preserving with two features has a slightly higher mean
RMSE (19.32 mg/dL) compared to the FL approach (19.13 mg/dL), its lower standard
deviation (2.05 mg/dL versus 2.28 mg/dL) suggests greater consistency in perfor-
mance across different datasets. This indicates that, despite a slightly higher mean,
the centralized non privacy preserving approach may offer more reliability and less
variability in performance. Furthermore, to delve deeper into the obtained results, a
bootstrap test was performed, yielding a p-value of 0.408. This p-value implies that
we cannot reject the null hypothesis, indicating that the regressions performances
are comparable, amidst normal statistical variability. Notably, FL showcases an ap-
preciable improvement when compared to the centralized privacy-preserving ap-
proach, while experiencing a slight drop in performance compared to the central-
ized non-privacy-preserving approach. Furthermore, it is essential to consider the
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Standard
Approach/Patients | 540 | 544 | 552 | 559 | 563 | 567 | 570 | 575 | 584 | 588 | 591 | 596 |Mean |Deviation
CPP F1 22.06|17.40|17.24|19.5819.26 | 20.71|17.65 | 24.8621.79 | 19.83 | 21.44 | 18.24| 20.00 2.19
FL F1 22.45(17.39(16.34|19.49|18.24|21.51 |17.45|22.49|21.60 | 18.48|20.97 | 17.41 | 19.48 212
CPP F2 21.79(16.43|19.77|19.61|18.96 | 21.13 | 16.87 | 22.91 | 22.15|19.85|21.25 | 17.51 | 19.85 2.02
FL F2 22.34|17.07 |16.77|19.08 | 18.51 | 21.79 | 18.51 | 22.59{22.08 | 18.30 | 21.07 | 16.59 | 19.56 2.19
CPP F3 21.25(17.16|16.72|19.41|24.88|20.57 | 17.31 | 23.36 | 21.44|18.10|22.75 | 17.85 | 20.07 2.60
FL F3 21.65|18.14|16.22|19.39 | 18.64 | 21.19 | 16.94 | 22.13|21.55 | 18.29| 20.94 | 16.94 | 19.34 2.01
CPP F4 21.75|16.6418.93|18.93|19.53 | 21.05 | 16.27 | 23.81{21.08 | 18.86|20.91 | 16.91 | 19.56 2.18
FL F4 21.99(18.17|16.83|19.04|18.41|21.46 | 16.65 | 22.04 | 21.85|18.69 | 20.51 | 16.36 | 19.33 2.07

TABLE 5.10: Results of the performance tests as RMSE ([mg/dl]) in

the Lopo test for each patient, and mean +/- standard deviation for

each approach; Centralized Privacy Preserving (CPP) and Federated

Learning (FL). The alphanumeric code F1 to F4 represents the subset
of features used as reported in subsection

trade-off between the modest performance drop and the enhanced privacy and se-
curity offered by FL in contrast to the centralized non-privacy-preserving approach.
This becomes particularly crucial when dealing with sensitive medical data. Hence,
it is clear that the FL approach represents a substantial improvement in learning pro-
cesses, as it successfully balances performance, privacy, and security considerations.

Table |5.10| shows the results of the Lopo test. The FL approach demonstrates a
lower RMSE on all patients than the centralized privacy-preserving approach. This
result highlights that the FL approach possesses superior generalization capabili-
ties, demonstrated by better performance on previously unobserved data. These
observations indicate that the FL approach is able to adapt more effectively to new
scenarios or data that were not present in the training set. This suggests a greater
ability to learn and extrapolate intrinsic features of the data, allowing the FL model
to provide more accurate and more solid predictions on new instances. Therefore,
the FL approach shows considerable potential in addressing prediction problems on
new patients or scenarios, while ensuring the privacy of sensitive data.

Robustness test In Figure the results of the robustness test are presented:
through the three plots in the figure, it is possible to see the relationships between
the number of participants in the distributed architecture, the performance achieved
(in terms of RMSE) and the number of rounds required to reach convergence. In par-
ticular, the x-axis represents the number of participants, the y-axis shows the perfor-
mance measures in terms of RMSE, and the z-axis reflects the number of rounds
needed to reach convergence. On the side of the same figure, can be found the
2D projections of the central plot that compare, respectively, the number of rounds
required to converge versus the number of participants considered and the RMSE
achieved versus the number of participants considered.

The results show a decreasing trend in the number of rounds required for con-
vergence as the number of participants decrease. In particular, there is a significant
drop, by approximately 80%, in the number of rounds required during the transi-
tion from 12 /12 participants to 11/12 participants. This decrease in required rounds
reduces the computational load required to train the model with FL. Excluding a
subset of nodes introduces a form of regularization, which prevents overfitting to
the data of any specific node or subset of nodes [236]. This can lead to quicker con-
vergence towards a solution. Furthermore, the 80% reduction indicates that there is
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Number of patients versus Number of rounds Number of patients versus RMSE
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FIGURE 5.12: The graph (b) shows the relationship with the FL ap-
proach between the number of participants in the distributed archi-
tecture, the performance metric (RMSE) and the number of rounds
required to reach convergence. In the graph, the x axis represents the
number of participants, the y axis indicates the performance metric
(RMSE), and the z axis represents the number of rounds required to
achieve convergence. Plot (a) and plot (c) represent the 2D projec-
tions of graph (b) that compare, respectively, the number of rounds
required to converge versus the number of patients considered and
the RMSE [mg/dL] achieved versus the number of patients consid-
ered.

similarity among the data across different nodes. Therefore, by focusing on a subset
of nodes, the training can zero in on more informative updates, thereby speeding up
the learning process. This highlights the important role played by each participant
in the distributed architecture and the effect that even a single random exclusion
can have on the entire training process. This observation may suggest the appropri-
ateness of a strategic selection or weighting of participants based on their specific
computational power or data size. In addition, it shows how even a slight reduction
in the number of participants can lead to considerable benefits in terms of system
efficiency and response time.

For what concern the RMSE, as can be observed in there is a slight drop
in the metric as the number of excluded peers increases. The primary focus of this
figure is to demonstrate the central tendency of data collected from various clients,
rather than assessing the variability or uncertainty associated with these data. More-
over, the peak in RMSE at 5/12 participants, preceded by lower RMSE values at
6/12 participants and followed by a drop at 4/12 participants, may indicate that
performance optimization does not follow a linear trend in relation to the number of
participants, but may have turning points or ‘peaks’ that significantly influence the
results.

These results, however, are related to the specific dataset that we are using, so
in a real application scenario the aggregator if aware of particular training trends,
related to the data or the task being handled can vary ad hoc the total number of
participants required to advance a round allowing to manage the trade off between
the drop in computational demand and the drop in model quality.

In summary, the experimental results highlight the robustness of the distributed
architecture to participant exclusions, demonstrating the architecture’s adaptability
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to changes in data distribution and peer participation, allowing for efficient man-
agement of variations and ensuring greater operational flexibility.

Cost analysis Table shows the costs in gas needed to deploy the Smart Con-
tract and those related to the call of the functions that constitute it. In fact, not
all functions require a gas charge for execution, if executed by a personal address
and not by a smart contract, just the transactions that change the records on the
blockchain require gas. This means that calling a contract to view data does not
involve the payment of gas.

As depicted in table it is evident that all status verification functions, when
called from an account address rather than from another contract, incur zero costs.
This enables unrestricted verification of information stored on the blockchain and
allows external auditors to validate the accuracy of the FL process without any fi-
nancial burden. On the contrary, mint functions do have associated costs, albeit lim-
ited, which increase with the number of rounds required to conclude the FL process.
Nevertheless, the existence of these costs, when combined with the primary expense
of deploying the contracts, encourages cautious usage of these functions. This not
only mitigates the risk of spam, but also facilitates the estimation of the effective eco-
nomic value of the trained model. Consequently, such a quantification justifies its
potential sale and reinforces responsible behavior in utilizing the FL system. How-
ever, it should be noted that total training costs scale linearly with an increase in the
number of peers and can reach considerably high overall costs. Therefore, in the
event that an FL process with a considerable number of participating peers needs to
be conducted, the most sustainable solution to be adopted may involve the choice of
a blockchain with a low fee cost such as Tezos, Algorand, etc., or the adoption of a
private or consortium blockchain network.

Overheads analysis Data reported in Table[5.12]are derived from a series of 10 FL
simulations, each comprising 50 rounds. All experiments were conducted on the
same computer, equipped with an Intel Core i9-11900K processor, 64GB of DDR4
RAM, and an NVIDIA GeForce RTX 3070 GPU, ensuring consistent and robust com-
putational performance. The tabulated values represent the means and standard
deviations of the computational times, measured in milliseconds. Our investiga-
tion delineates the comparative performance metrics between a standard FL config-
uration (FL-Vanilla) and an augmented variant employing SNARK implementation
(FL-SNARK). Notably, the FL-Vanilla configuration exhibited an average computa-
tional latency of 21600 milliseconds, with a standard deviation of 2344 milliseconds.
In stark contrast, the FL-SNARK configuration demonstrated a significant elevation
in computational time, registering an average of 127108.3 milliseconds with a stan-
dard deviation of 13955.8 milliseconds for the Fit (F) phases, alongside an overhead
(F-O) of 105508.3 milliseconds with a standard deviation of 11611.8 attributable to
the SNARK computations. Despite the marked increase in computational overhead,
it is important to highlight that such overheads are solely imposed on the peer side,
with no implications for the aggregator. This design decision is underpinned by
the computational efficiency of SNARK verifications using Groth16, which can be
expediently executed within a matter of tens of milliseconds. Consequently, while
the nodes are subjected to more rigorous computational demands, this mechanism
serves to promote accurate and honest participation without detracting from the
scalability attributes of the envisioned architecture.
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TABLE 5.11: Functions costs of the Smart Contracts with associated
frequencies: OTfR (One Time for Round); OTO (One Time Only) ;
EC (Every Check) ; OfEC (Only for External Check) and OiN (Only if
Needed). The f.c. after the cost in gas stand for "for contract” because

those function are free if called by a normal account.

Function Caller Function Name Cost in gas | Call Frequency
System manager deploy Fed-Aggregator-NFT 1546159 OTO
Anyone modelhash 7755 f.c. EC
Anyone InfoFed 10009 f.c. EC
Anyone aggregator 2582 f.c. EC
Anyone current-round 2521 f.c. EC
Anyone Federated-status 2455 f.c. EC
Anyone Round-n-complessive-hashs 12860 f.c EC
Aggregator mint Agg NFT 211386 OTfR
Aggregator Federated-end 45535 OTO
Owner transferOwnership 33371 OTO
Anyone CANNOT-TRANSFER-TO-ZERO-ADDRESS| 831 f.c. OfEC
Anyone NOT-CURRENT-0OWNER 808 f.c. OfEC
Anyone supportsinterfaces 630 f.c. OfEC
System manager deploy Fed-Peer-NFT 1615224 OTO
Anyone Peer-status 2521 f.c. EC
Anyone peer 2583 f.c. EC
Anyone Federated-process-address 2538 f.c. EC
Anyone last-participated-round 2477 f.c. EC
Peer mint Peer NFT 188457 OT{R
Aggregator StopPeer 45557 OiN
Aggregator RestartPeer 23634 OiN
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F std F-O std

FL-Vanilla | 21600 | 2344.0 - -
FL-SNARK | 127108.3|13955.8|105508.3 | 11611.8

TABLE 5.12: Results of the analysis of overheads between an

FL Vanilla (FL-Vanilla) and FL with SNARK implementation (FL-

SNARK). The table shows the mean values with their standard devi-

ations (std) divided by Fit (F) phases and their associated overheads
(F-0O). All reported values are in milliseconds.
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5.5 Federated Online Extreme Learning Machine for Blood
Glucose Level Forecasting in Type 1 Diabetes

This study proposes a solution to the previously mentioned problems concerning
machine learning and deep learning in the context of diabetes by introducing a sys-
tem for Online Learning (OL) of specialized models within a federation dedicated to
a privacy-secure learning paradigm. The framework employs a triple NN approach,
where each submodel specializes in a particular glycemic condition. It leverages a
decentralized and distributed paradigm known as FL, recognized for its robust data
privacy management capabilities. FL enables the sharing of knowledge extracted
from private data across a large network of federated devices without the need to
exchange the raw data itself. Additionally, the use of Extreme Learning Machine
(ELM) [237] models in the FL environment ensures excellent generalization abilities
with minimal computational overhead. A variant of ELM, Online Sequential Ex-
treme Learning Machine (OS-ELM) [238], has been further enhanced to create the
Robust Online Sequential Extreme Learning Machine (ROS-ELM), particularly suit-
able for time series forecasting. As a result, online model training can be performed
with minimal computational resources, while maintaining the privacy of sensitive
data. All these components converge into a single methodology, referenced here as
"FedROS-ELM,," illustrated in Figure

BGL data

E ROS-ELM

Client1

Client 2 ROS-ELM

E ROS-ELM —_—

Client 3

il

Server

g. g’ g.
E

Clientp w E ROS-ELM

FIGURE 5.13: Representation of the FedROS-ELM framework in

which each client represents a device connected to the individual pa-

tient for monitoring the glycemic level and training a local ROS-ELM

model on it. The knowledge extracted from each local model is sent

to the server, a centralized computing unit used for aggregating the
knowledge shared within the federation.

5.5.1 Comparison with the literature

The comparison with the models was made in terms of tradeoff between prediction
performance and computational complexity required for training. For this reason,
we provisionally excluded from the selection described in the paragraph “Approaches
for BGL Prediction with Ohio TIDM Dataset” of section[5.2 excessively complex mod-
els which, although performing well in terms of prediction error, belong to a cate-
gory of prediction models that are not suitable for implementation in edge devices.
These models include the Transformer and other large Deep Neural Networks ar-
chitectures, which perform very well on time series forecasting tasks [239], [240],
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but are too complex for our purposes. Also relatively simple models, such as linear
models, have been excluded from further consideration: while they require mini-
mal computational effort, they typically exhibit lower levels of predictive accuracy
than those found in the present study. Six deep learning approaches were selected
from the literature, referred to as "comparison models", each of which was origi-
nally applied to Ohio T1IDM Dataset. A summary overview of the approaches used
can be observed in Table The first selected work [241], based on ensemble
learning, includes three different approaches (1), (2), (3) that differ in the criteria by
which the predictions of three separate models (Linear Model, Vanilla-LSTM: VL-
STM and Bidirectional-LSTM: BiLSTM) are aggregated: Stacking (1), Multi-variate
(2) and Subsequences (3). The combined output of the three models is given as in-
put to a Meta-Learner, which, depending on the approach, looks like a Linear Model
(1), a Multivariate-LSTM (2) and a Conv-LSTM Encoder-Decoder (3). In the case
of [242] we also find an ensemble approach, but this time it is the integration of the
predictions made by MLPs and LSTM networks at different levels. Again, the work
gives us more than one prediction model, in fact we find either an MLP network
or an LSTM network as Meta-Learners. In [32] is shown the application of a BiL-
STM network to three different feature sets (uni-variate and two multi-variate), of
which only the uni-variate was considered for consistency. Also in [243] we find
the application of Recurrent Neural Network (RNN) to the glucose level regression
task, in particular LSTM networks. In all the papers presented the prediction er-
ror values are provided directly by the authors of the works, this is not the case for
the computational complexity associated with training the models. The latter must
be estimated from the architecture. To this end, reference may be made to [244], in
which a consistent method is provided for calculating the Floating Point Operations
(FLOPs), performed by the algorithm during training. However, this aspect will be
described in more detail later.

Model | Approach| Basedon |Computation Dataset
Proposed | Triple NN | FedROS-ELM | Decentralized Ohio T1DM
7241](1) Ensamble | Linear+RNN | Centralized Ohio T1IDM
7241](2) Ensamble | Linear+RNN | Centralized Ohio T1IDM
7241](3) Ensamble | Linear+RNN | Centralized Ohio T1DM
B [242] Ensamble | MLP+RNN | Centralized Ohio T1DM
*[32] Single NN RNN Centralized |Ohio T1DM-+DPrivate
i243] Single NN RNN Centralized Ohio T1DM

TABLE 5.13: Summary of the proposed approach and the comparison

models. The term Triple NN refers to the simultaneous use of three

sub-models specializing in three different situations (euglycemia, hy-
poglycemia, and hyperglycemia).

5.5.2 Materials

The proposed predictive system is structured in a federated fashion, comprising a
server and several clients. Each client, which represents the physical device used to
monitor the individual patient, is equipped with three ROS-ELM regressor models
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that are trained on distinct subsets of the dataset. At the conclusion of each training
iteration, each client transmits knowledge to the server, where it is aggregated with
knowledge from all other clients. The information extracted from the data and ag-
gregated is used to generate a global model containing knowledge from the entire
federation, this model will then be responsible for making future predictions.

Pre-processing For this work we used the Ohio T1DM dataset it was neces-
sary to verify that the values were all temporally spaced by 5 minutes and that they
were all positive real numbers (R™). For each sample with missing values or not
spaced 5 minutes apart from the previous or next sample (with a tolerance of 10 sec-
onds), it is labeled as "compromised". All compromised samples plus the (6 + PH)
samples following the compromised were eliminated. PH is the prediction hori-
zon, it represents how far ahead in time you want to perform the prediction and is
expressed in number of samples. It was decided that a linear interpolation of the
missing data would not be performed in order to avoid introducing a bias in the
inference process. This would ensure that the model would not over-perform on the
interpolated samples. Furthermore, no higher order interpolation was conducted
as the majority of the missing or unusable data were isolated. The introduction of
such a solution would have necessitated the local increase in sample density in the
temporal neighbourhood of the sample to be interpolated. This, although effective
in many contexts, would have deviated from the real-world application context in
which sampling occurs at a fixed frequency.

The single training example has been generated as follows. A number of obser-
vation samples was chosen to be 6 (25-minute observation), i.e. the size of the input
vector. This choice was motivated by two factors: firstly, this is the observation time
span that maximizes the performance of our approach; secondly, a literature review
shows that 6 observation samples is one of the most popular choices. Subsequently,
the target sample for prediction must be selected, i.e. the one the model must learn
to predict from the input. As previously stated, the time interval separating the last
sample of the input vector from the prediction target is PH and this value was also
chosen to be 6 samples for a prediction horizon of 30 minutes. Figure[5.14provides a
schematic representation of the generation of the single training sample. The entire
dataset is transformed into training examples by treating the aforementioned pro-
cess as a moving window. The step or resolution at which this window moves is
variable and it was called SWstep.

5.5.3 Proposed Methodology

Curriculum for expert model With the aim of generate specialized models for dif-
ferent glycemic conditions, we first needed to define these conditions and find a
way to differentiate them. This was achieved by defining a threshold, called Hypo,
which separates euglycemic conditions from hypoglycemia (Hypo = 100 mg/dL)
and a second threshold, called Hyper, which separates euglycemic conditions from
hyperglycemia (Hyper = 180 mg/dL). Subsequently, M, the mean value in mg/dL
over the input vector, for each example was calculated. This value was then assigned
to each example to identify its relevance to the areas of hypoglycemia, euglycemia
and hyperglycemia. This operation permitted the training of three distinct models
on three different curriculum: the first was designed for hypoglycemic conditions, or
those that may lead to hypoglycemia, the second was designed for hyperglycemic
conditions or those that may lead to hyperglycemia. Finally the third curriculum was
designed for euglycemyc conditions. The calculation of M is precisely intended to
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manage transition conditions between the areas bounded by Hypo and Hyper.
Although the dataset has been divided into the sections just seen, the order in which
the global model is trained and thus with which the different local models view the
time series has not been altered. For each training example, the glycemic condition
indicated by M of the input vector is checked, on the basis of which the most appro-
priate regressor to be trained is chosen.

PH SWstep
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FIGURE 5.14: This image illustrates the process of generating training
samples for the model. The red portion highlights the input vector
formed by concatenating six consecutive samples, while the blue line
identifies the target sample, which the model is tasked with predict-
ing. 'PH’ denotes the prediction horizon, expressed as the number of
samples, and 'SWstep’ refers to the step size by which the time win-
dow, used to generate training samples, shifts along the BGL series,
also measured in sample units.

Extreme Learning Machine and ROS-ELM The idea behind ELM training under-
lies each of the local models in the proposed framework. This architecture is based
on a pseudolinear model, which learns in a non-iterative manner: it simultaneously
look at all the training examples given to it, on which it solves a linear system to
extract knowledge. ELM is essentially a Neural Network single hidden layer, where
the first layer performs a mapping of the input in a random feature space and has
neurons that after being initialized, assigning to their weights w and biases b values
sampled from a generally arbitrary distribution, are no longer updated. The second
layer, on the other hand, performs predictions. An illustrative diagram of the net-
work can be found in Fig.

The random mapping performed by the first layer can be formalized through the H
matrix, which takes the following form:

g(Xywy +b1) -+ g(Xywyg +by)
H(X,w,b) = : : (5.9)
g(Xnwy +b1) -+ g(Xnwy + by)

The variable X, which represents the training batch, is itself a matrix of dimensions
(N, m), where N represents the number of examples and m represents the number
of samples within the single example (in the present case, m is the size of the input
vector and is therefore equal to 6), g represent a generic activation function. N,
on the other hand, represents the number of neurons in the hidden layer, w and b
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are respectively a matrix of dimension (m, N) and a vector of dimension (N). The
output of the network can then be expressed as:

HB = Out (5.10)

Where B represents the transfer function of the hidden layer and has dimensions
(N , Nout), where Noy; is precisely the number of output neurons. By providing the
network with targets T (having the same size as Out), it is possible to calculate B by
solving a simple linear problem:

B=H"IT (5.11)

The calculated B will then be used to make predictions. The knowledge extracted
from the data will therefore be contained within the values of B. Such a learning pro-
cess is limited: it has no memory of the past, since at each iteration B is recalculated
and the information extracted during the previous iteration is lost. To overcome
these limitation, it is possible to use a regularized variant of ELM specialized for
online learning: ROS-ELM. In essence, our objective is to solve the following opti-
mization problem:

Minimize: L|BIE + S 3 e 2 (5.12)
) 2 &l '

1
subjectto : HX)B=T —e

Where e represents the vector of errors committed by the model for each training
sample (e = T — Out), C is a parameter that assigns a weight to the regularisation
L, for the elements of B.

The problem can be solved by deriving a closed-form:

-1
B= (él + HTH> H'T (5.13)

Assuming we increase the number of examples contained in X (X to Xou1 : Xo U X1),
the number of rows of H (Hy to Hou1 : Hy U Hy) will also increase. The overall H
matrix takes the following form:

Hyu; = (5.14)

it is then easy to verify that By (i.e. the B relative to Xou1) can be calculated from By
(i.e. the B relative to Xp):

B; = By + K;H;" (T1 — H1By) (5.15)
K; = Ky + H;"H; (5.16)
T
I Hy Hy . . .
where K; = | &+ . It is then possible to generalize these
H; H;

update laws with respect to the k-th iteration:

Bii1 = Br + Ky 1Hi 1" (Txt1 — Hx11By) (5.17)
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Ki+1 = Ki + Hi1' Hir (5.18)

The update process represented by equations and is employed within the
ROS-ELM models utilized in the proposed system.
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FIGURE 5.15: Graphical representation of an ELM as a single hidden

layer neural network, processing the i-th example. The input matrix,

represented by X, is mapped by the random function H to produce a

latent vector, highlighted in blue. The Out vector is then predicted by
the function B.

Federated Approach As previously stated, a decentralized and distributed train-
ing approach was implemented, enabled by the federated environment that is com-
prised of two actors: a server, which is responsible for managing the entire envi-
ronment, and a series of clients (or nodes), which execute the server’s instructions
in a federation that is characterized by a Master-Slave(s) approach. In the context
of our case study, each node represents a single device used to monitor the indi-
vidual patient. Consequently, there are 12 clients. Each node maintains a local and
private dataset that is continuously updated, as it is always measuring new sam-
ples of BGL. The intrinsic robustness and security of FL from a privacy perspective
is derived from the fact that each node trains a learning model on its own dataset,
without sharing it with any other participant in the federation. Subsequently, each
clients performs its own training process, which is arbitrarily defined by the server
but consistent across all clients. The parameters, computed by the clients, which con-
tain the knowledge extracted from the data, are then sent to the server. The method
by which the parameters from the various clients are aggregated is arbitrary and de-
pends on the specific problem. For instance, simple averaging may be employed.
The aggregation produces a set of parameters that is compatible with the learning
model chosen by the server beforehand and it is used to produce a trained global
model, which is then sent back to the clients so that they can update it on the new
data. This is an iterative process that lasts until the end of the available data or up to
a set maximum number of iterations (commonly called rounds).
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Initialization The process of initialising the federated environment involves a num-
ber of fundamental steps necessary for proper peer-to-peer efficent communication:

* Setup: clients wishing to participate in the federation must notify the server of
their intention.

* Verification: In this phase, the server verifies that the information sent by the
clients is correct.

¢ Defining the environment: The server informs the participating clients of im-
portant information: the chosen learning model and its hyperparameters, the
maximum number of rounds, the number of iterations per round, the charac-
teristics of the object containing the learned parameters and its size.

Rounds : Each round follows the same procedure. All the clients in the federation
perform one or more training iterations (depending on what was specified during
initialisation) and store the parameters resulting from the training in memory, to
send it to the server at the end of the current round. The training phase ends when
the server receives positive feedback, concerning the execution of the training cal-
culation, from all the clients participating in the federation. The server informs all
the clients to send their parameters. There is then a phase of aggregation of these
parameters server-side. It results in an object that is compatible with the established
learning model, so that global parameters can be obtained, which are sent back to all
clients and determines the end of the current round.

5.5.4 Experimental setup

In this section we present the choices made to adapt the system to the BGL forecast-
ing task and the aspects investigated through a series of experiments.

Regarding the process of constructing the training examples, the step (SWstep) at
which the observation window, that generates the input vector, moves over the BGL
series, was considered as a hyperparameter to be investigated. We started with a
window moving with a SWstep of 1 sample per example (i.e. the j-th example is
found lagged by 1 sample from the (j-1)-th example), up to a SWstep of 3 samples per
example (i.e. the j-th example is found lagged by 3 samples from the (j-1)-th exam-
ple). Larger SWsteps have been neglected in order to avoid updating the model too
infrequently, which would have been clearly contrary to the objectives of this study;,
one of which is to propose a predictive system capable of adapting very quickly to
the variability of the data.

Focusing on the hyperparameters of ROS-ELM, due to the relative simplicity of the
model and its extremely short training times, we decided to tune everything that
could be tuned, in particular we find the size of the training batch (N, interpreted as
the number of examples that the network sees simultaneously and on which it solves
the linear problem), the number of neurons in the hidden layer (N ), constrained, as
shown in [245], by the size of the batch. We also have the value of the L, regularisa-
tion parameter (C) and, finally, the activation function used in the hidden layer (g).
In the federated environment, only the aggregation method aspect was investigated,
in particular the mathematical function required to aggregate the parameters sended
from the clients to the server. These functions were tested in terms of their robustness
against the presence of outlayers artificially inserted into the dataset through dedi-
cated experiments.
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For the hyperparameters, a grid search was performed and the ranges of all the in-
vestigated values are reported in Table

Hyperparameter Range Step
SWstep [1, 3] samples 1 sample
Batch Size [10, 200] 10
Hidden Neurons [50, 100] 10
C [0.001, 0.1] 0.005
g [ReLU, Sigmoid, Tanh] //

TABLE 5.14: Ranges of the tuned hyperparameters.

The federated aggregation methods investigated are:

¢ The Geometric Mean: it is the simplest and computationally least expensive
aggregation method selected, with a complexity that can be approximated as
O(Np) where N represents the size of the matrix B, which, in a regression task,
is reduced to a vector of dimensions (N, 1), while p represents the number of
vectors over which to compute the mean (i.e. the number of participants in the
federation, 12 in our case);

¢ The Weighted Geometric Mean: this type of aggregation is characterized by
the multiplication of each element of the vector B by a weight score that quan-
tifies the the inverse of the error (i.e. Root Mean Square Error: RMSE) and thus
the accuracy that the single clients presents on a local test set containing sam-
ples related to the same subject on which the clients itself has been trained. The
complexity of this method is still comparable to that of the simple Geometric
Mean, which can again be approximated by O(Np);

* The Geometric Median (GM): it is a particularly robust aggregation method
in the presence of outliers (vectors B geometrically very distant from all oth-
ers), it is extremely effective in reducing the deterioration of the global model’s
performance (consequent to aggregation) in cases of malfunctions or corrup-
tion of one or more clients. This method has been implemented through an
iterative algorithm, whose convergence is guaranteed in a finite number of it-
erations, through a tolerance set a priori on the distance in the space RN and
equal to 10~°. The complexity of this method grows compared to the previous
ones and can be approximated by O(INp) where I represents the number of
iterations required for convergence:

p .
argmin y_(||B"* — GM||?) (5.19)
GM =1

In the preceding expression, B' denotes the B vector sent to the server by the
i-th client.

The RMSE is utilized not only within the second aggregation method but also
as a performance metric to assess the performance of the global model trained on
the test set. However, predictive accuracy does not take into account the clinical
risk associated with the predictions made by the model. Therefore, relying solely
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on the RMSE would be a superficial approach. For this purpose, a metric widely
accepted in diabetes research has been used: the Clarke Error Grid or CEG. The CEG
represents a graphical tool for assessing the clinical applicability of blood glucose
predictive or measuring instruments. In particular, the CEG is presented as a two-
dimensional grid that relates predictions (or measurements) to a reference glycemic
value, which is considered reliable. The 2D plan is divided into five zones (A, B, C, D,
E) characterized by increasing levels of risk associated with the clinical measures that
can be taken consequently to the predictions (or measurements) of the instrument
being assessed. The risk levels range from no risk to a risk of serious complications,
which may result in death.

FLOP estimation It is not straightforward to ascertain the complexity of a train-
ing algorithm when the implementation process is unknown. One might consider
training time as a metric of complexity, but this is highly dependent on the machine
used to perform the calculations. Furthermore, it is not always possible to trace
the hardware specifications of the machines used to train the predictive models in
the literature. We were assisted by [244], which presents a method for estimating
the number of floating-point operations (FLOPs) required for the training process
of the most common deep learning architectures. The number of FLOPs represents
the number of mathematical operations carried out within an algorithm and allows
us to estimate its computational complexity, as opposed to processing times, which
are highly dependent on hardware specifications. In the aforementioned article, it is
evident that there is a clear distinction between architectures trained with backprop-
agation and those trained without. For each architecture under investigation, the
number FLOPs associated with the processing of either a single training example, a
training batch or an entire epoch can be calculated. The training-related complexity
is defined as the total processing complexity, including the updating of the archi-
tecture parameters. In particular, the latter can be approximated as three times the
FLOPs required for processing alone (i.e. without updating the parameters). This al-
lowed us to estimate the complexity involved in the training of the models selected
in the literature and highlighted above as comparison models.

Inference modes We decided to evaluate performance, and then extract RMSE and
CEG, in two different test configurations. The purpose is precisely to show the be-
havior of the framework in two different application contexts:

¢ Test on test set: In the first case, we simply use the test data provided directly
by the publishers of the dataset. In each federated round, after aggregating the
parameters from the different clients, we have a test phase on the entire test set.

® Online test: In the second case, the approach changes. We wanted to simulate
a real application context; in fact, in each round, the model should make pre-
dictions on data immediately following the data on which it has just learned (a
classic online learning condition). To do this, in each round the global model
is tested on the training batch immediately following the one it has just seen.

In both scenarios, the performance obtained is the average of the performance ob-
tained by the global model on the data for the 12 different subjects.
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5.5.5 Results and discussion

First, before presenting the results, you can appreciate the outcome of the grid search
in Table The hyperparameters shown in that table are those used to obtain all
the results.

Hyperparameter| Value

SWstep 1 samples

Batch Size 100
Hidden Neurons 100
C 0.01

g ReLU

TABLE 5.15: Optimal hyperparameters obtained via grid search.

Single Regressor The trained global model proved to achieve particularly low pre-
diction error values in the test phase, confirming the initial hypotheses about its ex-
cellent generalisation capabilities. This is true both for the online test conditions and
for the entire test set, as shown in Figure In the same figure, the rapid conver-
gence of learning to a quasi-stationary value can also be observed. In particular, the
global model achieves an average minimum RMSE (averaged over the 12 clients) of
14.73 for the test on test set and 18.48 for the online test during the FL process. The
RMSE value converges very quickly after 20 rounds in both test cases, suggesting
a model pre-tuning window of about one week (consistent with the sampling times
used in the acquisition of this dataset) before reliable performance is achieved. It can
be seen that there is a substantial difference between the mean error committed by
the global model in consecutive rounds, evidenced by high variability in the trend of
RMSE. The percentage absolute error committed in relation to the target BGL value
is depicted in Figure to highlight the difficulties encountered by the model in
making predictions under different glycemic conditions. It can be observed that the
predictive accuracy is particularly high in the euglycemic zone, but it deteriorates in
the hypoglycemic and hyperglycemic zones but this is justified by the imbalance in
the dataset between the different glycemic conditions.

With regard to the clinical applicability of the method, the analysis carried out by
the CEG showed a good degree of clinical reliability. In fact, as can be seen in Figure
a percentage of predictions greater than 97.88% can be found in zones A and
B (characterized by low risk) for all subjects, a percentage of predictions of about
0.02% in zone C and about 2.20% in zone D. As can be seen from the graph of the
CEG, the predictions are distributed on or around the diagonal.

Triple Regressor In the case of the triple regressor model, performance improves
significantly. A minimum RMSE averaged over the 12 subjects of 13.73 in the case
of the on test set and 12.03 in the case of the online test is achieved, as can be ap-
preciated in Figure There is a clear advantage in terms of RMSE over the sin-
gle regressor model in both test cases, also both the variability of the mean RMSE
and the mean standard deviation over all rounds are reduced. This is due to the
greater accuracy with which predictions are made mainly in the hypoglycemic zone
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FIGURE 5.16: Representation of the average error committed by the

global model in testing phase for both testing methods. The solid

lines indicate the RMSE value averaged over the data of the 12 sub-

jects, while the opaque area indicates the standard deviation obtained
under the same conditions.

but also in hyperglycemic one, as the triple regressor model provides specialized
sub-models for different glycemic conditions. Figure is intresting because it
indicates that employing three regressors significantly enhances the performance
achieved in hypoglycemia compared to the single regressor, while the performance
on hyperglycemia remains essentially unaltered. The reason for the fluctuations in
this graph (for BGL equals to 80 mg/dL and 100 mg/dL) is due to the method used
to select the expert sub-model for the current forecast. As mentioned above, this
method is implemented using a hard approach, which inevitably makes the transi-
tions discontinuous. However, it should be noted that these oscillations are limited
to a range in which the percentage of error is under 6%. The utilization of the three
regressors does not affect the rate of convergence during training. This is reasonable
to assume, given that no novel information is introduced into the dataset in com-
parison to the single regressor case, and that the three regressors do not share any
internal information. It is quite obvious that the introduction of specialized models
for different glycemic conditions reduces the level of risk associated with predic-
tions. This is evident from the CEG in Figure In particular, we have a 98.75%
prediction rate for the trained global model in zones A and B, about 0.08% in zone
C and about 1.16% in zone D. In general, from Figure it is possible to visually
observe a decrease in the concentration of points in zone D between 0 and 70 mg/dL
of the reference value, indicating a reduction in risk compared to the single regressor
case; there is also a greater adherence of the points to the plane bisector.

It is important to note that the introduction of the three regressors does not sig-
nificantly increase the complexity of the algorithm. In fact, the additional FLOPs
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FIGURE 5.17: Percentage error committed by the global model. The

graph shows a high level of predictive accuracy within the eug-
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for BGL values below 100 mg/dL, as well as in the hyperglycemic
zone (BGL > 180 mg/dL).
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FIGURE 5.18: Distribution of predictions generated by the global
model on the test set of data from 12 subjects, within the five zones of
the CEG.

compared to the single regressor case can be considered negligible. This is true be-
cause, during training, for each training sample, the competence model is selected
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from the input vector for the network, as previously explained. This mutually ex-
clusive model selection system presents a computational complexity that can be ne-
glected. The additional complexity that must be considered pertains to the training
of the model under conditions that are dubious in terms of glycemic control. These
conditions are those that are situated near the thresholds that separate euglycemia
from hypoglycemia and euglycemia from hyperglycemia. In such instances, all the
sub-models in question are trained simultaneously in order to facilitate a seamless
transition between sub-models in terms of RMSE and percentage error.

Federated aggregation The outcome of the robustness experiments demonstrated
the previously established properties of the geometric median, which was identified
as the optimal aggregation method among those investigated. It is noteworthy that
the advantages of employing the geometric median are only discernible under spe-
cific circumstances, such as clients-side malfunctions or server-clients communication
issues. In such instances, the geometric median is observed to result in a reduction
in the extent of performance deterioration in comparison to the other methods that
were investigated.
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FIGURE 5.19: Representation of the average error committed by the

triple regressor in both tests. The RMSE was plotted in relation to

the federated rounds, obtained by performing inference by both the

test on test set and online test. The solid lines indicate the RMSE

average value, while the opaque areas indicate the standard deviation
obtained under the same conditions.

Comparison with literature Throughout the experimental phase, the proposed
system has shown remarkable capabilities that demonstrate its validity and supe-
riority over the comparison models. In particular, the triple regressor FedROS-ELM
has been shown to obtain overall lower RMSE values than comparison models.
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FIGURE 5.20: Representation of the percentage error committed by
the global triple regressor model.
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FIGURE 5.21: Distribution of predictions performed by the global
triple regressor model within the five zones of the CEG.

However, it is important to note that the performance of is affected by an anal-
ysis that includes data from both the Ohio T1DM dataset and a private dataset, a
circumstance that could compromise the rigour of the direct comparison.

The trade-off between performance and complexity of the proposed model is
particularly favourable. This is demonstrated by an average RMSE of 15.03 mg/dL,
achieved with a notably low computational cost of approximately 10> FLOPs. This
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represents a 10.59% reduction in RMSE compared to the best-performing competi-
tor model [32]], which, in contrast, demands three orders of magnitude more FLOPs.
Importantly, the use of linear interpolation for missing samples in [32] may have sim-
plified the prediction process, directly affecting the performance comparison. Table
summarizes the comparison.

Model |[RMSE |FLOPs
Proposed | 15.03 | ~ 10°
7241](1) 19.63 | ~ 107
7241](2) 19.64 | ~ 108
7241](3) 19.62 | ~ 108
B [242] | 19.97 | ~ 10°

[32] 16.81 | ~ 10°
j243] 18.87 | ~ 10°

TABLE 5.16: Comparison between the proposed approach and mod-
els selected from the literature in terms of RMSE and number FLOPs.
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5.6 Graph driven Federated For Healthcare 4.0

As previously stated FL provides a decentralized framework for machine learning,
enabling multiple participants to collaboratively refine a global model without di-
rectly exchanging data [16]. To address challenges such as client heterogeneity and
communication inefficiencies, federated aggregation of diverse client data can be
optimized through strategic approaches like partitioning clients into cohorts. This
method has been shown to improve outcomes and accelerate convergence rates in
FL setups, allowing for more effective handling of heterogeneity, streamlined com-
munication protocols, and efficient model updates [246|247]].

Within this context, we present a Graph-aided FL (GaFL) specifically designed
for predicting blood glucose levels (BGL). We propose a mathematical framework
that models patient similarities using a graph-based approach, providing a struc-
tured and quantifiable representation of these relationships. This framework is com-
plemented by a triple-regressor system, where each regressor is a Robust Online Se-
quential Extreme Learning Machine (ROS-ELM) specialized in a specific glycemic
condition. Our approach is inspired by traditional clinical practices, where physi-
cians draw on insights from previous patient cases to guide their decision-making
without requiring explicit data sharing.

Our main contributions are:

¢ The implementation of a novel framework GaFL applied to glycemic level pre-
diction, able to model similarities between patients in a structured and quan-
tifiable way.

* Extensive testing of our flexible and adaptable system on two different datasets,
demonstrating its effectiveness in leveraging Online Learning (OL) for glycemic
level management.

5.6.1 System description

In this section, we present the architectural overview of the proposed system, em-
phasizing its dual structure that combines a robust delivery framework with an in-
tegrated machine learning component. First, we describe the primary actors Peer,
Aggregator, and Certified Authority, outlining their roles in ensuring transparency
and efficiency. Second, we examine the operational procedures, focusing on the En-
rollment and Operational phases, which maintain secure, decentralized coordination.
Third, we introduce the method used to generate the patient graph and its rele-
vance. Finally, we present the machine learning model, detailing its contribution to
optimizing the FL process and improving predictive accuracy.

Actors The system involves three key actors: the Peer, the Aggregator, and the Cer-
tified Authority. The Peer holds the patient’s digital identity or acts on their behalf,
serving as the primary source of personal health data and consenting to data shar-
ing or updates. Without transferring raw data, the Peer trains models locally on
personal information. The Aggregator collects the model weights and biases from
the Peers and performs the aggregation phase, following the directives of the Certi-
fied Authority. The Certified Authority manages and verifies the digital identities of all
entities, ensuring that operations comply with healthcare regulations and privacy
standards. It oversees rules in the federated system, verifies the credentials of Peers
and Aggregators, and maintains system integrity and security.
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FIGURE 5.22: Visual representation of the Subscription phase

Enrollment Phase The enrollment phase initiates with a doctor requesting an ex-
amination from a patient, which could stem from either routine health monitoring
or specific health concerns raised by either the patient or the physician. Upon the
patient’s approval, which is mandatory under privacy regulations and ethical stan-
dards, the doctor proceeds to update the patient’s health status.

Following the patient’s approval, the doctor submits the updated health infor-
mation to a Certified Authority, as depicted in Figure This submission includes
a request for an update to the patient’s DiD to reflect their latest health status accu-
rately. The Certified Authority, upon receiving this information, either modifies the
existing DiD or creates a new one that truly represents the current health informa-
tion of the patient, ensuring that the DiD is an accurate reflection of the patient’s
current health condition.

Once the DiD is updated or created, the Certified Authority informs the doctor of
the changes. A verification loop is then initiated to ensure the consistency and accu-
racy of the updated DiD. If the DiD is consistent with the provided information and
meets all regulatory standards, the Certified Authority approves the update. How-
ever, if inconsistencies are detected, the doctor may request a reevaluation, leading
potentially to further adjustments to the DiD by the Certified Authority.

After achieving a consistent and accurate DiD, the Certified Authority finalizes
the update. Both the doctor and the patient are then notified about the updated
DiD, ensuring both are informed of the changes made to the patient’s DiD.

Operational phase The operational phase, depicted in Figure [5.23} represents the
learning phase of our GaFL framework. This phase involves an iterative process
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that enhances the management and application of patient data through a collabora-
tive model involving Certified Authority, aggregators, and peers. The process begins
with a aggregator’s request to participate in the FL system. Upon obtaining consent
from the peers, the aggregator provides the Certified Authority with general informa-
tion about the FL process, i.e., establishing the subset of feature pesent in the DiD of
the peer usefull for the learning process. This initial exchange is critical as it sets the
parameters needed for the generation of the patients graph. The generation of the
patient graph, as explained in subsection5.6.1} can be replaced by another technique
for identifying clusters.

Once the patient graph is established, the Certified Authority communicates the
rules for data aggregation to the aggregator. These rules dictate how peers models
should be averaged, ensuring consistency and accuracy across different nodes in
the federated system. The aggregator then trigger the start of the FL round, where
they apply these rules to train a model on the aggregated data. Throughout this
process, the model’s performance and any insights gained are logged and commu-
nicated back to the Certified Authority. The Certified Authority plays a continuous role
in evaluating the information received from the logs. This evaluation is essential not
only for refining the patient graph and adapting the learning model for subsequent
rounds but also to enable the audit of the learning process. Through successive
rounds of FL, the model evolves to become more attuned to the nuances of patient
care, ultimately leading to optimized health outcomes.

Patient graph construction At this stage, we refine the FL by incorporating a pa-
tient similarity metric into the process. This entails constructing a graph-based
framework to cluster patients into cohesive cohorts, thereby improving both com-
putational efficiency and personalization. The following paragraphs outline the ra-
tionale, the calculation of similarity scores for different feature types, and the inte-
gration of these components into a unified similarity measure.

To tackle the challenges associated with FL, our methodology incorporates a
clustering mechanism within the patient graph. This mechanism forms narrowly
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defined cohorts of federated peers, which reduces the computational overhead by
limiting the scope of data interaction and synchronization to more homogeneous
groups of data holders. This strategy enhances the efficiency and scalability of the
learning process. Moreover, the patient graph not only supports efficient FL but also
ensures that the insights derived are deeply personalized and contextually relevant,
capturing the inherent patterns and similarities within the data.

To encapsulate the nuanced decision-making process of physicians, who often
intuitively weigh patient similarities based on their professional experiences and
observations, building on the formulation presented in [248]], we have modified it
to accommodate not only categorical information but also discrete features. This
enhancement enables the model to handle a broader spectrum of data types, thereby
increasing its applicability and flexibility in various analytical contexts.

In order to assign a pairwise similarity score between all patients, we distinguish
the features as either categorical or discrete. First, we transform the discrete features
into a multi-hot vector for each instance, resulting in a categorical feature matrix
D,. € RN*" where m, is the number of unique categorical features and N is the
number of patients. The categorical similarity score Mc;; between nodes i and j is
defined as:

m m
Mcij =m Z (DchDch (d]:cl + Cl)) - 2 (Diyc + Dch) (520)
pe=1 pe=1

where d,, is the occurrence of a categorical feature yi., and a; and c; are tunable
constants. The first term positively rewards shared features. Note that the d;cl term
incorporates the idea that two patients sharing a rare feature is more significant than
a common one. The second term penalizes the total number of features to prevent
patients with many features becoming ‘hubs’ of high connectivity, attracting impre-
cise matches with several non-shared features.

Subsequently with respect to discrete features, first these are normalized feature
by feature among all patients, resulting in a discrete feature matrix D,, € RN*"
where m, is the number of discrete features and N is the number of patients. The
discrete similarity score Md;; between nodes i and j is defined as:

. 1
MdZ] = ap Z 1— — (d;dl + CZ) +
Ha=t T4+e |Pia Pl
Hdzl 1 + e | |Di?‘d *Dydmean’ | 1 + e | |Dj}¢d*D}ldmean‘ ’

where d,, is the occurrence of a discrete feature p4, and a; and c; are tunable
constants. The first term positively rewards shared features. Note that the d,, 1 term
incorporates the idea that two patients sharing a rare feature is more significant than
a common one. As for the categorical similarity score the second term prevent pa-
tients with features values close to the mean becoming ‘hubs’ of high connectivity.

Once the discrete and categorical similarity score of two nodes have been calcu-
lated, their similarity score will be given by:

Mij = MCZ']‘ + Mdi]' (5.22)
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This score is specifically designed to mirror a clinician’s heuristic approach to
evaluating patient similarity, integrating both clinical relevance and the rarity of
shared conditions to construct a mathematically robust, yet intuitively aligned, frame-
work for patient comparison in Healthcare environments.

Models description In this study, we employed an ELM-based predictive model,
the Robust Online Sequential Extreme Learning Machine (ROS-ELM) [249]], which is
notable for its low computational cost. The decision to utilize ROS-ELM was driven
by the necessity to address the elevated complexity of the proposed frameworks,
which entail the training of multiple models within a single federated round. The
single predictor is composed of three ROS-ELM regressors, each of which is trained
on a different glycemic level. Two thresholds are employed to assign each sample in
the dataset to a competency model: one that divides euglycemia from hypoglycemia
(100 mg/dL) and one that divides euglycemia from hyperglycemia (180 mg/dL).

Although the dataset has been divided into the sections previously described, the
sequence, in which the global model is trained and how the different local models in-
terpret the time series, remains unchanged. For each training instance, the glycemic
condition in the input vector is verified, and based on this, the most suitable re-
gressor for training is selected. Specifically, the glycemic condition is identified by
averaging over the input vector samples, and the resulting value is then compared
with the pre-established thresholds.

5.6.2 Case study

In order to clarify the advantages and disadvantages of the proposed methodology,
two clinical datasets were selected for analysis: the Ohio T1IDM Dataset [197] and
the Campus Bio-Medico Dataset.

Experimental setup In order to provide a federated clustering framework based
on the information contributed by a similarity metric, such as the one previously
explained, three different pipelines were developed with the intention of offering
a solution that would be applicable in a variety of scenarios. In this section when-
ever we refer to a model we refer to the triple regressor model i.e. a multiexpert
model. Pipeline 0: GM: represents the fundamental reference approach for subse-
quent pipelines. It is composed of the straightforward aggregation of parameters
extracted from each client within the federation, employing the geometric median
as the aggregation rule. Pipeline 1: Clustering-GM: is based on the key idea of di-
viding the set of subjects participating in the federation into two or more clusters
maximizing the inter-subject similarity of each cluster. The number and the compo-
sition of clusters is determined through the maximization of the clustering silhouette
score. The clustering algorithm used is that of spectral clustering performed on the
adjacency matrix of the patient similarity graph. Specifically, the algorithm com-
putes the Laplacian of the adjacency matrix, extracts its leading eigenvectors, and
applies k-means and Dbscan clustering to partition the data based on these spec-
tral features. Subsequently, the learning process adheres to the standard procedures
of a federated environment, with the sole exception that federated aggregation is
conducted exclusively among clients belonging to the same cluster, and the global
model thus computed is returned to the same clients. Ultimately, the aggregation
method selected for this pipeline is the geometric median. Pipeline 2: Clustering-
Similarity-Avg: a modification to the methodology of Pipeline 1. The key difference
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is the addition of an aggregation rule that leverages similarity information. Specif-
ically, within each cluster, the knowledge from each client is aggregated using a
weighted average, where each client’s weight is calculated as the sum of its similar-
ity scores with all other clients in the cluster, divided by the total sum of all similarity
scores within the cluster. Let C; be the k-th cluster. N; be the number of clients in
cluster Cy. Let s;; represent the similarity score between client i and client j. w; de-
note the weight assigned to client i in the aggregation. The weight w; for each client
i in cluster Cy is computed as:

_ Ljec Sij
Yoicc, Ljec, Sij

where the numerator represents the sum of similarity scores between client i
and all other clients in the cluster, and the denominator represents the total sum
of all similarity scores within the cluster C;. Using these weights, the knowledge
from each client in the cluster is aggregated via a weighted average. Pipeline 3:
Similarity-Avg: is the most computationally complex, as it necessitates that each
individual client train multiple models, with a maximum of the number of clients
present within the entire federation. In the assumption that C represents the number
of clients engaged in the federation and let i be an index such thati = {1,2,3,...,C},
the process is conducted in accordance with the following steps:

wi

e First Round: The client trains a local model on individual patient data, after
which the knowledge from each client is aggregated to generate C models.
Each of these models is generated by aggregating the knowledge from i — th
client with the knowledge from all the others according to a weighted average,
with each weight representing the similarity of i — th subject with all the others.
At the conclusion of this procedure, all C models are passed to each client, thus
ensuring that each client possesses C models.

e Other Rounds: Given that each client now has access to C models, it trains each
one on its own data. The server will receive C?> models for aggregation accord-
ing to the following criterion: the i — th model from i — th client is aggregated
with the i — th model from all other clients through a weighted average rule,
wherein the weight represents the similarity between i — th subject and all oth-
ers.

The objective of the experiments was to highlight three distinct metrics. The
following metrics were employed: root mean square error (RMSE) versus rounds,
percent prediction error (i.e., prediction error as a percentage of the target glycemic
value), and Clarke Error Grid (CEG), a metric commonly utilized in the context of
glycemic value monitoring or prediction tools. For all pipelines, these tree met-
rics are extracted for each global model generated, with the exception of pipeline
3, where each client has a personalized model.

5.6.3 Results and Analysis

The experimental phase played a crucial role in highlighting the distinctive char-
acteristics of each pipeline across different training stages. Specifically, the analy-
sis focused on: accuracy and consistency, evaluated through metrics such as RMSE
and standard deviation, clinical applicability, assessed using the Clarke Error Grid ,
a metric designed to evaluate the predictive method’s alignment with clinical rele-
vance, model reliability in relation to the patient’s glycemic status, examined through



5.6. Graph driven Federated For Healthcare 4.0 145

the Error Percentage metric. It is notable that the Ohio TIDM Dataset, with respect
to Campus Bio-Medical Dataset, offers the opportunity for more in-depth training
due to the availability of a greater quantity of data.

Comparative Analysis of RMSE and Standard Deviation Across Pipelines To
identify areas of competitive advantage relative to the state of the art, we conducted
an analysis of pipelines in terms of accuracy (RMSE) and consistency (standard de-
viation). These metrics pertain to the behavior of the global model, which infers on
the data from the two datasets. RMSE and standard deviation are calculated across
different subjects for each federated round and separately for each dataset or cluster
(in case a pipeline includes a split into clusters).

Ohio T1DM Dataset As detailed in Table and illustrated in Figure the
performance of the proposed pipelines highlights key trends in accuracy and sta-
bility across different clients. Pipeline 0, serving as the baseline, exhibited moder-
ate variability but left room for significant improvement in both accuracy and ro-
bustness. With Pipeline 1, substantial enhancements were observed, particularly in
terms of increased consistency and reduced variability, suggesting the effectiveness
of the modifications introduced. Pipeline 2 further refined these improvements,
achieving greater accuracy and robustness compared to its predecessors, making
it the most reliable among the pipelines. In contrast, Pipeline 3, while showing
improved variability relative to the baseline, did not surpass the accuracy and con-
sistency of Pipelines 1 and 2. Overall, the results reveal a clear trend of progres-
sive enhancement from Pipeline 0 to Pipeline 2, highlighting the crucial role played
by the similarity metric in assigning appropriate weights to each subject within the
dataset, during aggregation. The observed trade-offs in Pipeline 3 underscore the
need to balance accuracy and variability based on specific application requirements.

>>>>>>>>>>>>>>

RMSE mg/dI

Round number

FIGURE 5.24: The data presented in the figure are calculated using

the OHIO dataset. The numbers from 0 to 3 identify the pipelines

depicted in each plot. Each axis represents the measures defined in

the legend located at the bottom left, such as RMSE (in mg/dL) and
Round number.
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Campus Bio-Medico Dataset The analysis conducted on this dataset aligns with
the trends observed in the Ohio T1DM Dataset, confirming the consistency of the
pipeline behaviors. However, in this case, the overall accuracy appears consistently
higher, reflecting a better adaptation of the models to this dataset, as shown in Table
and Figure At the same time, the variability between clients is slightly
greater, likely due to increased heterogeneity within the data. These results further
emphasize the robustness of the proposed approach while highlighting the influence
of dataset-specific characteristics on performance.

Rounds. T n e % we v we Wi ma o as se 45 we ws we us me | Hounds
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FIGURE 5.25: The data presented in the figure are calculated using

the Campus Biomedico dataset. The numbers from 0 to 3 identify the

pipelines depicted in each plot. Each axis represents the measures

defined in the legend located at the bottom left, such as RMSE (in
mg/dL) and Round number.

To summarize, the graphs in Figure and Figure provide a visual sum-
mary of the RMSE values for both datasets, highlighting the differences in predictive
performance across the pipelines. Overall, Pipeline 2 demonstrates the best balance
between accuracy (as indicated by RMSE) and consistency (as indicated by stan-
dard deviation), making it the most effective approach for the datasets under study.
Pipeline 1 also performs well, especially with clustering, but Pipeline 2 offers the
highest robustness and lowest error, suggesting that its advanced methodologies
contribute significantly to improved model performance.

Comparative Analysis of Clarke Error Grid Across Pipelines The Clarke Error
Grid provides an assessment of the clinical accuracy of glucose predictions by cat-
egorizing predictions into different zones (A, B, C, D, and E) based on the risk as-
sociated with erroneous predictions. Zones A and B represent clinically acceptable
predictions, while zones C, D, and E represent increasingly severe errors.

A summary of the distribution of predictions across the Clarke Error Grid zones
for each pipeline and dataset is provided in Table[5.18allowing for a straightforward
comparison of clinical accuracy.

Ohio T1DM Dataset Pipeline 0, serving as the baseline, displayed a moderate
concentration of predictions in Zone A, indicative of clinically accurate outcomes,
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TABLE 5.17: RMSE and Standard Deviation for Each Pipeline and

Dataset
Pipeline Dataset RMSE Standard Deviation
Pipeline 0 Ohio T1IDM 14.39 1.16
Pipeline 0 | Campus Bio-Medico 13.18 4.36
Pipeline 1 Ohio T1IDM 11.62 / 10.64 1.42 /0.92
Pipeline 1 | Campus Bio-Medico | 10,48 / 5.64 / 5.59| 3.18 / 3.10 / 4.56
Pipeline 2 Ohio T1IDM 11.02 / 9.52 0.71/1.26
Pipeline 2 | Campus Bio-Medico| 7.57 / 3.76 / 7.24 | 3.70 / 3.47 / 4.78
Pipeline 3 Ohio T1IDM 14.61 1.55
Pipeline 3 | Campus Bio-Medico 10.36 3.85

but a notable portion fell into Zone B, with small percentages spread across the re-
maining zones. This distribution reflects the initial limitations in the model’s abil-
ity to minimize clinically less desirable predictions. With Pipeline 1, there was a
marked improvement in accuracy, particularly evident in the increased proportion
of predictions in Zone A and the corresponding reduction in Zone B. This trend was
consistent across both clusters, indicating the positive impact of the modifications
introduced in this pipeline on clinical reliability. Pipeline 2 further built on these
improvements, achieving the highest proportion of predictions in Zone A and re-
ducing errors in other zones to minimal levels. This performance underscores the
pipeline’s effectiveness in maintaining clinically safe predictions while minimizing
less desirable outcomes in Zones B, C, D, and E. Finally, Pipeline 3 demonstrated
a stable distribution similar to Pipeline 2, with predictions concentrated primarily
in Zone A and a small percentage in Zone B. However, a slightly higher proportion
of predictions fell into Zones D and E compared to Pipeline 2, indicating a minor
trade-off in clinical accuracy:.

Campus Bio-Medico Dataset Pipeline 0 demonstrates a higher proportion of pre-
dictions in Zone A compared to the baseline of the Ohio dataset, indicating better ini-
tial clinical reliability. This trend of improved reliability persists across all pipelines,
with Pipeline 1 and Pipeline 2 achieving excellent distributions in Zone A and min-
imal percentages in Zone B, reinforcing the effectiveness of the proposed approach.
However, Pipeline 3, while maintaining good clinical reliability, shows a slight de-
cline in performance compared to Pipelines 1 and 2, similar to the behavior observed
in the Ohio dataset.

The graphs in Figure and Figure provide a visual summary of the
Clarke Error Grid distribution for both datasets, illustrating the clinical accuracy
of the different pipelines.

Overall, Pipeline 2 demonstrates the best clinical safety (as indicated by Clarke
Error Grid distribution), making it the most effective approach for the datasets under
study. Pipeline 1 also performs well, especially with clustering, but Pipeline 2 offers
the highest robustness and lowest clinical risk.
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FIGURE 5.26: The CLARK error grids presented in the figure are cal-
culated using the OHIO dataset. The numbers from 0 to 3 identify the
pipelines depicted in each plot. Each axis represents the measures de-
fined in the legend located at the bottom left, such as predicted con-
centration (in mg/dL) and reference concentration.
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FIGURE 5.27: The CLARK error grids presented in the figure are cal-
culated using the Campus Biomedico dataset. The numbers from 0
to 3 identify the pipelines depicted in each plot. Each axis represents
the measures defined in the legend located at the bottom left, such as
predicted concentration (in mg/dL) and reference concentration.

Comparative Analysis of Percentage of Error Across Pipelines In this section, we
compare the performance of the different pipelines based on the average percent-
age error in the predictions across different glycemic ranges. Specifically, glycemic
ranges are categorized as Hypoglycemia (A) for values below 100 mg/dL, Eug-
lycemia (B) for values between 100 and 200 mg/dL, and Hyperglycemia (C) for
values above 200 mg/dL. The percentage error is a useful metric for estimating the
accuracy of the predictive model in relation to target glucose levels.

A summary of the percentage error for each glycemic range, pipeline, and dataset
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TABLE 5.18: Clarke Error Grid Distribution for Each Pipeline and

Dataset
Pipeline Dataset Zone A (%) | Zone B (%) | Zone C (%) | Zone D (%) | Zone E (%)
Pipeline 0 Ohio T1DM 85.23 13.67 0.03 1.04 0.01
Pipeline 0 Campus Bio-Medico 92.02 7.53 0.04 0.40 0.00
Pipeline 1 Ohio T1DM (Cluster 1) 80.45 17.59 0.11 1.82 0.01
Pipeline 1 Ohio T1DM (Cluster 2) 85.08 13.52 0.10 1.28 0.01
Pipeline 1| Campus Bio-Medico (Cluster 1) 96.76 2.98 0.03 0.20 0.02
Pipeline 1| Campus Bio-Medico (Cluster 2) 98.67 1.33 0.00 0.00 0.00
Pipeline 1| Campus Bio-Medico (Cluster 3) 96.00 3.83 0.00 0.17 0.00
Pipeline 2 Ohio T1DM (Cluster 1) 84.59 13.70 0.07 1.64 0.00
Pipeline 2 Ohio T1DM (Cluster 2) 86.31 12.34 0.08 1.24 0.01
Pipeline 2 | Campus Bio-Medico (Cluster 1) 97.86 1.95 0.00 0.19 0.00
Pipeline 2 | Campus Bio-Medico (Cluster 2) 96.52 3.27 0.00 2.01 0.00
Pipeline 2 | Campus Bio-Medico (Cluster 3) 97.11 2.73 0.00 0.15 0.00
Pipeline 3 Ohio T1DM 85.29 11.95 0.02 2.73 0.01
Pipeline 3 Campus Bio-Medico 92.01 5.76 0.03 2.19 0.00

is provided in Table offering a clear comparison of predictive accuracy for dif-
ferent glycemic conditions. Furthermore, the images in Figures and show
how the error percentage behaves on the OHIO and Campus Biomedical datasets,
respectively, in relation to the value of BGL to be predicted.

Ohio T1DM Dataset Across all pipelines, the glycemic range significantly influ-
enced the percentage error, with higher errors consistently observed in the hypo-
glycemic range and reduced errors in the euglycemic and hyperglycemic range.
Pipeline 0, serving as the baseline, exhibited higher error rates, particularly in Hy-
poglycemia, highlighting the challenge of accurately predicting lower glucose lev-
els. Both Pipeline 1 and Pipeline 2 showed marked improvements in all glycemic
states, with Pipeline 1 demonstrating superior accuracy in the hyperglycemic range
and over other pipelines in all the glycemic ranges. However, Pipeline 3 displayed
inconsistent performance, with the highest error rates in Hypoglycemia and notable
variability across ranges. Specific values confirm these observations: for Pipeline
0, errors peaked in Hypoglycemia at 6.74%, Pipeline 1 reduced errors across clus-
ters, particularly in Euglycemia, achieving as low as 2.67%, Pipeline 2 improved
Hyperglycemia predictions, with errors as low as 3.74% and Pipeline 3 had the least
consistent performance, with a Hypoglycemia error of 9.41%.

Campus Bio-Medico Dataset Similar trends were observed in the Campus Bio-
Medico Dataset, with errors generally higher in the hypoglycemic and hyperglycemic
ranges. Compared to the Ohio dataset, errors in Hypoglycemia were consistently
larger, reflecting the increased complexity of this dataset. Pipeline 0 displayed the
highest errors across these critical ranges, whereas Pipeline 1 and Pipeline 2 deliv-
ered notable improvements, particularly in Hyperglycemia. Nevertheless, Pipeline
3 again showed inconsistent performance, with the highest error in Hypoglycemia
among all pipelines. Supporting values include: Pipeline 0 exhibited 7.93% error
in Hypoglycemia and 7.30% in Hyperglycemia, Pipeline 1 improved significantly,
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Pipeline 3 showed the highest Hypoglycemia error at 12.39%.

Prediction error %

BGL reference value mg/dl

The comparison of percentage errors across pipelines indicates that Pipeline 2

0
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generally provides lower errors, particularly in the hyperglycemic range, compared
to other pipelines. Pipeline 1 also shows a good performance, while Pipeline 0 and
Pipeline 3 show higher errors, especially in the hypoglycemic range.

TABLE 5.19: Percentage Error for Each Glycemic Range, Pipeline, and

Dataset
Pipeline Dataset Hypoglycemia (%) | Euglycemia (%) | Hyperglycemia (%)
Pipeline 0 Ohio T1IDM 6.74 4.14 2.90
Pipeline 0 Campus Bio-Medico 7.93 3.89 7.30
Pipeline 1 Ohio T1DM (Cluster 1) 4.28 2.67 2.50
Pipeline 1 Ohio T1DM (Cluster 2) 4.49 413 3.41
Pipeline 1| Campus Bio-Medico (Cluster 1) 7.22 4.89 8.01
Pipeline 1| Campus Bio-Medico (Cluster 2) 4.31 4.47 1.61
Pipeline 1| Campus Bio-Medico (Cluster 3) 7.58 6.01 7.49
Pipeline 2 Ohio T1DM (Cluster 1) 6.06 3.10 3.99
Pipeline 2 Ohio T1DM (Cluster 2) 5.17 4.13 3.74
Pipeline 2| Campus Bio-Medico (Cluster 1) 7.20 4.20 8.87
Pipeline 2 | Campus Bio-Medico (Cluster 2) 6.49 6.95 2.71
Pipeline 2| Campus Bio-Medico (Cluster 3) 7.64 4.48 8.38
Pipeline 3 Ohio T1IDM 9.41 0.93 5.77
Pipeline 3 Campus Bio-Medico 12.39 3.09 5.19

The comparison of percentage errors across pipelines indicates that Pipeline 2
generally provides lower errors, particularly in the hyperglycemic range, compared
to other pipelines. Pipeline 1 also shows a good performance, while Pipeline 0 and
Pipeline 3 show higher errors, especially in the hypoglycemic range.

Overall, Pipeline 2 demonstrates the best clinical safety (as indicated by lower
percentage errors in hyperglycemic ranges), making it the most effective approach
for the datasets under study. Moreover Pipeline 2 offers the highest robustness and
lowest clinical risk, suggesting that its advanced methodologies contribute signifi-
cantly to improved model performance.

Comparison with literature Table shows a comparison with the approaches,
described in the paragraph “Approaches for BGL Prediction with Ohio T1DM Dataset”
of section in terms of the RMSE achieved after an inference process on the Ohio
T1DM test set. [198] did not provide RMSE on the entire test set, so it was excluded
from the comparison.

The results obtained by our proposed approach (Pipelines 0-3) show that all
pipelines outperform the models selected for comparison, with the exception of
the transformer-based model. Notably, Pipelines 1 and 2 surpass the transformer,
achieving RMSE values of 11.13 and 10.27, respectively, demonstrating a significant
improvement over the transformer’s RMSE of 13.94 [48]. Pipelines 0 (14.39) and 3
(14.61) also exhibit competitive results, although they fall slightly short of the trans-
former model. These outcomes emphasize the overall strength of our proposed ap-
proach, particularly Pipelines 1 and 2, in advancing predictive accuracy.
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The performance of the models reveals distinct clusters in the RMSE results,
highlighting the impact of architectural choices. Three main clusters can be iden-
tified: the most accurate predictions, with RMSE values around 10-11, represent the
pipelines 1 and 2, followed by a middle cluster with RMSE values around 13-14,
and finally, a less accurate cluster with RMSE values around 16-19. This separa-
tion underscores that simpler or tailored architectures tend to perform better, while
added complexity in some cases fails to translate into improved results. For exam-
ple, simpler RNN architectures consistently underperformed, with RMSE values of
16.81 and 18.87 reported in [32] and [45], respectively. Derivatives or more complex
adaptations of RNNs showed no significant advantage, often falling into the least
accurate cluster. In contrast, the Transformer model from [48], achieving an RMSE
of 13.94, fits into the middle cluster but still did not surpass the results of Pipeline
2 and Pipeline 1, which achieved RMSE values in the most accurate cluster. These
observations highlight the importance of both simplicity and domain-specific opti-
mizations in achieving superior performance.

In conclusion, the results highlight the superior performance of our proposed
approach which consistently outperformed other methods, confirming the efficiency
and effectiveness of the proposed methodology.

Model RMSE
Pipeline 0 14.39
Pipeline 1 11.13
Pipeline 2 10.27
Pipeline 3 14.61

GLuADFL [199] 19.66
FedGlu [[198] -

Linnear+RNN [47](1) | 19.63
Linnear+RNN [47](2) | 19.64
Linnear+RNN [47](3) | 19.62
MLP+RNN [46] 19.97
RNN [32j 16.81
RNN [45] 18.87
Transformeri48] 13.94

TABLE 5.20: Comparison between the proposed approach and mod-
els selected from the literature in terms of RMSE reached.
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Conclusion

This doctoral thesis has presented a comprehensive exploration of innovative method-
ologies for developing secure, efficient, and interpretable AI-IoT systems tailored
for healthcare applications. By addressing critical challenges in computational effi-
ciency, explainability, and data privacy, the research lays a solid foundation for next-
generation solutions capable of advancing Healthcare 5.0. Below, we summarize the
key contributions and their implications for the field.

The four contributions presented in the Chapter8|demonstrate the breadth of ap-
plications and the critical importance of developing efficient Neural Network (NN)
solutions on edge devices. From an industrial perspective, the ability to obtain im-
mediate computational information regarding NNs greatly streamlines production
timelines and fosters the rapid testing of multiple algorithms. Optimization tech-
niques such as pruning and quantization have been shown to yield diverse benefits:
pruning can significantly reduce Multiply—Accumulate operations (MACs) and in-
ference time, whereas quantization particularly helps conserve memory resources
and facilitates the simultaneous deployment of several NNs on the same hardware
B.3|On the hardware acceleration front, the adoption of new VPU technologies
exemplifies a transformative leap in performance: classification times were reduced
by up to 84.5% using the NCS and approximately 90% with the NCS2, which aligns
with [250] and underscores the viability of state-of-the-art edge solutions. Notably,
these devices retain modest cost and dimensions, making them particularly suitable
for IoT scenarios wherein size, portability, and energy efficiency are paramount. Be-
yond computational efficiency, these works highlight cross-disciplinary impacts, as
evidenced by advanced frameworks employed in diverse tasks: from real-time mi-
croplastic detection in fluids 3.6/ (aimed at fulfilling the 17 Sustainable Development
Goals) to blood glucose prediction in pediatric Type 1 Diabetes patients In the
latter domain, the CNN and LSTM models tested on various devices demonstrated
numerical accuracy comparable to adult patients, representing, to the best of our
knowledge, the first edge-computing system specifically targeting glucose concen-
tration forecasting for children. Meanwhile, for microplastic detection, the proposed
NeuralCasting approach and its native C code compilation have proven more effi-
cient than mainstream solutions such as ONNX Runtime, offering improvements in
latency, memory footprint, energy consumption, and portability.

In the Chapter[d} we have explored diverse approaches across multiple domains,
demonstrating advancements in both methodology and application. The feature-
based knowledge distillation approach outlined in section 4.5 demonstrated its ca-
pability to enhance the explainability and efficiency of Al models for pulmonary
disease classification. By effectively transferring knowledge from complex models
to lightweight architectures, this methodology underscored the importance of op-
timizing models for limited data scenarios and paved the way for further research
into feature alignment techniques and their generalizability across datasets. The



154 Chapter 6. Conclusion

implementation of a glycemic predictor on edge devices, section emphasized
the trade-off between model simplicity and performance. The results showed that
optimized architectures could achieve comparable accuracy to more complex mod-
els while ensuring practicality and scalability, moreover, the explainability analysis
made through LIME enhances the interpretability of the model for the user. These
findings form the basis for developing real-life decision support systems, offering
both numeric and clinical reliability for glycemic management. Furthermore, the
Tandem model presented significant improvements in segmentation tasks, particu-
larly for small and medium-sized objects, as highlighted in section4.3] The ability to
deliver precise confidence maps and robust performance across datasets reinforces
the model’s potential to enhance medical imaging analysis and aid clinical decision-
making processes.

In Chapter 5, we presented four different works, each addressing specific chal-
lenges in secure and efficient data management across Federated Learning (FL), In-
ternet of Things (IoT), and biomedical scenarios. First, as reported in Section
the proposed network architecture integrates Zero-Knowledge Proofs (ZKPs) and
Distributed Ledger Technology (DLT) into the FL paradigm to ensure security, ver-
ifiability, and reliability of exchanged data. The overheads analysis shown that the
incorporation of SNARKSs into the FL paradigm, albeit introducing significant com-
putational and temporal overheads, strategically capitalizes on the resources at the
peer level to safeguard integrity and veracity within the learning process. Crucially,
it avoids overwhelming the aggregator, thereby maintaining operational scalabil-
ity. Cost considerations, driven by the DLT fee policy, highlight the importance
of carefully selecting or customizing the underlying ledger technology, especially
when many peers participate in the FL process. Second, the dRAIN architecture
described in Section |5.3| combines a hardware root of trust with DLT for secure, re-
liable, and auditable data management. The proof-of-concept showed acceptable
cryptographic overhead, ensuring robust security guarantees. However, the ap-
proval times intrinsic to Tangle-based transactions introduce variability and poten-
tially slow confirmations. This trade-off underscores the wider theme of balancing
strong security properties with the performance requirements of real-world IoT ap-
plications. Nonetheless, the system’s adaptability to different devices and networks
demonstrates promising potential for broader deployments. In the biomedical do-
main, the triple regressor FedROS-ELM solution presented in the section was
employed for Blood Glucose Level (BGL) forecasting. By leveraging a federated en-
vironment, this method achieves high predictive accuracy with efficient learning,
making it suitable for edge devices commonly used in clinical practice. The utiliza-
tion of multiple sub-regressors specialized for distinct glycemic states preserves the
model’s generalization capabilities while maintaining rapid training speeds. Clin-
ically reliable predictions, validated through CEG analysis, confirm the viability
of this approach in real-world healthcare contexts, where both computational effi-
ciency and patient data privacy are crucial. Lastly, the novel Graph-aided Federated
Learning (GaFL) framework summarized in Section emphasizes patient simi-
larity modeling for personalized glycemic level prediction. By employing a triple-
regressor ROS-ELM approach adapted to various glycemic conditions, the frame-
work demonstrates lower RMSE and improved accuracy on the Ohio T1IDM and
Campus Bio-Medico datasets. The graph-based clustering not only enhances predic-
tive performance but also protects patient data via federated training. This strategy
further highlights the importance of decentralized, privacy-preserving methodolo-
gies in modern healthcare solutions.
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The findings and methodologies presented in this thesis pave the way for trans-
formative advancements in Healthcare 5.0. By demonstrating the practical feasibility
of secure, interpretable, and efficient AI-IoT systems, this research encourages the
broader adoption of intelligent technologies across various medical and industrial
domains. Future work could explore:

* Expanding the scalability of federated learning frameworks to support more
diverse and heterogeneous IoT networks.

¢ Enhancing interpretability techniques to encompass multi-modal data and more
complex decision-making processes.

In conclusion, this thesis underscores the transformative potential of AI-IoT in-
tegration for healthcare. By addressing the interplay between computational ef-
ficiency, interpretability, and privacy, the work contributes to the development of
trustworthy, sustainable, and impactful solutions that align with the goals of mod-
ern medicine and technology.
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